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METOIUKA OLHEHKH YI'PO3 BE3OITIACHOCTU HH®OPMALIUA
1. O01ue mos0KeHu s

1.1. Hacrosiiiiast Merojivka olieHKH yrpo3 6e3onacHocTu nHdopmarmu (aanee - Merosuka) papadborana
B COOTBETcTBUU ¢ monnyHkToM 4 myHkra § [lonoxkenus o dexepanbHOil CiIykOe MO TEXHHYECKOMY H
9KCIOPTHOMY KOHTPOITIO, yTBepxkAeHHoro Yka3om Ilpesunenta Poccuiickoit @eneparuu ot 16 asrycra 2004
r. N 1085.

1.2. Meroauka ompenensier MOPAIOK U CoAepkKaHHe padoT MO ONpPENeNeHHI0 yrpo3 0e30MacHOCTH
uHboOpMaIK, peanuzanus (BO3HHUKHOBEHHE) KOTOPHIX BO3MOXKHA B HWH(QOPMAIMOHHBIX CHCTEMAax,
ABTOMATH3WPOBAHHBIX  CHCTEMaxX  yIpaBJeHUs, WHQPOPMAIMOHHO-TEIIECKOMMYHUKAIIMOHHBIX  CETSIX,
WH(POPMAITMOHHO-TEIEKOMMYHHUKAIIMOHHBIX WHPPACTPYKTYpax IIEHTPOB 0OpaOOTKM JAaHHBIX U OONa4HBIX
nH(ppacTpykTypax (majiee - CHCTEMBI M CETH), a TaKkKe Mo pa3paboTke Mojenell yrpo3 0e30macHOCTH
WH(}OpMAIK CUCTEM U CETEN.

1.3. Meronnuka TpUMEHSCTCS IUIS ONpPENeNIeHHus yrpo3 0e30macHOCTH HWHGOPMAIlUH, pead3arius
(BOHMKHOBEHHE) KOTOPHIX BO3MOXHA B CHCTEMax M CeTSIX, OTHECEHHBIX K TOCYIapCTBEHHBIM U
MYHUIUNATbHBIM HH()OPMAIMOHHBIM CUCTEMaM, HH(POPMAIMOHHBIM CHCTEMaM IePCOHANBHBIX JIAHHBIX,
3HAYMMBIM OOBEKTaM KPUTHUECKOH HH(OpMaIMOHHOK HHGpacTpyKTypbl Poccuiickoit ®denepanuu,
WH(OPMAITMOHHBIM CHCTEMaM YIIPABIEHUS MPOU3BOACTBOM, HCIIOIB3YEMBIM OPraHHU3alUAMHA OOOPOHHO-
MIPOMBIIINIEHHOTO KOMIUIEKCa, AaBTOMAaTH3WPOBAHHBIM CHCTEMaM YIPaBICHHUS TPOM3BOJACTBEHHBIMH U
TEXHOIIOTHYECKUMH TIPOIECCAMH Ha KPUTHYECKH BAKHBIX OOBEKTaX, MOTEHI[MAIBHO OMACHBIX OOBEKTaX,
00BEKTax, MPEACTABIAIONINX MOBBIIIEHHYIO ONAaCHOCTH JJIS )KU3HU U 3I0POBbs JOMICH U TSI OKpYKatomen
MPUPOJIHOM CpEbI.

B wHBIX crmywasx pemieHHe O NPUMEHEHWH HacTosAmed MeTromukyn TpHHUMAaeTcs oOagaTesiMu
WH(OPMAITIH HITH OTIePAaTOPAMH CHCTEM U CETEH.

1.4. B moKyMeHTe HE PacCMaTpHBAIOTCS METOIMYECKHE IOAXOIbI IO OIEHKE yrpo3 0e30rmacHOCTH
nH(OpMAaINH, CBSI3aHHBIX C HapylIEHHEeM O0e30MacHOCTH IH(POBATBHBIX (KpUNTOrpad)uuecKux) CPEACTB
3aIIUTHl HHPOPMAIMH, @ TAKKE YTPO3, CBSI3AHHBIX C TEXHUYECKHMMHU KaHAIAMH YTEYKH HH(POPMAIIUH.

1.5. Meroanka OpHEHTHpPOBaHA HA OIEHKY aHTPOIIOIeHHBIX yTpo3 Oe3omacHOCTH WH(OpMAINH,
BO3HMKHOBEHHUE KOTOPBIX 00YCIIOBIICHO JEHCTBUSIMH HapyLIUTEINCH.

1.6. Ha ocHoBe HacTosmeii MeToaWKi MOTYT pa3padaThBaThCsS OTpacieBble (BEIOMCTBEHHEIE,
KOPIIOPaTHBHBIE) METOAUKH OLIEHKH Yrpo3 0e30macHOCTH MHGOPMALMH, KOTOPBIE YUUTHIBAIOT OCOOEHHOCTH
(YHKIIMOHMPOBAHUSI CHUCTEM M CeTell B COOTBETCTBYIOILEH oOmacTu nestenbHOCTU. PaspabaTsiBacMbie
oTpacieBble (BEJOMCTBEHHBIE, KOPIIOPATHBHbIE) METOAMKU OLEHKH yrpo3 0e30macHOCTH MH(OpMauuu He
JOJDKHBI IPOTHBOPEUUTH MOIOKEHUSIM HacTosIed MeToauKH.

1.7. B Meronuke UCTIONb3YIOTCSI TEPMUHBI U ONIPEEIEH U, IPUBEACHHBIE B MPUIIOKEHUU | K HacTos1 el
Mertonuke, a Takke TEPMUHBI U OTIPE/ENIeHNs], yCTAaHOBIIEHHBIE 3aKOHOAATENhCTBOM Poccuiickoit deneparnu
Y HAIMOHAIBHBIMU CTaHJApTaMH B 00JacTh 3ammThl WHGOpMAIMK M obecriedeHHUss WHGOPMAIIMOHHON
0e30macHOCTH.

1.8. Ionoxkenus HacTosmed MeTOAUKN MTPUMEHSIOTCS IS OIICHKH Yrpo3 Oe30macHOCTH WHpopMaIuu
B CHCTEMaX U CETAX, PElIeHNEe O CO3JaHUU WM MOJIEPHU3ANH (Pa3BUTHH) KOTOPBIX MMPUHSATO TOCTE NAThI e
YTBEPKIEHUS, a TAKXKE B IKCIUTYaTUPYEMBIX CUCTEMAX U CETSX.

Monenu yrpo3 0e30macHOCTH WH(POpPMAIMK CHUCTEM W CeTeHd, pa3paOOTaHHBIC M YTBEP>KACHHBIE IO
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YTBEpKIEHUS HacTosiel MeTonuky, MpoaoKaroT 1eHCTBOBATh U MOUIEKAT U3MEHEHUIO B COOTBETCTBUH C
HacTosield MeTonuKoi npy pa3BUTUU (MOAEPHU3ALNI) COOTBETCTBYIOIIMX CUCTEM H CETEH.

B cBs3u ¢ yTBEpKIEHNEM HACTOAIIET0 METOANYECKOTO TIOKyMEHTa He MIPUMEHSIOTCS IJ1s1 OLIEHKH YTpo3
OezomacHOCTH WHpOpMaMM MeToquKa ONpEAeNeHUs] aKTyalbHBIX Yrpo3 0e30MacHOCTH NEepPCOHAIBHBIX
JaHHBIX MIPU UX 00paboTke B MHPOPMAIIMOHHBIX chcTeMax mepcoHanbHbIX AaHHBIX (PCTOK Poccun, 2008 1)
u Meroanka oOmpeneneHus akTyalbHBIX YIpo3 Oe3omacHOCTH HHGOPMAaluM B KIIOYEBBIX CHCTEMax
nHpopmarronnoit nappactpykrypsl (PCTIK Poccun, 2007 r.).

2. [Topsiiok oLeHKH Yrpo3 0e30MmacHocTH UH(popManun

2.1. Ouenka yrpo3 6e3omacHocTH HHPOpMAIHU TPOBOANTCS B LIENSAX ONpeneNieH s yrpo3 6e30MacHOCTH
uHpopMaIy, peaiu3aiys (BO3HHMKHOBEHHE) KOTOPBIX BO3MOXKHa B CHCTEMax M CeTIX C 3aJaHHOW
APXUTEKTYPOH U B YCIOBUAX WX (QYHKIIMOHUPOBAHUS - aKTyaJbHBIX YIpo3 Oe30macHoCcTH HH(popManuy.

2.2. OCHOBHBIMH 33J]a49aMH, peIiaeMbIMH B XOJIE OLIEHKH Yrpo3 0€30MacHOCTH HH(OPMAIIHH, SBISIOTCS:

a) ompeneileHWE HETaTUBHBIX IIOCIEACTBUH, KOTOpPBIE MOTYT HACTYNHUTh OT peanu3aluu
(BO3HMKHOBEHHS) yrpo3 0e301acHOCTH HHGOPMAIIHH;

0) WHBEHTapH3allusi CHUCTEM M CETE U OIpeneNieHre BO3MOXKHBIX OOBEKTOB BO3JICHCTBUS yrpo3
Oe3omacHoCcTH HH(MOPMAITUH;

B) OIpe/IeieHU e HICTOYHUKOB YTPo3 0e30MacHOCTH WH(POPMAIMH 1 OIIEHKa BO3MOKHOCTEH HapylInTeNei
IO peau3anuy yrpo3 6e30MacHOCTH HHPOPMAIIH;

I') OlIEHKa CIIOCO00B pean3anuy (BOSHUKHOBEHHS) yrpo3 0e30MacHOCTH WHPOPMAITHH;

JI) OlLlEHKAa BO3MOXHOCTH pean3aluy (BO3HUKHOBEHHUs) yrpo3 0Oe30macHOCTH HHGOpMalu M
olpeieTIeHNe aKTyalbHOCTH Yrpo3 0e30MacHOCTH HHOPMAIINH;

€) OIlCHKa CIICHAPHUEB Pealn3alliy yIpo3 0e30macHOCTH HH(POPMAIIMH B CHCTEMaX M CETAX.
2.3. VcxomabpIMu TaHHBIMU JJIST OIICHKH YTPo3 0€301MacHOCTH HHGOPMAITHH SBIISIOTCS:

a) oOmuii mepedeHp yrpo3 Oe3omacHOCTH WH(OpMAIMH, COmepXaIuics B OaHKe TaHHBIX YTPO3
6e3onacHoct mHpopmarmun PCTIK Poccum (bdu.fstec.ru), mogenm yrpo3 OGezomacHOCTH WH(GOpMAIIHH,
paspabatsiBaeMbiec PCTOK Poccuu B cooTBeTCTBUH ¢ MOANTYHKTOM 4 TiyHKTa 8 ITomoxenus o deneparbHOM
CIIy’k0€ M0 TEXHHMYECKOMY M JKCIIOPTHOMY KOHTPONIO, yTBep)kneHHoro Ykazom [Ipesmmenta Poccuiickoit
®enepanuu ot 16 aBrycra 2004 . N 1085, a Takxke orpacieBbie (BeJOMCTBEHHBIE, KOPIIOPATUBHBIE) MOZIETH
yrpo3 0e3omacHOCTH HH()OPMAITUH;

0) ommcaHus BEKTOPOB (IIaOIIOHBI) KOMITBIOTEPHBIX aTak, comepamyecs B 0azax MaHHBIX U UHBIX
ncTouHnKax, onyonukoBaHHBIX B ceTH "MaTepHeT" (CAPEC, ATT&CK, OWASP, STIX, WASC 1 1p.);

B) JIOKyMEHTAIMs Ha CUCTEMBI M CeTH (a MMEHHO: TEXHHMUYECKOEe 3aJaHie Ha CO3aHUe CUCTEM U CETeH,
YaCTHOEC TEXHWYECKOE 3aJaHUe Ha CO3/aHHE CHCTEMBl 3alIHUTHl, IpOrpaMMHas (KOHCTPYKTOpCKas) M
9KCIUTyaTallMOHHAs (PYKOBOJCTBA, MHCTPYKIWH) NOKYMEHTALMs, CONIEp)Kallas CBEJCHWS O Ha3HAYCHUU H
(GYHKIUAX, COCTaBE M apXUTEKType CUCTEM H CETEH, O TPyIIax MoNb30BaTeNeil M ypoBHE MX MOTHOMOYHN U
THIAX JOCTyNa, O BHEIIHWX W BHYTPEHHHX HHTep(eiicax, a Takke WHbIC JOKYMEHTH Ha CUCTEMBI U CETH,
pa3paboTka KOTOPHIX MIPEAYCMOTPEeHa TPeOOBAHU MU T10 3a1uTe HHPopManuu (00ecTIedeHHI0 Oe3011aCHOCTH )
WM HAIIMOHAJILHBIMU CTaHapTaMH);

I) JOTOBOpHI, COIVIAIICHUS WM MHbIE JOKYMEHTBI, COAEpKallue YCIOBUSL HCIOJIB30BAHUS
UH(OPMALIIOHHO-TEIEKOMMYHHUKALIMOHHONW HH(PACTPyKTyphl LEHTpa OOpaOOTKM NaHHBIX WJIM OOIauHON
HHOPACTPYKTYpbl IOCTAaBLUIMKAa YCiIyr (B cioydae (YHKIMOHHUPOBAaHUS CHCTEM U ceTed Ha 0Oase
WH(POPMAILIIOHHO-TEIEKOMMYHHUKAIIMOHHOW HH(PACTPYKTyphl LEHTpa OOpaOOTKM NaHHBIX WIJIM OONIa4HON

UHOPACTPYKTYPBI);

1) HOpMaTUBHBIE paBoBbIe akThl Poccuiickoir denepanuu, B COOTBETCTBUH C KOTOPBIMH CO3JAIOTCS U
(YHKIMOHUPYIOT CUCTEMBI U CETH, COAEpIKalie B TOM YHCIIE OlTMCaHue Ha3HaYeH U, 3a1a4 (PyHKUUH) cucTeM
U ceTreil, coctaB 0OpabaTeiBaeMoi HHPOpMALMHU U €€ TPABOBOM PEXUM;

e) TEXHOJIOTMYCCKNUC, MPOU3BOACTBCHHBLIC KapThl WJIM HWHBIC IOOKYMCHTBI, COACPIKAIIUC ONHCAHUC
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VIPABICHYSCKUX, OPTaHWU3alMOHHBIX, TPOU3BOICTBEHHBIX W WHBIX OCHOBHBIX TIPOIECCOB (Om3HEC-
MPOIIECCOB) B paMKax BHIMOIHCHUS (DYHKIMI (IIOMHOMOYUI) WM OCYIICCTBICHUS BUJOB ACATEIBLHOCTH
obnanarens nHpopMmaIyu, orneparopa (J1ajiee - OCHOBHbIE (KPUTHUECKHE) MPOIIECCHI);

) pe3yabTaThl OLEHKH PHUCKOB (ymiepba), mpoBeaeHHOH obOnanmareneM uHQopManud W (MiM)
OIIEPATOPOM.

YKka3aHHBIC UCXOIHBIC JTaHHBIC MOTYT YTOUHSATHCS WJIM JOMOJIHATHCS C YUETOM OCOOCHHOCTEH 00JacTH
JSSITEIBHOCTH, B KOTOPOH (PYHKITUOHUPYIOT CUCTEMBI M CETH.

2.4. Omenka yrpo3 Oe3omacHOCTH HH(OpMAIMK JODKHA HOCHTH CHUCTEMATHYCCKUN XapakTep H
OCYILECTBIISITHCS KaK Ha 3Tale CO3JaHUs CHCTEM M CETEeH, TaK M B XOAC UX IKCIUTyaTalllH, B TOM YHCIIE MPH
pa3BUTUU (MOIEpHU3AIMK) CUCTEeM U ceTeld. CHCTEMaTHYeCKHi IMOIXof K OIEHKE yrpo3 Oe30MacHOCTH
WHGOPMAIMK TO3BOIHUT TOJJICPKUBATh aJeKBaTHYI0 M 3((EKTHBHYIO CHCTEMY 3alllUThl B YCIOBHUSX
W3MEHEHHs yrpo3 0e30macHOCTH MH(OpMalUK B WHPOPMAIMOHHBIX PECYPCOB M KOMIIOHEHTOB CHCTEM H
cereil. Yuer wu3MeHEHWH yrpo3 Oe3omacHOCTH HWHPOpPMAIMH OOECIEYUT CBOEBPEMEHHYIO BBIPAOOTKY
a/JlekBaTHBIX 1 3(QQeKkTUBHBIX Mep Mo 3amuTe UHPopMalmu (oOecrieueHnI0 0e30MacHOCTH) B CHCTEMax U
ceTsX.

2.5. Ha orame co3faHusi CUCTEM U CETeil OlleHKa yrpo3 0e30macHOCTH WH(GOPMAaIK MPOBOJAMUTCS HA
OCHOBE HMX MPEIIONAraeMbIX apXUTEKTYphl U YCIOBHI (DyHKIIMOHUPOBAHUSI, OMPENCICHHBIX 110 pe3ylibTaTaM
V3y4eHHUs U aHallM3a UCXOIHBIX JAHHBIX Ha HUX. B Xome sKCruTyaTaluul CHCTEM M CETeH, B TOM YHCIE TPU
pa3BuTHH (MOJEPHH3AINN) CUCTEM M CETeH, OIleHKa yrpo3 0e3omacHoCcTH HWH(OpPMAIUK MTPOBOAUTCS JUIS
peaNbHOM apXHUTEKTYPHI CHCTEM M CETeH M YCIOBWH MX (DYHKIIMOHHPOBAHUS, ITOMYYEHHBIX M0 Pe3ylIbTaTam
aHaJIM3a UCXONHBIX AAHHBIX, HHBEHTApU3aluu MHPOPMAIIMOHHBIX PECYpCOB, aHAIN3a yA3BUMOCTEH W (WJITH)
TECTUPOBAHMUS Ha TPOHWKHOBEHHE CHUCTEM M CeTeH, a TakkKe HWHBIX METOJOB WCCIEIOBAaHWN YpPOBHS
3aIUINEHHOCTH CHCTEM U CETEH M copeprKaleicst B HUX HH(popMaIwm.

2.6. Ilo pe3ynsraraM OIEHKH, TPOBEACHHON B COOTBETCTBHH C HACTOAIICH METONMKOMN, TOMKHBI OBITH
BBISIBIICHBI aKTyaJIbHBIC YTPO3bI O€30MacHOCTH WHOOPMAIIH, pean3alys (BOSHUKHOBEHUE) KOTOPBIX MOXKET
MIPUBECTH K HApYIICHUIO 0€30IacHOCTH 00pabaThiBaeMOM B CHCTEMaX W CETIX WHGpOpMAIuu (HapyIICHUIO
KOH(PHMIEHIIMATFHOCTH, LETOCTHOCTH, ITOCTYITHOCTH, HEOTKa3yeMOCTH, IOIOTYETHOCTH, ayTEHTHYHOCTA H
JIOCTOBEpHOCTH WHMOpManmuu ¥ (W) CPEACTB ee¢ 00paboTkm) m (WIM) K HApyIICHUIO, TPEKPAIICHHUIO
(hyHKIIMOHMPOBAHMSI CUCTEM U CETEH.

Ha srame cozmanms cucreM u ceTeld pe3ylbTaThl OIEHKH Yrpo3 0e30macHOCTH HH()OPMAIIUU JTOMKHEI
OBITH HaIlPaBJICHBI HA 000CHOBaHNE BHIOOPA OPTraHU3AIMMOHHBIX U TEXHUISCKUX Mep T10 3aIuTe HH()OpMaIiH
(obecrieaennio 0E30MACHOCTH), a TaKkKe Ha BBIOOP CPEACTB 3alIUTHl HHPOPMAIIMU U WX (YHKIIMOHAIBHBIX
BO3MOYKHOCTEH.

Ha srame skcruryatanum cCHCTEM M CeT€ll pe3ynbTaThl OLEHKHA Yrpo3 0e30macHOCTH MH(OpMaunuu
JOJDKHBI OBITH HampasiIeHbl Ha OLEHKY 3((EKTUBHOCTH NPHUHATHIX TEXHUYECKUX Mep, B TOM YHCIE
HCTONB3YyEMBIX CPEACTB 3aIMThI HH()OpMALIKH.

2.7. Ouenka yrpo3 06e301acHOCTH HH(POPMAIHH ITPOBOIUTCS MOAPA3ACTICHIEM 10 3aIUTe HHPOpMaIHH
(OTHeNBHBIME CIICIMAIMCTaMH, HAa3HAYEHHBIMH OTBETCTBEHHBIMHU 3a OOeCIledeHHe 3aIiuThl MH(OpMarmu
(obecrieuenne Oe3zomacHOCTH)) obmamarens WHGOPMAIMH WM ONeparopa ¢ y4acTHEM IOIPa3IeIeHU TN
CIICIIMAJIMCTOB, OTBETCTBEHHBIX 3a JKCIUTyaTanuio cucteM u ceredl (UT-cmenmannucToB, CIenUalnCcTOB
aBTOMATH3WPOBAHHBIX CHCTEM YIPABICHHUS, CIENUAIUCTOB CBSI3M M Jp.), OCHOBHBIX (TIPOQHIBHBIX)
nozipaszeneHuii odaarens HHPOPMALMK WK orepatopa. J{jis oneHkn yrpo3 6e30macHoCTH HH(POPMALIUH 10
peureHuro obnagaTens WHPOPMALMHM WM OlepaTopa B COOTBETCTBHH C 3aKOHOAATENBCTBOM Poccuiickoit
denepary MOTYT MTPUBIIEKATHCS CIICIUAIUCTHI CTOPOHHUX OpTaHU3aIuni.

I[J'ISI OLCHKHU YyIpo3 0e30IacCHOCTH I/IH(I)OpMaLII/II/I PCKOMCHAYCTCA MPUBJICKATh CIICNHUAJIMCTOB,
06J'Ia,HaIOH_II/IX CJICAYIOMINMU 3HAHUAMHA U YMCHUSIMU:

a) OCHOB OLIGHKM PHCKOB, a TaKK€ OCHOBHBIX PHCKOB OT HapylleHHs (PyHKIHOHUPOBAHUS CHUCTEM H
cereil u HapylieHus: Oe3onacHOCTH 00padaTeiBaeMoi nHpopMaLMH (asee - *HPOPMALIMOHHBIE PUCKN);

0) yrpo3 6e3omacHOCTH HH(GOPMAIIMU U CITIOCOOO0B WX peain3aiuy (BOSHUKHOBEHU);

B) TAKTHK M TEXHHUK IPOBEACHUS KOMITBIOTEPHBIX aTak (peaqu3alyy yrpo3 6e301acHOCTH HHPOpMALHH );



F) OCHOBHBIX TUIIOB KOMIIBIOTCPHBIX MHIIUACHTOB U MPUYINH UX BO3SHUKHOBCHUS
)1) OCHOBHBIX yHSBHMOCTeﬁ CHUCTEM U CCTeﬁ;

€) HOPMAaTHUBHBIX IMPABOBBIX AKTOB 1O CO3/aHUI0 M (PYHKIIMOHUPOBAHUIO CUCTEM M CETEH, 3alluTe
nHpopmaru (oOecrieueHUI0 0E30IaCHOCTH) B HUX, OCHOBHBIX (KPHUTHYECKHX) TMPOIECCOB (OM3HEC-
MpoIeccoB) obnaaarens nHpopMaluu 1 (WiIn) oneparopa;

) OIICHUBATh HH(OPMAI[UOHHBIC PUCKH;

3) KJIaCCH(UIIMPOBATh M OLICHUBAThH YIPO3bl 0€30MaCHOCTH UH(POPMALIUH;

1) ONPEACIATh CIICHAPHH (TAaKTHKH, TEXHUKU) pean3aliy yrpo3 0e30MacHOCTH HH(POPMAIIHH;
K) OIPENeNITh NUCTOYHUKY U PUYMHBI BOSHUKHOBEHHS KOMITBIOTEPHBIX MHIIHJICHTOR;

JI) TPOBOAUTH WHBEHTApU3aLMI0O CHCTEM U CETeW, aHalu3 YI3BUMOCTEH, TECTHMpOBaHHE Ha
[IPOHMKHOBEHUE CUCTEM U CETEM C UCIOIB30BAHUEM COOTBETCTBYIOIIMX aBTOMATU3UPOBAHHBIX CPEJICTB;

M) OIIEHKY YPOBHSI 3allIMIICHHOCTH (ayIUT) CHCTEM U CEeTel U cojepKalleiicss B HUX HHPOPMAIUH.

2.8. OmeHka yrpo3 0e30macHOCTH WHPOPMAIMK TTPOBOAUTCS C UCTIOIb30BAHUEM DKCIIEPTHOTO METOJIA.
B wuHTepecax cHIKEHHs CYObEKTHBHBIX (DaKTOpOB TIPU OIEHKE Yyrpo3 Oe30MacHOCTH WH(OPMAIH
PEKOMEHJIyeTCsl CO3/1aBaTh SKCIEPTHYIO rpynmny. PekoMeHnanuu mo GopMUpOBaHUIO SKCIEPTHOW TPYHIBI U
MPOBEJICHUIO JKCIEPTHOM OIEHKH Yrpo3 0e30macHOCTH MH(OpMAIMK TPHBEACHBI B MPHIOKEHHH 2 K
Hacrosel Meronuke.

2.9. Ilpu onenHke yrpo3 0e30macHOCTH WH(OPMAIIMA MOT'YT MCIIOJIb30BaThCs MPOrPaMMHBIC CPEICTBA,
MO3BOIISIONINE ABTOMATU3UPOBATH IAHHYIO JIEITEILHOCTb.

st momy4deHust (YTOUHEHUs) OTIENBHBIX UCXOMHBIX JaHHBIX (HarmpuMep, 0ObEKTOB BO3ICHCTBHS M UX
nHTEepEiCcOoB, YA3BUMOCTE ) B MHTEpEcax OIEHKH yrpo3 0e30MacHOCTH HHPOPMAIIUY Ha dTarle IKCIUTyaTaIiH
CHCTEM U ceTel MPUMEHSAIOTCS aBTOMATH3MPOBAHHBIE CPEICTBA MHBEHTAPH3AINH CHCTEM W CETeH, aHajm3a
YSI3BUMOCTEH, TECTHPOBAHUS HAa MPOHUKHOBEHHE CHUCTEM W CETel, a TakKe MHBIE CPEICTBA, UCIIOIb3yeMbIe
JUTSL ICCIICIOBAHHMN YPOBHSI 3aIIUINEHHOCTH CUCTEM U CeTel U coieprkanieiicsl B HUX WHOpMaIluy.

2.10. B cnygae orieHKH yrpo3 6e30macHOCTH HHPOPMAIIH TSI CICTEM U ceTeil, (yHKIMOHUPYIONNX Ha
0a3e nHPOPMATMOHHO-TEIEKOMMYHUKAITMOHHON HHPPACTPYKTYPHI IIEHTpa 00paOOTKH JaHHBIX FITH O0IaqHOI
HHQPPACTPYKTYPBI, YyTPpo3bl 0€30MacHOCTH HHMOOPMAILIUH ONPENEISIIOTCS KaK JJIsl CAMUX CHCTEM U CEeTel, TaK U
Ui THOOPMAIMOHHO-TEIICKOMMYHUKAIIMOHHOW HWH(PACTPYKTyphl, Ha KOTOPOW OHH (YHKIMOHHUPYIOT

(pucynoxk 1).
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Pucynok 1. Onenka yrpo3 0e3omacHocTd HH(GOpMaIuu
B HH(POPMAIIMOHHOW HHPPACTPYKType Ha Oa3e eHTpa
00paboTKK TaHHBIX

2.11. Ilpu pasmemeHnn cucteM H ceTed Ha 0Oase HWHQPOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHOMU
WHQPACTPYKTYpbl IIEHTpa 0O0pa0OTKM [aHHBIX MM OO0JaYHOW WHQPACTPYKTYphl, NpHUHAAJICKAIIEH
MOCTABILIMKY YCIYT, OLIEHKa yrpo3 0e30nacHOCTH MH(pOpMaLuU MPOBOAUTCS OMEPaTOPOM BO B3aUMOACHCTBUN
C TIOCTaBILINKOM YCITYT.

B caydae pasMemeHust cucteM H ceTed Ha 0aze WHQOPMAIOHHO-TEIEKOMMYHUKAIIMOHHOMN
HHQPACTPYKTYPHI LIEHTpa 0OpaOOTKM NaHHBIX WM OOJaYHOH WHQPACTPYKTYpHI, A KOTOPOH MOCTaBIIMK
YCJIyT HE OLEHWJ Yrpo3bl O€30MacHOCTH HH(OPMAlMU WIM HE NPEICTaBHJ PE3ylbTaThl TaKOW OLIEHKH,
olepaTop MpH OlLIEHKE YTpo3 0€30macHOCTH HHPOPMAIIMK UCXOAUT U3 PEANOI0KEHHUS, YTO HHPOPMAIIIOHHO-
TEIEKOMMYHHKALIMOHHAsT MH(PACTPyKTypa MEHTpa 00pabOTKM MaHHBIX WM oOnadHas WHOPACTPyKTypa,
ABJIAIOMANACS CpeNod (yHKIMOHUPOBAHUS [UIS €r0 CHUCTEM M ceTeil, MojBep:KeHa yrpo3aM Oe30MacHOCTH
nHpopMaIK (CKOMIIPOMETHPOBaHA HAPYIIUTEIEM C MAKCUMAIBHBIM YPOBHEM BO3MOXKHOCTE).

2.12. Pe3ynwrarhl OIIEHKH yrpo3 0€30MacHOCTH MH(OpPMAIMK OTPAXKAIOTCS B MOJICIHM Yrpo3, KOTOpast
npeAcTaBiisgeT co0Oi OmMcaHWe CHCTEM W CEeTel M aKTyallbHbIX Yrpo3 0e30MacHOCTH HWH(OPMAIIUH.
Pexomenmyemasi cTpykTypa MOJIEIH yrpo3 0e30MacHOCTH HMH(OpMAIMM TPUBEACHA B NPUIMKEHHH 3 K
HacTosuell Meronuke.

2.13. Tlo pemenuro obOnamarens WHGOPMAIMKA WM ONEparopa MOIEIb yIrpo3 0e30MacHOCTH
uHpopMaIu pa3pabaThiBaeTcss KakK JUIsi OTIEIbHOH CUCTEMBl WM CETH, TaK M JUISl COBOKYITHOCTH
B3aMMOJICHCTBYIOIIIMX CHCTEM U ceTei omepartopa. [lpm paspabotke Mozpenu yrpo3 0Oe30MaCHOCTH
WHGOPMAIMH JUIS OTACIBHOW CHCTEMbI M CETH, OHA JIOJDKHA COJIepXKaTh OMHMCAaHWE Yrpo3 Oe30MacHOCTH
WHQPOPMAIIMH, aKTyaIbHBIX JUIS WH()OPMAIMOHHO-TENIEKOMMYHUKAITMOHHONH WHQPacTPyKTYphl, Ha 0Oa3se
KOTOPOH 3Ta CUCTEMa WJIM CeTh (PYHKIIMOHHPYET, a TaKKe yrpo3 0e30macHOCTH MH(GOpPMAIIUK, CBSI3aHHBIX C
uHTepdelicaMy B3aNMOACHCTBHS CO CMEKXHBIMHU (B3aUMOJICHCTBYIOIINMH) CUCTEMaMH U CETAMH.

Hormyckaercss pa3paboTka OmHOM MoOImEMH yrpo3 0e30macHOCTH WHOOPMAIMH I HECKONBKUX
OJIHOTUITHBIX CO3/IaBaEMBIX CHCTEM U ceTeil oOnanarens nHGOpMAIUU WK OlepaTopa.

2.14. Mognenb yrpo3 6e30MacHOCTH HHPOPMAIIHHU JTOJDKHA TTOJUICPKUBATHCS B aKTYaJIbHOM COCTOSTHHH B
rporecce GyHKIIMOHUPOBAHUS CHCTEM H CETEH.

Benenne momenu yrpo3 0e3omacHOCTH WH(OPMALMK M TONIEPKaHUE €€ B aKTyaJhbHOM COCTOSHUU
MOXXET OCYIIIECTBISATHCS B JIEKTPOHHOM BHJIE C YIE€TOM TPHIIOKEHUS 3 K HacTosmmeld Meroauke.

Nzmenenne moneny yrpo3 6e30macHOCTH HHGOPMAIIUN OCYIIECTBIAECTCS B CITyJasX:

a) M3MEHEHHsI TpeOOBaHWI HOPMATHBHBIX IPABOBBIX akTOB Poccuiickoit demepaliny, METOTUICCKUX
nokymenToB @CTOK Poccun, permaMeHTHPYIONIIX BOIPOCH! OIEHKH Yyrpo3 0€30MacHOCTH HHPOPMAIINH;

0) M3MEHEHWI apXUTEKTYphl W YCIIOBHH (DYHKIMOHMPOBAHUS CHUCTEM M CETeH, pekmma oOpaboTKh
rH(OopMAaIIH, TPAaBOBOTO peXHMa WH(GOPMAIIIH, BIHSIOMNX HA YTPO3bI 0e30M1aCHOCTH WH(OPMAIIHH;

B) BBISBICHHS, B TOM YHCJIE IO PE3yJbTaTaM KOHTPOJISL YPOBHS 3aLUILEHHOCTH CHCTEM M CETed U
cozepKalueiics B HUX MH(pOpManuu (aHaiu3a YSI3BUMOCTEH, TECTUPOBAHWN Ha NMPOHWKHOBEHHE, ayAWTa),
HOBBIX yrpo3 0e30MacHOCTH MH(OPMALMU HJIM HOBBIX CLIEHAPUEB peau3alliy CYILECTBYIOIINX yIpo3;

I') BKJIIOYEHHUS B OaHK maHHBIX yrpo3 OesomacHoctn uHdopmammun ®CTIK Poccun (bdu.fstec.ru)
CBEIECHHI O HOBBIX Yrpo3ax 0e30macHOCTH MH(OPMAIIHH, CIIEHAPHSX (TAKTHKAX, TEXHUKAX) UX pean3aliu.

2.15. Ouenka yrpo3 6e30macHOCTH HHGOPMALIMH BKITIOYAET CIEIYIOLINE ITAIlbL:

1) OMNPCACIICHUC HCTaTHBHBIX HOCJ'IC,Z[CTBPIﬁ, KOTOpBIC MOT'YT HACTYIUMTL OT pcaiu3allin
(BOBHI/IKHOBGHI/IH) yrpos 0e30macHOCTH PIH(i)OpMaLIPIPI;

2) omnpezneneHue BO3MOKHBIX 00BEKTOB BO3/IEHCTBUS YIpo3 0e30MaCHOCTH MH(POPMALINK;

3) OLCHKY BO3MOXHOCTHU pcan3allin (BOSHI/IKHOBGHI/IFI) yrpos 0e30ImacHOCTH I/IH(l)OpMaI_II/II/I u
ONPCACIICHUC UX aKTyaJIbHOCTHU.
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Pucynok 2. O0mias cxema IpOBENCHHS OLIEHKU YTPO3
Oe3omacHOCTH WH(pOPMALIUN

3. OnpesesieHre HETaTUBHBIX NOCIEACTBHI OT peaau3auuu
(BO3HMKHOBEHHSI) YIPo3 6e3011acCHOCTH HH(popManuu

3.1. B xome oueHku yrpo3 Oe3omacHOCTH HH(OpMALKU HOKHBI OBITH ONpENeTCHbl HEraTHBHBIC
MOCEACTBUS, KOTOpbIE MOTYT HACTYNHTh OT peaju3alud (BOSHUKHOBEHHS) yrpo3 Oe30MacHOCTH
UH(pOPMAILHH.

3.2. HcxomHbIMM JAHHBIMH [JIS1 ONPEACNECHUS HETaTUBHBIX MOCIEICTBUA OT pealu3alud yrpos
0e30macHOCTH WHPOPMAIIUH SBIISTFOTCS:

a) oOmmi mepedeHp yrpo3 Oe3omacHOCTH WHGOPMAIMM, COAEpXKalMiics B OaHKe IAaHHBIX YIPo3
6ezonacHoctn mHpopMmarmun PCTIOK Poccum (bdu.fstec.ru), mogenu yrpo3 OezomacHOCTH WH(MOpMAIIHH,
paszpabareiBaemMbie PCTOK Poccun B coorBercTBUM ¢ onnyHKToM 4 myHkTa 8 Ilonoxenust o PenepanbHoi
CIIy’k0€e MO TEXHHYECKOMY U IKCIIOPTHOMY KOHTPOIIIO, YTBEp:KIAeHHOro Ykasom IIpesunmenta Poccuiickoit
®enepaunn ot 16 aBrycra 2004 . N 1085, a Taxke orpacieBbie (BeIOMCTBEHHbBIE, KOPIOPATUBHbIE) MOEIN
yrpo3 6e3omnacHocTd HH)OpPMaLInY;

0) HopMaTHBHBIE ITpaBoBbIE akThl Poccuiickoit denepaniy, B COOTBETCTBUU C KOTOPBIMH CO3AIOTCS U
(YHKIMOHUPYIOT CUCTEMBI M CETH, COAEprKalie B TOM YHCIIE OlIMCAaHUe Ha3HAYEeH U, 3a1a4 (PyHKIMN) crucTeM
U ceTeil, coctaB 00pabaTbiBaeMOi HH(OPMALIMKU U €€ TPABOBOH PEXUM;
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B) IOKYMEHTAIIUS HA CETU M CUCTEMBI (B YaCTH CBEACHHH O HAa3HAYCHUH M (DYHKLIUSIX CUCTEM U CEeTeil, 0
COCTaBE M apXUTEKTYPe CHCTEM U ceTeil);

I') TEXHOJOTMYECKHE, MPOU3BOJACTBEHHBIC KapThl WM HWHBIC JTOKYMEHTBI, COMACpIKAIlMe OMHCAHHE
OCHOBHBIX (KPUTHYECKHX) MPOIIECCOB (OM3HEC-TPOIIECCOB) 00aaaTens HHGOPMaIIUHU, ONepaTopa;

J) pe3yJIbTaThl OI[CHKH PUCKOB (yIep0a), MpoBeeHHO!H 00IaaaTesieM HHPOPMAIIUU HITH OIIEPaTOPOM.

YkazaHHbBIE UCXOTHBIE TAHHBIE MOT'YT OBITH JIOMOMHEHBI HHBIMU TIOKYMEHTaMH U CBEACHHUSIMU C YIE€TOM
oco0eHHOCTel 00J1acTH IeSITeIbHOCTH, B KOTOPOH (PyHKIIMOHUPYIOT CUCTEMBI U CETH.

3.3. Ha ocHoBe aHanmW3a HWCXOMHBIX JAHHBIX OIPENCISIOTCS COOBITHE WM TpyIa COOBITHH,
HACTYIIJICHUE KOTOPBIX B PE3yNbTaTe peajn3anuy (BOSHUKHOBEHHS) YIpo3 6€30MacHOCTH HHPOPMAIIUHA MOXKET
IIPUBECTH K:

a) HApYIICHUIO TIPaB TPaK/IaH;

0) BO3HMKHOBEHUIO yIiiepOa B obiacTu obecriedeHrss 000POHBI CTpaHbl, OE30MIaCHOCTH TOCYapCTBa U
MPaBOMOPSIKA, a TaKKe B COIMAIBHOM, SKOHOMHYECKOH, MMONUTHYECKOH, DKOJOIMYECKOH cdepax
JIeATETbHOCTH FOCYIapCTRa;

B) BO3HUKHOBCHHIO q)HHaHCOBBIX, MPOU3BOACTBCHHBIX, PCIIYTAIMOHHBLIX WJIM HHBIX PUCKOB (BI/IHOB
yiep0a) ays obaaaaresis nHGOpMaIUU, OIepaTopa.

CoObiTHe WM Tpynma COOBITHH ONPEAENSIOTCS MPUMEHWUTENFHO K HApyHIEHWIO OCHOBHBIX
(kpUTHYECKNX) TPOIECCOB (OM3HEC-TIPOLIECCOB), BBHIMTOTHEHNE KOTOPHIX OOECIIEUNBAIOT CUCTEMBI M CETH, U
MIPUMEHUTENHFHO K HapyIIEHHI0 0e301acHOCTH MH(OPMAIINH, COIEPIKAIIENHCs B CUCTEMAX U CEeTAX.

3.4. B ciyyae orcyTrcTBHs y oOnaaareiis MH(POPMAIIMU WM OIepaTopa Pe3yiabTaToB OLICHKH PHCKOB
(ymiep0a), BO3MOYKHBIC HETaTUBHBIC IMOCIICACTBHS OT Peau3allii yrpo3 0e30MacHOCTH HH(POPMAIIUH MOI'YT
OIPEIETISITECS KaK Ha OCHOBE SKCIIEPTHOW OIIEHKH CIICIIUATNCTOB, MTPOBOMSIINX OIEHKY Yrpo3 0e30MacHOCTH
nHpOpPMAIMH, TaK U HA OCHOBE WH(OPMAIUH, TPENCTABIAEMON MPOPUIHLHBIMHU IOJpPA3ICICHISIMA WITH
CTIeIUAIMCTaMU 00JaiaTeliss HHPOPMAIIUU WK OIlepaTopa.

3.5. OnpenenseMble B XOI€ OICHKH YIpo3 0€30MacHOCTH WHGOPMAIMA HETAaTUBHEIC ITOCIICICTBUS
JIOJDKHBI OBITh KOHKPETU3UPOBAHbI TIPHMEHUTEIBHO K 001aCTsIM ¥ 0COOCHHOCTSIM JCATENLHOCTH 00JaIaTes
nHpoOpMaiK Wi onepatopa. s cucteM W cereit obiamarens WHGOPMAIK HWITH OIlepaTopa MOXKET OBITh
OIPEIEIICHO OJTHO MITH HECKOJILKO HETATUBHBIX MOCIEACTBUH.

IIpumep 1: 1) ecnu omeparop oOpabaThIBaeT IEPCOHANBHBIE MaHHBIE TpakIaH. KOTOPHIE B
cootBeTcTBUH ¢ DemepanbHBIM 3akoHOM "O TEepCOHANBHBIX MAaHHBIX' IMOmIEKAT 00sA3aTenbHON
3alUTe, OJHUM W3 BO3MOXHBIX HETaTUBHBIX MOCIEACTBUH OT pealu3alyd yrpo3 0e30MacHOCTH
nHGOPMAIMH SIBISICTCS HapyNICHUE KOH(HICHIIMATBHOCTH MEPCOHANBHBIX JaHHBIX, B PE3yJabTaTe
KOTOpOro OymyT HapylleHbl MpaBa CYyObEKTOB MEPCOHANBHBIX JAHHBIX W COOTBETCTBYIOIINEC
3aKOHOJIATENbHBIC aKThl; 2) €CIH OIepaTop OOECHeYrBAET TPAHCIOPTUPOBKY HE(TH, ONXHUM U3
BO3MOXKHBIX HETATUBHBIX MOCIEACTBUI OT peau3alyu yrpo3 0e30macHOCTH WHGOPMAITHY SBIISCTCS
paznuB HeTH W3 HEPTENPOBONAA, TOBJICKIIHA HACTYIUIEHHE AKOIOTHYECKOro yimepda; 3) ecnm
orepaTop TPENOCTABISACT YCIYTH CBA3M, OJHHUM W3 BO3MOXHBIX HETAaTUBHBIX MOCIEACTBUH OT
peanu3aiyu yrpo3 6e30MacHOCTH HHPOPMAIMHU SBISIETCS HEMPEAOCTABICHHE YCIYT CBSI3H a0OHEHTAM,
MOBJICKIIIEe HACTYIUICHHUE yliepOa B coluanbHOU cdepe; 4) s oneparopa Mo mepeBoy JACHEKHBIX
CPEICTB OMHUM M3 BO3MOXHBIX HETAaTUBHBIX MOCICICTBUH OT pealiu3aliii yrpo3 0e30MacHOCTH
WHGOPMAIUH SIBIISIETCS XUIICHUE JICHEKHBIX CPEICTB, B PE3YIBTATE KOTOPOTO BO3MOXHBI (DUHAHCOBBIC
U pEMyTaIllMOHHbIC PUCKH.

Buner puckoB (ymiepOOB) M THIIOBBIE HEraTUBHBIC MOCIEICTBHUS, KOTOPBIE MOTYT HACTYIUTH OT
peanu3anyu (BO3HUKHOBEHHS) yIpo3 0€30MacHOCTH WH(GOPMAIINH, TIPUBENICHBI B MIPHIIOKEHUH 4 K HACTOSIIeH
Mertonuke.

4. OnpenejieHHe BO3MOKHBIX 00bEKTOB BO31eiCTBUA YIPO3
0e3onacHOCTH HH(pOPMALIUHA

4.1. B xone oneHk# yrpo3 6e30nacHOCTd WH(GOPMAIMK AOJDKHBL OBITH ONpeAeneHbl HH(POPMAIUOHHbIE



PECYpPChI 1 KOMIIOHCHTBI CUCTEM U CCT eﬁ, HCC&HKL{HOHHpOBaHHLIfI AOCTYyIl K KOTOPBIM HJIN BO3ﬂ€ﬁCTBH€ Ha
KOTOpBLIC B XOAC€ pcair3aliuu (BOSHI/IKHOBCHI/IH) yrpos 0e30ImacHOCTH I/IHq)OpMaIII/II/I MOXCET IPUBCECTU K
HCTraTUBHBIM ITOCJICACTBUSAM - 00BEKTHI BO3,E[€ﬁCTBI/I$I.

COBOKYITHOCTh OOBEKTOB BO3ACHCTBHS W MX MHTEP(EHCOB OMpeenser IpaHHIbl Mpolecca OICHKU
yrpo3 6e30MacHOCTH MHPOPMALIUK U Pa3pabOTKU MOIEITH yrpo3 0e30MacHOCTH HHpopMaImu (pUcyHok 1, 3).

4.2, I/ICXOILHI)IMI/I JaHHBIMU UI ONIPEACIICHUS BO3MOXXHBIX 00BEKTOB BO3[ICI710TBI/I$I SIBJISIFOTCAL:

a) oOmmi mepeueHb yrpo3 0e30macHOCTH WH(pOPMAIlMHK, COACpKallelics B OaHKE JAaHHBIX Yrpo3
6ezomacHoct uHpopMaimun PCTIK Poccun (bdu.fstec.ru), Mmogenn yrpo3 OesomacHocTH HH(pOpMaLUH,
paszpabarsiBaeMbie DCTOK Poccun B coorBercTBUM ¢ monnyHKToM 4 myHkTa 8 [lonoxkenust o @egepanbHoOR
CIIY)K0€ M0 TEXHHYECKOMY M JKCIIOPTHOMY KOHTPONIO, YTBepkIeHHoro Ykazom [Ipesupenta Poccuiickoit
®enepannu ot 16 asrycra 2004 . N 1085, a Taxxe orpacieBble (BeJOMCTBEHHbIE, KOPIIOPATUBHBIE) MOJIENTU
yrpo3 6e30MacHOCTH WHPOPMAIIHH;

0) omucaHUs BEKTOPOB KOMITBIOTEPHBIX aTak, CoAepiKaluecs B 0a3ax JaHHBIX M MHBIX MCTOYHUKAX,
onyonukoBanubiX B cetu "UnHTepHer" (CAPEC, ATT&CK, OWASP, STIX, WASC u n1p.);

B) JIOKYMEHTallUd Ha CETH M CHUCTEMBI (B YacTH CBEAEHHI O COCTaBe M apXUTEKType, O TIpyIIax
MOTb30BaTeNIel ¥ YPOBHE WX MOJTHOMOUYHH U THIIAX AOCTYIIa, BHEIIHUX U BHYTPEHHUX nHTepdeticax);

I) JOTrOBOPHI, COINAIICHHWS WM WHBIE JOKYMEHTHI, COJEpKaIllhe YCIOBHUS WCIOIb30BaHUS
WH(POPMAITMOHHO-TENIEKOMMYHHUKAIIMOHHOW HH(PACTPYKTYphl IEHTpa 0OpabOTKW JaHHBIX WA OOJNaYyHOM
WH(QpaCTpyKTYypsl TOCTaBIIMKAa yciIyr (B ciydae (YHKIMOHHPOBAaHHA CHCTEM M ceTell Ha 0asze
WH(POPMAITMOHHO-TENIEKOMMYHHUKAIIMOHHOW HH(PACTPYKTyphl IEHTpa OOpaOOTKH JAaHHBIX WM OOIav4HON

HH(DPACTPYKTYpPHI);

JI) HEraTHBHBIC IMOCIEJCTBHUS OT peaju3anuy (BO3HHKHOBEHHS) yrpo3 0e30MacHOCTH WH(OPMAIWH,
onpe/ieIEHHbIE B COOTBETCTBUU € HACTOSIIIIEH MeTOANKOM.

YKa3aHHBIE NCXOAHBIE TAHHBIE MOT'YT OBITH OMOIHEHBI HHBIMHA JOKYMEHTAMHU U CBEICHUSIMH C YIETOM
0COOEHHOCTEH 001aCTH JIESITENBHOCTH, B KOTOPOH (YHKIIMOHUPYIOT CHCTEMBI U CETH.

4.3. Ha ocHOBe aHanmm3a HUCXONHBIX MAHHBIX W PE3YyJAbTATOB HWHBEHTAPH3AIMH CHUCTEM M CeTeH
OIIPENENAIOTCS CIEAYIOMINE TPYIITBEl HH()OPMAITMOHHBIX PECYpCOB M KOMIIOHEHTOB CHCTEM M CETEH, KOTOphIe
MOTYT SBISATHCS 00BEKTaMHU BO3IEHCTBUSA:

a) madopManys (TaHHbIE), COmepIKaIasIcs B CHCTEMaXx 1 CEeTAX (B TOM YHCIIE 3anTuIacMasi HHGOpMAaIIHs,
MepCOHANBHBIC TaHHBIE, HHpOPMAIHS 0 KOHPUTYpAIIMK CHCTEM M CETel, JaHHbIC TEIEMETPHUH, CBEICHUS O
COOBITHSAX OE30ITaCHOCTH | JIp.);

0) mporpaMMHO-alIapaTHBIE CPENCTBA OOpa0OTKM W XpaHeHWs wWH(oOpManmuu (B TOM dHCIE
aBTOMATH3WpOBaHHbIE pabodme MecTa, CepBephl, BKIIOYAs MPOMBIIUICHHBIE, CPEICTBA OTOOpAKECHHUS
uH(OpPMAINK, TNPOrpaMMUpPyeMbIe JIOTHYECKHE KOHTPOJUICPHI, IIPOM3BOICTBEHHOE, TEXHOIOIHYECKOEe
o0opynoBaHue (MCIIOMHUTENBHBIE YCTPONUCTBA));

B) NMpOrpaMMHBIE CpeACTBa (B TOM YHMCIIE CHCTEMHOE M MPUKIAIHOE MPOrpaMMHOE OOecIedeHue,
BKJIIOYasl CEpBEPHl NPWIOKECHUH, BEO-NPHIIOKEHUM, CHCTEMBl YHpaBiIeHUs 0a3aMu IAaHHBIX, CHCTEMBI
BUPTYaJIN3aLUH);

I) MAallMHHBIE HOCHTENIM HH(OpMauuu, coaepKallue Kak 3allMiiaeMylo HH(opMauuioo, Tak Hu
ayTeHTU()HMKAITMOHHYIO HH()OPMALIHIO;

):[) TCIICKOMMYHUKAIITUOHHOC OGOpy,Z[OBaHI/Ie (B TOM YHUCJIC IPOrpaMMHOC obOecreueHue AJIg yIIPpaBJICHUA
TCIICKOMMYHHKAaIlMOHHbBIM O60pyZ[OBaHI/I€M);

€) cpeAcTBa 3alMThl HHPOPMAMHK (B TOM YMCIIE IPOrpaMMHOE obecniedeHre sl HeHTPaIM30BaHHOTO
aJIMUHUCTPUPOBAHUS CPEJICTB 3aLUThI MHPOPMAIIHN );

) TPUBWIETUPOBAHHBIE W HENPUBWIICTHPOBAHHBIC IIONB30BAaTEM CHCTEM W CETed, a TaKkKe
nHTEep(ENCh B3aUMOIEHCTBUS C HUMU;

3) 00ECTICYNBAIOIINE CHCTEMBI.
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[Ipumep 2: Kk OCHOBHBIM MH(OPMALMOHHBIM pecypcaM M KOMIIOHEHTaM CHCTEM M CETeld MOTyT
OTHOCHUTBCSI CUCTEMBI XpaHEHUS TaHHBIX (0a3bl JaHHBIX), CHCTEMBI yIIpaBieHUs 0a3aMH JaHHBIX, BEO-
caiiT, MOYTOBBII cepBep, MOYTOBBIM KIMEHT, aBTOMAaTH3UpOBaHHOE padouee MECTO IONb30BaTels,
cHCTeMa YMpaBJICHUS U aJJMUHUCTPUPOBAHMSI, KOHTPOJUIEP AOMEHA, CETEBBIC CITY)KOBI, TPOBOAHBIC U
OecnpoBOIHBIC KaHAJIBI IEPEAavX JAHHBIX, TEICKOMMYHHKAIHOHHOE 000pYI0BaHHUE U T.1I.

4.4. Ha orame co3maHusi CHUCTEM M ceTeld OOBEKTHl BO3ACHCTBUS ONPENENsIOTCS Ha OCHOBE
MPEAINoIaraeMbIX apXUTEKTYPhl U YCIOBUH (DYHKIIMOHUPOBAHUSI CUCTEM U CEeTeH, ONpe/IelieHHBIX Ha OCHOBE
M3y4eHHs U aHaIM3a UCXOMHBIX NaHHBIX. B Xoze sKCIUTyaTalluy CUCTEM M CeTeil, B TOM YHClie IPU pa3BUTUU
(MonmepHHM3aIMK) CHCTEM M CETei, OOBEKThI BO3ACHCTBHS OIPEACISAIOTCS Uil peallbHBbIX apXUTEKTYphl U
yciIoBUi (PyHKIIMOHUPOBAHUSI CUCTEM U CETEH, MOMYyYSHHBIX M0 Pe3yibTaTaM aHaln3a UCXOAHBIX JAaHHBIX H
WHBEHTAPU3ALUHU CUCTEM U CETEM.

WuBeHTapH3alusi CHCTEM M CeTed MPOBOAUTCS C HCIONb30BaHWEM aBTOMATH3UPOBAHHBIX CPEJICTB,
KOTOpbIE TIO3BOJISIIOT ONPEACIUTh KOMIIOHEHTHI CHCTEM U CeTel, a TaKKe BHEIIHWE W BHYTPECHHHE
HHTEPPEHCHI.

4.5. Ins onpezieneHHbIX HHPOPMAIMOHHBIX PECYPCOB M KOMITOHEHTOB CHUCTEM W CETel JIOKHBI OBITh
Olpe/ie]IeHbl BUBI BO3JCHCTBUS HA HUX, KOTOpPBIE MOTYT TPHBECTH K HETaTUBHBIM ITOCIEICTBHSM.

OCHOBHBIMHU BHAAMH TaKUX BO3JEHCTBUI SIBIISIIOTCS:

a) yredka (mepexBaT) KOH(HICHIMAILHOW HWH(MOPMAIMK WM OTACIbHBIX JaHHBIX (HapyIICHUE
KOH(pHIEHIIMATEHOCTH );

0) HECAaHKIMOHHWPOBAHHBIA JOCTYNl K KOMIIOHEHTaM, 3alluiiaeMoil HH(OpMAIMK, CHCTEMHBIM,
KOH(HUTYPAIMOHHBIM, HHBIM CITy>KCOHBIM JaHHBIM;

B) OTKa3 B 0OC/TY)KMBaHUH KOMIIOHEHTOB (HapYIIICHHUE TOCTYIIHOCTH);

I') HECAHKIMOHHUPOBaHHAS MOMU(HKAIIUSA, IOIMEHa, HWCKaKEHHE 3aluiaeMold HHGOpMAIUH,
CHUCTEMHBIX, KOH(PHUTYpaIIMOHHBIX, HHBIX CITY)KEOHBIX TaHHBIX (HAPYIIICHHE IETTOCTHOCTH );

Il) HECAHKIIMOHMPOBAHHOE HCIIONb30BAHUE BBHIYHCIUTEIHHBIX PECYPCOB CHCTEM U CeTel B MHTEpecax
pelIeHus: HECBONCTBEHHBIX UM 3a]1ay;

e) HapymeHue (YHKIHOHMPOBaHUS (pabOTOCIOCOOHOCTH) TPOrpPaMMHO-AIMAPAaTHBIX —CPEICTB
00paboTKH, TIepenadyn U XpaHeHusT HHPOpMAaIIHH.

4.6. OOBeKTHl BO3AEHCTBUS OMPEAEISAIOTCS Ha anmapaTHOM, CHCTEMHOM U TMPHKIIAJHOM YPOBHSIX, Ha
YpOBHE CETEBOI MOJIENN B3aMMOIEHCTBHS, a TAKXKe Ha YPOBHE IOIb30BaTeNei (pUCyHOK 3).

= \\ MpaHWLIa OLIeHKN Yrpo3
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PucyHok 3. YpoBHU apXHUTEKTYpPBI CUCTEM U CETEH, Ha KOTOPBIX
OIPEAETISIOTCS 00BEKTHl BO3ACHCTBHS



4.7. B mporiecce KCILUTyaTalliud CHUCTEM M CeTell 00BEKThI BO3JCHCTBHS M BHJbI BO3ICHCTBUS Ha HUX
MOT'YT JOMONHSITHCS U H3MEHSATHCS OTHOCUTENILHO WX COCTaBa U BUJIOB BO3JICH CTBHSI, ONIPE/ICIICHHBIX HA ATAIIe
CO3/IaHUsl JaHHBIX CHCTEM M ceTeil. B 3ToM ciydae ydeT W3MEHEHUH JOMKEH MPOBOTUTHCS B paMKax
peanu3aiu MEPOTPUSATHH 110 YIPABICHUIO KOH(PUTYpAIlUEH CUCTEM U CeTel U aHAIN3Y YIpo3 0e30MacHOCTH
“H(OpMAIIMH B XOJIE UX IKCILTyaTallly.

4.8. Ipu oreHke yrpo3 0e30macHOCTH HH(OOPMAITUK B CHCTEMaX U CeTsIX, (DYHKIIMOHUPYIOIUX Ha Oa3e
WH(POPMAIIOHHO-TEIEKOMMYHHUKAIIMOHHOW HH(PACTPYKTyphl LEHTpa OOpaOOTKH NaHHBIX WM OOIa4HON
HHQPACTPYKTYPbI, OOBEKTHl BO3ACHUCTBUS ONPEACIAIOTCS C YYeTOM COCTaBa M COIEpIKAaHUS YCIYT,
MPEIOCTABISEMbIX TOCTABIIMKOM YCIyr (Hampumep, HHQpacTpyKTypa Kak yciyra, mardopma Kak cepBUC,
MpOrpaMMHOE 00ecTiedeHn e KaK CEPBHUC).

ApeHiyeMbIe WU HCIOb3yeMble HA HHOM 3aKOHHOM OCHOBaHHH IPOrpaMMHO-AINapaTHbIE CPEACTBA U
X WHTep(eiCchl, KaHallbl CBA3M, NMPOrpaMMHOE obecriedeHne (B TOM 4YHCIIE MPOrpaMMHOE oOecriedeHHe
BHUPTyaJIM3alld M TOCTPOSHHBIX Ha €ro 0a3e BUPTYAJIbHBIX MAallMH, BUPTYaJbHBIX CEPBEPOB, CHUCTEM
yIpaBlIeHHsS BUpPTyalu3alield, BUPTyaIbHBIX KaHAJOB CBSA3M M T.JI.) OTHOCATCS K OOBEKTaM BO3JCHCTBUS,
HAXOAAUIMMCSI B TPAaHHIIE OLEHKH yrpo3 0e30MacHOCTH WHpOpMaIMU oneparopa. B oTHOIIEHHH ocTanbHOU
WH(POPMAITMOHHO-TENIEKOMMYHHUKAIIMOHHOW HH(PACTPYKTYpBhl IEHTpa 0OpaOOTKH JaHHBIX WM OOIa4HON
WHQPPACTPYKTYPBI YTPO3bl 0€30MaCHOCTH HH(OPMAIINN OIIEHUBAIOTCS TOCTABIIMKOM YCITYT.

[Ipumep pacrnipeneneHus TpaHuIl IPH OLIEHKE YTrpo3 0e30MacHOCTH HHHOPMAIIUN MEXTY OIlepaTopoM U
MOCTABIIMKOM YCITYT TIPEJICTABIIEH Ha PUCYHKE 4.

[TporpammMHoe
obecneuenne
Kak yciyra

Uudpacrpykrypa Hudpacrpykrypa ITnardopma
oneparopa Kak ycayra Kak ycnyra

[puioxenns

[Ipuioxenns [puaokenns

fapawe fastine

Cpeaa BuUiojHeHHs Cpesa sunonnenns Cpena suinonsesns

Cassyiouee

Caaayiouee Caasyioee
NPOrPpaMMHOC NPOrpaMMHOC

TPOTPEMMHOC
obecnenenie

odecnevenne obecnevenne

Onepaunonnas cHerema Onepaunonnas cierema
[Thardopma ILardopya
BHPTYIH3AIHN

BHPTYRIH3AUHN
Annaparias naardopma Anpaparsan narpopma Annaparnas niardopya

OnepaunonHas cHerema Onepausonias cseresa

Irardopma

Thiardopma

BHPTYUTHSAL N

HUDTYRIH3AUMH

Annaparnas natdgopva

Cuerema XpaHeHns Cucrema XPaneHns Cuerema XPAHCHNA Cierema XpaneHns
JAHHBIX JIAHHBIX JABHHLIX JAHIBIX
Ceresas nnpacrpykrypa Ceresas nnpactpykrypa Ceresas nipactpyrTypa Ceresan nHpactpyKIypa

Onepatop [TocraBmuk yeayr

Pucynok 4. [Ipumep pacnpeneneHus rpaHul] IpH OLEHKE yTPo3
Oe3omacHocTH MHGOPMaLUK B MHPOpMAMOHHON HH(PaCTPYKType
ITOCTABLINKA yCIIyT

4.9. OObekTsl BO3ACHCTBUS M BUIbl BO3AEHCTBUS HAa HHUX JOIDKHBI OBITh KOHKPETH3MPOBaHBI
MPUMEHHUTENBFHO K apXUTEKTYpe M YCIOBHUAM (YHKIMOHHPOBAHMS CHUCTEM M CeTel, a Takxke o0nacTsIM U
0COOEHHOCTAM AEATEFHOCTH oOnagarens HHGpOpMaLUd U ollepaTropa.

[Ipumep 3: 1) pasmiamieHue MEPCOHANBHBIX NAHHBIX M (MIM) MX MOAM(UKAIMS BO3MOXHBI B
pesyabraTe HeCaHKIIMOHMPOBAHHOTO I0CTYIA K 0a3e JaHHBIX, B KOTOPOH 3Ta HH(OpMALKs XPAHUTCS;
2) pa3nmuB HeTH W3 HEPTENPOBOAA BO3MOXKEH B pe3yJbTaTe HECAHKIHMOHUPOBAHHOIO NOCTyNa K
MPOrpaMMUPYEMOMY JIOTHYECKOMY KOHTPOILIEPY, OOECIEeUnBaIOIEMY YIPABICHUE 3aJBHKKAMH
He(TEenpoBOAa, U MOAMEHBI XPAHSIIMXCS B HEM 3HaYeHUH yCTaBOK; 3) HENPEIOCTaBIEHUE YCIYT CBS3U




aboHEHTaM BO3MOXKHO B Pe3yNbTaTe OTKa3a B 0OCITYKMBaHUM MaplIPyTH3aTopa YPOBHS sipa ceTh; 4)
HapylleHHue 3J1eKTpocHaOKeHHus MoTpeduTeneii BO3MOKHO B pe3yibTraTe HECaHKIIMOHHMPOBAHHOTO
JIOCTyNa K IpOrpaMMHUPYEMOMY JIOTHYECKOMY KOHTPOJJIEPY, YNPABISIOMIEMY BBIKIIOYATEIEM, C
LIENIBIO MTOJJaYM JIOXKHBIX KOMaH/I Ha €ro OTKIIIOUEHHE; 5) XUIIEHUE JEHEXHBIX CPEJCTB y orepaTopa Mo
MEpeBOy NICHEKHBIX CpPEICTB BO3MOXKHO B pE3ylbrare MOAMEHBI (MOmuQHKanuu) HHQOpMAaluy,
cofeprKalleiicsl B AIEKTPOHHBIX COOOIEHUSX.

[Ipumepsl ompenenceHuss OOBEKTOB BO3JICHCTBHS M BHJIOB BO3ICHCTBUS Ha HHUX IPUBEACHBI B
NPUIIOKEHUU S K HacTodlerd Meroauke.

5. OneHka BO3MO:KHOCTH peajn3auuu (BOSHUKHOBEHUSI) yIPo3
0e3omacHOCTH HH(OPMALMHU H ONpPeeSieHue UX AKTYAIbHOCTH

5.1 Onpenenenue HCTOYHUKOB YIPo3 6€30MACHOCTH HHPOPMALMHU

5.1.1. B xome olieHKH yrpo3 0Oe3omacHOCTH WH(OpMalnu JOHKHBI OBITH ONMPEAETICHBI BO3MOXKHBIC
AQHTPOIIOTCHHBIE UCTOYHUKH Yrpo3 0e30macHOCTH WH(GOPMAIMH, K KOTOPBIM OTHOCSITCS JIMIa (TPyIIa JINLY),
OCYIIECTBIISIOLINE PeaIN3alnIo yrpo3 0e30MacHOCTH HH(POPMALUH ITyTeM HECAaHKI[MOHUPOBAHHOIO 10CTyIa
u (vnu) Bo3AelcTBHs HA MH(OpMAalMOHHBIE pecypchl U (MJIM) KOMIIOHEHTBI CUCTEM M CETeH, - aKTyallbHble
HapyIINUTENH.

5.1.2. icxomHbIMU JaHHBIMU JJIS OTIPEICIICHUS BOSMOXKHBIX aKTYIbHBIX HAPYIIATEICH SBISIIOTCS:

a) obmuii mepedeHb yrpo3 0e30MacHOCTH WH(OPMAINH, COACpKAIIHMICS B OaHKE NaHHBIX yIpo3
6e3zomacHoct uHpopmarmu PCTOK Poccum (bdu.fstec.ru), mogenn yrpo3 GesonacHocTH WH(pOpMaIu,
pazpabarsiBaemMbie DCTOK Poccun B coorBercTBUM ¢ onnyHKToM 4 myHkrta 8 [lonoxenust o DegepansHoi
cryx0e 1o TEeXHWYECKOMY W JKCIIOPTHOMY KOHTPOIIO, YTBEp)KIeHHOTro Ykazom I[Ipesummenta Poccuiickoit
Oeneparuu ot 16 aprycra 2004 . N 1085, a Takke oTpacieBbie (BEIOMCTBEHHBIE, KOPIIOPATUBHBIC) MOJICITH
yIrpo3 0e30macHOCTH HH()OPMAIIUH;

0) ormmcaHus BEKTOPOB KOMIIBIOTEPHBIX aTaK, COMEpIKAlIMXcs B 0a3ax JAHHBIX U WHBIX MCTOYHHKAX,
omyonmukoBaHHBIX B ceTH "UHTepHET" (CAPEC, ATT&CK, OWASP, STIX, WASC 1 1p.);

B) HOpMaTUBHBIC TTpaBOBBIC akThl Poccuiickoit demepalinu, B COOTBETCTBUH C KOTOPBIMH CO3MIAETCS H
(hyHKIIMOHHMpYET CHCTEMA WIIM CEeTh, CONEpKAIlNe ONFCAHNEe Ha3HAYeHUs, 3a1a4 ((yHKINIT) CHCTEM U CeTeH,
coctaB oOpabaTbiBaeMoil HH(POPMAITIH B €€ TIPABOBON PEXKUM;

I') JTOKyMEHTAIlMsl Ha CETH M CUCTEeMbl (B YACTH CBEICHWHA O Ha3HAYCHHH U (YHKIIMIX, COCTaBE U
apXUTEKType CHUCTEM M CETei, O rpymnmnax Moib30BaTeNeld W YpOBHE MX IMOTHOMOUYUIM W TUMAX JNOCTYNa, O
BHEIIHUX M BHYTPEHHUX HHTepdeiicax);

1) JOTOBOPBI, COIVIAIICHWS WM WHBIE JOKYMEHTBI, COJIEp)KAIlie YCIOBHUS HCHOIb30BAHUS
WH()OPMAITOHHO-TEIEKOMMYHUKAIIHOHHON HH(PPACTPYKTYphl IIEHTpa OOpaOOTKM MaHHBIX WM OOIavyHON
MHQPACTPYKTYPHI MMOCTABIIMKA YCIYT (B YaCTH IEPCOHANA ITOCTABIIMKA YCIYT, UMEIOIIET0 JOCTYIl K ITOM
HH(DPACTPYKTYypE, €ro MpaB U OOSI3aHHOCTEW, YPOBHS ITOTHOMOYHM M THUIIOB JOCTYIA);

€) pe3yNbTaThl OIleHKH yiiepOa (PUCKOB), IPOBEICHHON obmaaareneM HHPOPMAIIH UITH OTIepaToOpOM;

)K) HCTraTUBHBIC IOCICACTBUSA OT pCain3aliun (BO3HI/IKHOB6HI/I$I) yrpos 0e30IacCHOCTH I/IHCI)OpMaLII/II/I,
OMPEACIICHHBIC B COOTBCTCTBHUU C HaCTOHH.IefI MeTO}:[PIKOﬁ;

3) 00BEKTHI BOBHeﬁCTBHH yrpos 0e30macHOCTH I/IH(i)OpMaLII/II/I n  BHIBI BO3Z[6f/'ICTBH5{ Ha HHX,
ONPCACIICHHBIC B COOTBETCTBHUU C HaCTOSIH_Ieﬁ MeTOHHKOﬁ.

YkazaHHbBIE HCXOTHBIE TAHHBIE MOT'YT OBITh JIOMOMHEHBI HHBIMU IOKYMEHTAMH U CBEACHHSIMU C YUE€TOM
0coOeHHOCTEH 001acTH IESTENBHOCTH, B KOTOPOH (PYHKIIMOHUPYIOT CHCTEMBI U CETH.

5.1.3. Ha ocHoBe aHamm3a HUCXOAHBIX JAaHHBIX, a4 TAKXC PE3YyJIbTATOB OLICHKHW BO3MOXHBIX ueneﬁ
pcam3aliui HApyHIUTCIKIMUA  yIpO3 Oe30macHOCTH I/IH(i)OpMaLII/II/I OIIPCACIIAOTCA BHUAbL HaPYMHTGHCﬁ,
AKTyaJIbHBIX JJI1 CUCTEM U CeTeH.

OCHOBHBIMU BUJaMH HaPYIHHTCHGﬁ, IOMJIC)KAIIINUX OICHKEC, ABIAIOTCA:
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CreUalIbHbIE CIY>KObI HHOCTPaHHBIX TOCYJapCTB;
TEpPOPUCTUYECKUE, SKCTPEMUCTCKUE TPYIITUPOBKY;

MPECTYIHBIE TPYNIbI (KPUMHHAIBHBIE CTPYKTYPHI);

OTHeNbHbIC (PU3NUECKHE JIULA (XaKephl);

KOHKYPHPYIOIIIE OpraHu3aIui;

Pa3pabOTYMKH MPOrPAaMMHBIX, IPOTPAMMHO-ANAPATHBIX CPEICTB;

JUIa,  00ECMEYMBAIONIME  IMOCTABKy  MPOrPaMMHBIX,  MPOrPaMMHO-AMIapaTHBIX  CPEACTB,
00eCIeurBaIOIINX CHCTEM;

MOCTaBUIUKHN YCIYT CBA3U, BBIYMCIUTCIIBHBIX YCIIYT,

Jinga, NpUBJICKACMBIC JIA YCTaHOBKH, HaCTpOﬁKH, HCHBITaHHﬁ, IMyCKOHaJIaJIOYHbIX W HWHBIX BUIO0B

pabor;

nuia, obecreunBaroe (QyHKIMOHUPOBAHWE CHCTEM M CeTed WM 00EeClednBaIOIIuX CHUCTEM
orepaTtopa (aIMUHUCTpAITUs, OXpaHa, YOOPIIUKH U Jp.);

aBTOPHU30BAaHHbIE TOJIL30BATEIH CHCTEM H CeTell;
CHCTEMHBIC aJIMUHUCTPATOPHI U 2/IMUHUCTPATOPBI 0E301TaCHOCTH;
ob1BIHIE (YBONIEHHBIE) pAOOTHHUKH (ITOIH30BATEINN ).

VYKa3aHHbIE BHIBl HApPYyHIUTEIEH MOTyT OBITH JOMONHEHb WHBIMH HApyIIUTEIAMHA C YYETOM
0COOCHHOCTEH 001acTH AEeITEIbHOCTH, B KOTOPOH (D)YHKIIMOHHPYIOT CUCTEMbI M CeTH. [IJIs OMHON CHCTEMBI U
CEeTH aKTyaJbHBIMU MOTYT SIBIATHCS HAPYIIUTETH HECKOIBKUX BHIOB.

5.1.4. Hapymmrenu TPHU3HAIOTCS aKTyadbHBIMH JUISI CHUCTEM W CETed, KOrma BO3MOXKHEIC IICIH
peanu3anyu UMH yrpo3 6e30macHOCTH WH(OPMAITUH MOT'YT IPUBECTH K ONPENEIICHHBIM JIJISl CUCTEM H ceTel
HETraTHBHBIM TIOCIICIICTBHUSIM M COOTBETCTBYIONIMM prcKaM (BHaaM yiep6a). Bo3MoxkHbIE 1Ienu peanu3aiu
yrpo3 0e30macHOCTH HH()OPMAITUH HAPYIIUTENSIMU IPUBEACHBI B TPUJIOKEHUH 6 K HACTOsIIIEH MeTtoaunke.

[Ipumep cOOTBETCTBHSI HapymINTENed, BOSMOKHBIX IENeld pean3alliil UMH yrpo3 Oe30MacHOCTH
vH(OpMaI ¥ BO3MOXKHBIX HETAaTHBHBIX ITOCIEINCTBUII M BUAOB PHUCKOB (yriepba) oT WX peann3aluu
(BO3HUKHOBEHHS) IPUBECH B MPUIIOKCHUH 7 K HacTosmel MeTonuke.

5.1.5. Hapymurenu UMEIOT pa3Hble YPOBHH KOMIIETEHTHOCTH, OCHALIEHHOCTH PECYpCaMy U MOTHBAL[UU
U peanr3anuu yrpo3 6e3omacHoctn wH(popMarmu. COBOKYITHOCTh JAHHBIX XapaKTEPUCTUK OMpEmeseT
YPOBEHb BOBMOKHOCTEH HapyIIuTeNel 1o peaan3anui yrpo3 0e301macHoCTH WHGOPMAIIHH.

B 3aBucumocTH OT YpOBHS BO3MOXKHOCTEH HapyLIMTENW MOAPA3ACIAIOTCS Ha HapyLIUTENEH,
o0nazaromux:

0a30BBIMH BO3MOXXHOCTSIMU TI0 peanu3anuu yrpo3 6ezonacaoct uHpopmarmu (H1);
0a30BBIMU MTOBBIIIEHHBIMHA BO3MOKHOCTSIMHE I10 pean3aiuu yrpo3 6esomacHoctu nHdopmannu (H2);
CPEIHUMH BO3MOKHOCTSIMH T10 pean3alyu yrpo3 6esonacHoctu nHpopmanmu (H3);
BBICOKUMH BO3MOKHOCTSMH I10 peasn3aliyu yrpo3 6esonacHoctu napopmarmu (H4).

JJis1 OTHOM CHCTEMBI MITH CETH aKTYaJIbHBIMH MOTYT SIBJISTHCS HAPYIIUTENH, UMEIOIINE Pa3HbIe YPOBHU
BO3MOKHOCTEI.

YpoBHH BO3MOXKXHOCTEI HAapyLIUTENEH 110 peaan3anuy yrpo3 0e30macHOCTH HHPOpMAaIUY IPUBENEHBI B
MPWJIOKEHNH 8 K HacTosmeld MeToauke.

5.1.6. [Ina akTyaJIbHBIX HapyLIUTENeH TOKHBI OBITh OMpPEAETICHbl MX KAaTErOpUU B 3aBUCHMOCTH OT
UMEIOLIUXCA MPaB M YCIOBHUI MO JOCTYIY K CUCTEMaM U CeTsIM, 00YCIIOBJICHHBIX apXUTEKTYPOH U yCIOBHSIMU



(YHKIMOHMPOBAHUS 3THX CHCTEM M CETel, a Takke OT YCTaHOBJICHHBIX BO3MOKHOCTEH HapymmTenei. [Ipu
5TOM HapyIIMTENH MOAPA3ACISIIOTCS Ha JIBE KaTeropuH (PUCYHOK 5, 6):

BHEIIIHUE HAPYIIUTENN - HAPYIIUTEIH, HE UMEIOIINE MPAB JIOCTYIa B KOHTPOIUPYEMYIO (OXPaHIEMYIO)
30HY (TEPPUTOPHUIO) U (WJIH ) IIOTHOMOYHIA IO TOCTYITY K MH(GOPMAIIMOHHBIM PECYpCaM U KOMIIOHEHTaM CHCTEM
U cereil, TpeOy oM aBTOpU3aIliH;

BHYTPEHHHUE HAPYIIUTEIH - HAPYIIUTEIH, UMEIOIIUE ITpaBa JOCTYIa B KOHTPOIHPYEMYIO (OXpaHsIeMYIO)
30HY (TEpPUTOPHIO) U (WJIM) TIONIHOMOYHSI TI0 aBTOMaTH3UPOBAaHHOMY JOCTYIY K HH(POPMAIIMOHHBIM pecypcaM
Y KOMIIOHEHTaM CHCTEM U CETEH.
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Pucynok 6. BHyTpeHHMI HapyIIUTENb IpY peATU3aliK YTPO3
Oe3omacHocTH HH)OPMALIUT

BHyTpeHHHE HapylMTend MEpBOHAYAIbHO MOTYT HMMETh pa3HBId YPOBEHb MpaB JOCTyma K
WH(POPMAIIMOHHBIM pecypcaM M KOMIIOHEHTaM CHUCTEM U ceTeil (Hampumep, IOCTYN B JHYHBINH KaOMHET Ha



caiite, ucronHeHHe 00s3aHHOCTEH Ha aBTOMAaTU3MPOBAHHOM paboueM MecTe, aIMUHUCTPUPOBAHUE CUCTEM U
cereif). K BHYTpeHHUM HapylIUTENIsIM OTHOCSTCSI MOJb30BATENH, MMEIOIINE KaK HEMpUBUICTUPOBAHHBIC
(monp30BaTENBCKKE), TAK M MPUBUIIETMPOBAHHbIC (aIMUHUCTPATHBHBIC) MpaBa JOCTyNa K HHPOPMAaIIMOHHBIM
pecypcaMm 1 KOMIIOHEHTaM CHCTEM M CETEH.

5.1.7. BHeumHWe HapyLIIMTENH pPEATU3YIOT Yrpo3bl 0e30macHOCTH HHGOpPMALUK TPEIHAMEPEHHO
(mpenHaMepeHHBIE Yrpo3bl 0E30MacHOCTH WH(POPMAIUK) C HUCIIONB30BAHHEM HPOrPaMMHBIX, HPOrPaMMHO-
anmapaTHBIX CPEACTB WM 0O€3 HCIONb30BaHUS TAKOBBIX. BHYTpEHHHE HApYIIUTEU PEATU3YIOT YIPO3bI
Oe3zomacHoCcTH HMH(OpPMALMK TpEAHAMEPEHHO (IpeAHaMepeHHbIE Yrpo3bl 0e30MacHOCTH MH(OpMAaNrU) ¢
HCIIOJIB30BAHUEM IMMPOrpaMMHBIX, IPOrpaMMHO-alNIaApPaTHBIX CPECACTB WA 663 HCIIOJIBb30BaHNs TaKOBBIX HJIN
HENpPEIHAMEPEHHO (HENpeIHAMEPCHHBIC Yrpo3bl 0Oe30macHOCTH uHGopManuu) 03  HCIONb30BaHUS
IIPOrPaMMHBIX, IPOrPaMMHO-AIIAPATHBIX CPEICTB.

[Tpumep 4: x HepeAHAMEPEHHBIM Yrpo3aM 0e30MaCHOCTH HH(OPMAIIUU MOTYT OTHOCHTBCS:

1) HapymeHne QYHKIIMOHUPOBAHUS CUCTEMBI YITPaBIIeHHUs 0a3bl IAHHBIX 3a CYET BBOJA B OIS IAHHBIX
WH(OPMAIINH, TTPEBHINAIONICH TOMYCTUMBIH 00beM;

2) HapyuieHue (yHKIIMOHUPOBaHUS BeO-pecypca 3a c4eT TOro, YTO CUCTEMHBIN <...>

5.1.8. B ciryyae ecnu K cCTeMaM U CETSIM MPEIbsIBICHBI TPEOOBAHUS K YCTOWYMBOCTH M HAJIGKHOCTH
(GYHKIMOHMPOBaHUS (B YaCTH LENOCTHOCTH M JOCTYMHOCTH MH(OPMAIMOHHBIX PECYpPCOB W KOMITOHEHTOB
CHCTEM W CeTel), MOMOIHHUTEIHHO K aHTPOIOTEHHBIM HCTOYHHKAM YTpo3 0Oe30macHOCTH HWH(popManum B
KaQ4€CTBC aKTyaJbHBIX MOI'YyT OLITH ONnpeACICHbl TCEXHOI'CHHBIC HWCTOYHUKHU ((1)H3HT-IGCKI/IG SABJICHHA,
MaTepHalibHbIe 00bEKThI). YIPo3bl 0€30MaCHOCTH MH(OPMALIMH, CBSI3aHHBIC C TEXHOTCHHBIMU HCTOUHHUKAMU,
BKJIFOYAIOTCS B MOJEIb yrpo3 0e30MacHOCTH WHGOPMAIMU 0 PEIIeHHI0 o0jamareis HWHGOPMALUU WU
orepaTopa CHCTEM U CETeH.

OcHOBHBIMH  (haKTOpaMH BO3HUKHOBEHHsI Yrpo3 0€30MacHOCTH WH(GOPMAIMH, CBA3aHHBIMH C
TEXHOI€HHBIMA UCTOYHUKAMHU, MOTYT SBJIATHCH:

a) HENOCTaTKM KadecTBa, HAJEKHOCTH IPOTPAaMMHOIO OOECIEeYeHHs, MPOrpaMMHO-AMIapaTHRIX
CpeIncTB, obecIeunBaroX 00padOTKy 1 XpaHeHne NHQOPMAIIUH, X JTHHUH CBA3H;

0) HemocTaTku B paboTe 00E€CIEUMBAIOIINX CUCTEM;
B) HEOCTYITHOCTh CEPBUCOB (YCIIYT), MPEAOCTABISIEMbIX CTOPOHHUMHU OPraHH3aIlUSIMH.

Bo3MoXHOCTH BOSHIKHOBEHUS TAKHX YTPO3 OIMPENENIeTCs Ha OCHOBE CTATUCTUKH MX BOSHUKHOBEHHS
3a MPOINUIbIE TOABL. B cilydae OTCYTCTBUS YKa3aHHOH CTATHCTUKHA BO3MOKHO HCITOIB30BAHHME IKCIIEPTHOM
OLIEHKH.

BblsiBneHre TEXHOTEHHBIX HCTOYHMKOB JIOJDKHO OCYIIECTBIITHCS C Y4eTOM TpeOOBaHMN U NpaBHI,
YCTaHOBJICHHBIX YIIOJTHOMOYEHHBIMH (herepaabHbIMU OpraHaMH HCIIOTHUTEIBHON BIIACTH, HALMOHAJIBH bBIMU
cTaHAapTamu <1>, ¥ He BXOAUT B 00NACTh NEHCTBUS JaHHONH METONUKH.

<1> Hanpumep, TaKUMHU CTaHAAPTaMU SIBJISIIOTCSL:

I'OCT P 22.0.05-2020 be3omacHOCTh B Upe3BbIYAMHBIX CUTyalUsX. T€XHOTEHHBbIE UYpe3BbIYailHbIC
cutyaun. TepMHUHBI U OIIpeneIeH s,

I'OCT P 51901.1-2002 MenemxMeHT prucka. AHaIIN3 prcKa TexHonorndeckux cucrem (¢ [lompaskoit).

5.1.9. Ilo pe3ynbraraMm omnpeneneHus UCTOYHUKOB yrpo3 0e30MacHOCTH MH(OpMAlUU JOJKHBI OBITH
OIpE/IEIEHBI:

a) BHU/IbI aKTyaJIbHBIX HaPYHIHTCHCﬁ U BO3MOXHBIC LCINW pean3allii UMHU YIrpo3 0e30IMacHOCTH
I/IH(l)OpMaI_II/II/I, a TaKK€ UX BOBMOKHOCTH,

6) KaTeropmuu akTyaJbHBIX HaPYHIHTeHGfl, KOTOPBIC MOI'YT pPCaJIU30BbLIBATH YI'PDO3bIL 0e30macHOCTH
I/IH(l)OpMaI_II/II/I, B TOM YHMCJIC HCNPCAHAMCPCHHLBIC YI'DO3BbI.

HpI/I OnpeACiICHUN HCTOYHUKOB YI'pPO3 0e30macHOCTH I/IHCI)OpMaLII/II/I HCO6XO,Z[I/IMO HUCXOOUTh U3
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MPEAMOIMKEHUST O HAJIWYUHA TOBBIIICHHOW MOTHBAIMM BHEIIHMX © BHYTPSHHUX HapyIIUTENICH,
MPEAHAMEPEHHO Pean3yIONINX Yrpo3sl Oe3onacHocTH uHpopmaimu. Kpome Toro, He0OXOAMMO YYUTHIBATH,
YTO TaKHE BUJBI HAPYIIUTEICH KaK CIICUAaIbHBIC CITYKObI MHOCTPAHHBIX FOCYIAPCTB U TEPPOPUCTHUCCKUE,
AKCTPEMUCTCKUE TPYIMITMPOBKH MOTYT MPHUBJICKATh (BXOJIWTH B CTOBOP) BHYTPEHHHX HAPYIIMTENCH, B TOM
gyclie 0ONaNaroNuX NPUBUICTUPOBAHHBIMU IpaBaMH JOCTyNa. B 3TOM cioydae ypoOBEHb BO3MOXKHOCTEH
aKTyaJIbHBIX HAPYIIUTENEH OyJeT OnpeneisaThCs COBOKYITHOCTHIO BO3MOXXHOCTEH HAPYIIUTENCH, BXOSIINX B
CTOBOD.

[Ipumeps! onpeaeacHusI aKTyaJIbHBIX HAPYIIUTENCH IPU peanu3aliuy yrpo3 0e301acHOCTH HHPOPMAILIUU
nu COOTBGTCTByIOH_[I/Ie UM BHUbBI H&pyanTeHCﬁ U UX BO3MOKXHOCTU HpI/IBCI[CHI)I B HpI/IJ'IO)KCHI/II/I 9 K HaCTOﬂIHCﬁ
Metonuke.

5.2 Ouenka cnoco6oB peasn3aunu (BO3HUKHOBEHUST) yrpo3
0e3onacHOCTH MH(pOpMALUA

5.2.1. B xome olieHKH yrpo3 06e30macHOCTH WH(OpMAaluu JOHKHBI OBITH ONpPEAEICHBI BO3MOXKHBIE
crocoObl peanu3aiyu (BOSHUKHOBEHHMS) yIpo3 0€301MaCHOCTH MH(GOPMAIINH, 32 CUET UCIOIb30BAHUS KOTOPBIX
AKTyaJIbHBIMH HapYIIUTEISIMA MOTYT OBITh PeaJln30BaHbl YIPO3bl 0€30MacCHOCTH MH(POPMAIUU B CUCTEMAax U
CETsIX, - aKTyaJIbHBIE CITOCOOBI peanu3aniy (BOZHUKHOBEHHS) YTP0o3 0€30MacHOCTH HH(OpMAIINH.

5.2.2. VIcXOQHBIMU TAaHHBIMU JUJISI OTIPEIEICHUS aKTyaJbHBIX CIIOCOOOB peaiu3alii (BOSHUKHOBEHHS)
yrpo3 6e30macHoCTH HHHOPMAITUH SIBIISIFOTCSI:

a) obmuii mepedeHb yrpo3 0e30MacHOCTH WH(OPMAINH, COACpKAIIHiicss B OaHKE NaHHBIX Yyrpo3
6e3zomacHoct uHpopmarmu OCTOK Poccun (bdu.fstec.ru), mMomenn yrpo3 Ge3omnacHOCTH HH(POpMAIIHH,
pazpabarsiBaemMbie DCTOK Poccun B coorBercTBUM ¢ onnyHKToM 4 nyHkrta 8 [lonoxenust o PenepanbHoi
cryx0e 1o TEeXHWYECKOMY W JKCIIOPTHOMY KOHTPOIIO, YTBEp)KIeHHOro Ykazom I[Ipesumenta Poccuiickoit
@enepanuu ot 16 aBrycra 2004 . N 1085, a Takxke orpacieBbie (BeJOMCTBEHHbBIE, KOPIIOPATUBHBIE) MOZIETH
yrpo3 0e30macHOCTH HH(OpMAIIUH;

0) ormmcaHUs BEKTOPOB KOMIIBIOTEPHBIX aTak, CONIEp Kamuxcsi B 0a3ax JaHHBIX U MHBIX MCTOYHUKAX,
omyonmukoBaHHBIX B ceTH "UHTepHET" (CAPEC, ATT&CK, OWASP, STIX, WASC 1 np.);

B) IOKYMEHTAIMsl Ha CHUCTEMBI M CETH (B YaCTH CBEIEHHIl O COCTaBe M apXUTEKType, O TpyIIax
TIOJTE30BaTENICH M MX THUIAX JOCTYIa U YPOBHEH IMOJTHOMOYHNH, O BHEITHUX W BHYTPEHHUX HHTEpdeiicax);

I') HETaTWBHBIE IMOCIENCTBUS OT peajn3anui (BOSHHKHOBEHH:) yrpo3 Oe3omacHOCTH WH(OPMAINY,
onpe/ieNIeHHbIC B COOTBETCTBUU C HacTosie MeToauKkoi;

) OOBEKTHI BO3AEHCTBUSA yrpo3 Oe3omacHOCTH WHGOPMAMA ¥ COOTBETCTBYIOIIME WM BHIBI
BO3JIEUCTBUSA, ONPENEIIEHHbIE B COOTBETCTBUH C HacTosiIel MeToauKoit;

€) BUbI U KATETOPHUH aKTyaJIbHBIX HApYIINUTEIeH, KOTOPbIe MOTYT PEaIH30BbIBaTh YIPO3bI 0€3011aCHOCTH
nH(pOpPMaIMK, B TOM YUCIIE HENPEIHAMEPEHHBIE YIPO3bl, U MX BO3MOKHOCTH, ONPEIEIEHHbIE B COOTBETCTBUU

¢ HacTosAmed MeToauKou.

VKka3aHHBIC UCXOIHBIC TAHHBIE MOT'YT OBITH JOMOTHEHB HHBIMH JJOKYMEHTAMH M CBEICHUSMH C YIETOM
0COOEHHOCTEN 00JIaCTH NEATENbHOCTH, B KOTOPOH (DYHKIIHOHUPYIOT CHCTEMBI U CETH.

5.2.3. Ha ocHOBe aHaiu3a UCXOOHBIX JAHHBIX, 4 TAKXKE BO3MOXHOCTEH HapylIUTeNeH OnpenestorTcs
crocoObl peanu3anuy (BO3HUKHOBEHHUS) YTpo3 0e30MacHOCTH HH(POPMAITUH, aKTyallbHBIE ISl CHCTEM U CETeH.

OcHOBHBIMHE crIOCO0aMH peann3anyy (BOSHUKHOBEHHMS) yrpo3 0€30MacHOCTH HH(POPMALIUH SBIISIOTCS:

1) ucnonp3oBaHUE yA3BUMOCTEH (YSI3BUMOCTEH Koia (TMpOrpaMMHOIO OOeCHedeHHs), YSI3BUMOCTEH
apXUTEKTYphl ¥ KOHQUIYypallMM CHCTEM M CeTeH, a TaKKe OpPraHU3alMOHHBIX M MHOTO(aKTOPHBIX
yA3BHUMOCTEH);

2) BHCAPCHNUEC BPCAOHOCHOI'O ITPpOrpaMMHOro 06CCHC‘{CHI/IH;

3) HCIOJIB30BAHUC HCACKIAPUPOBAHHBIX BO3MOXKHOCTEH nporpaMMHOIo obecrieucHUs H (I/IJ'II/I)
MMpOorpaMMHO-aInapaTHbIX CPEACTB,

4) ycTaHOBKA IPOTPaMMHBIX U (MJIH ) IPOrpaMMHO-aMNapaTHRIX 3aKJIAJ0K B IPOrpaMMHOE oOeciedeHre
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U (MJM) IPOrpaMMHO-aNIapaTHbIE CPEACTBRA;

5) ¢dopMupoBaHHE M HCIOIL30BAHUE CKPBITHIX KAHAJIOB (110 BPEMEHH, 1O MaMATH) JJIs Mepeaadu
KOH(HICHIIMATTLHBIX TaHHBIX;

6) mepexBar (M3MepeHre) MOOOUYHBIX AEKTPOMATHUTHBIX U3TyUYECHHH W HABOJOK (APYIHX (PU3NUECKUX
noiel) Ais AOCTyna K KOH(QHUISHIUATbHOW HH(GOpPMAaLUM, CcOAepKalleiics B amnmapaTHBIX CpeAcTBax
ayTeHTU(UKALIUY;

7) MHBa3WBHBIE CIIOCOOBI TOCTYMA K KOH(QUACHIIMATLHOW HH(OPMALIUH, COACPKaIICHCs B anmapaTHbIX
CPEACTBax ayTCHTU(UKAIINH;

8) HapymieHne O€30MaCHOCTH TMPH MOCTaBKAX MPOrPAMMHBIX, MPOrPaMMHO-ANIAPaTHBIX CPEICTB U
(unmM) ycnmyr TO YCTaHOBKE, HACTPOWKE, HCIBITAaHUSAM, ITyCKOHATAaJO04YHBIM paboraM (B TOM YHUCIeE
aJIMUHUCTPHPOBAHHIO, 00CITY)KUBAHHIO);

9) ommOOYHBIC NEHCTBUSA B XOAE CO3JAHUS U OIKCIUIyaTallMM CHUCTEM W CeTed, B TOM 4YHCJC NpPH
YCTaHOBKE, HACTPOMKE MPOrpaMMHBIX U TPOTPaMMHO-ANIAaPATHBIX CPEJCTB.

VYkazaHHbIE CIIOCOOBI peann3anuy (BO3HUKHOBEHHs) yrpo3 Oe3omacHOCTH MH(OpMAIUK MOTYT OBITh
JIOTIONIHEHBl MHBIMH CIOCO0aMH C Y4eTOM OCOOGHHOCTEH apXUTEKTYphl W YCIOBHH (YHKIIMOHHPOBAHHUS
CUCTEM U CETEH.

CnocoObl  peanu3aii  (BOSHUKHOBEHHs) YIrpo3 0e30macHOCTH HMH(DOpPMAIMU  ONPEIeIsTIOTCs
MIPUMEHUTEIIEHO K 00BEKTaM BO3IEHCTBUS, OIPENEICHHBIM B COOTBETCTBHU C HACTOSIICH METOmUKOI.
CHOCO6BI SABIIAIOTCA aKTyaJIbHbBIMH, KOTJIla BO3MOXHOCTHU HAPYIIUTEIA IMO3BOJIAIOT MX HUCIIOIB30BaTh JIA
peanu3anyu yrpo3 6e30MacHOCTH U MMEIOTCS WM CO3/IaHbI YCIIOBHS, TIPH KOTOPBIX TaKas BO3MOXHOCTh MOXKET
OBITH peajn30BaHa B OTHOIICHUH OOBEKTOB Bo3lercTBUs. OnHa yrpo3a 0e30MacHOCTH WHPOPMAIUA MOXKET
OBITh peann30BaHa HECKOIBKUMHU CIIOCOOaMHU.

5.2.4. VYcmoBueM, TO3BONISIONIUM HAPYIIHTENSIM HCIOIL30BaTh CIIOCOOBI  peaau3amliyl  yrpo3
Oe3omacHOCTH HMHGOpPMAIUH, SIBISIETCS HaJWYUe Y HUX BO3MOXKHOCTH JOCTYNAa K CIEIYIONMM THIIAM
nHTEPEHCOB 00BEKTOB BO3ICHCTBHUS:

BHEIIIHHUE CETEeBbIC HHTEPPEHChI, 00eCIIeunBaIOIIMe B3aUMOICHCTBHUE ¢ ceThio "MHTEpHET", CMEKHBIMH
(B3aMMOJEUCTBYIONIMMHI) CHCTEMaMH WM CeTSIMH (TIPOBOAHBIC, OECIpOBOAHEIE, BeO-MHTEPQEHCHI,
nHTepheliChl yIaaeHHoro JoCTyna u 1p.);

BHYTPEHHHUE CceTeBble HHTep(elchl, 00ecredynBaronne B3aMMOACHCTBHE (B TOM YHCIE Uepes
MPOMEXKYTOUHBIE KOMITOHEHTHI) C KOMIIOHGHTAMH CHUCTEM U CeTed, WMCIONIMMHU BHEIIHUE CETeBbIC
nHTEepdEicH (TPOBOIHEIE, OECITPOBOAHBIC);

nHTepdeiicel aIsA  monb3oBaTeneil (IpoBOAHBIE, OecHpOBOAHBIE, BeO-MHTEpQeEch, HWHTepdEnCH
YAAJIEHHOTO OCTYIa U JIp.);

UHTEPENCH IS UCIIONB30BaHHUSI CHEMHBIX MAIIMHHBIX HOCHTENEH MH(pOpPMAIUU U IepuQepruitHoro
000pyIOBaHMS;

nHTepdeiichl UIA YCTaHOBKHM, HACTPOWKH, HCIBITAHWHA, ITyCKOHANAIOYHBIX paborT (B TOM dmCIe
aJIMHUHUACTPUPOBAHUS, YIIPaBIeHUS, O0CITy>)KUBaHUs1) oOecriedeHus] PyHKIIMOHUPOBAHUS KOMITOHEHTOB CHCTEM
M CeTei;

BO3MOKHOCTb AOCTYyIIA K IMOCTABJIIEMbIM HWJIU HAXOAAIIUMCA Ha OGCJ’Iy)KI/IBaHI/II/I, PEMOHTEC B CTOPOHHUX
OpraHu3anusax KOMIIOHCHTaM CUCTEM U ceTei.

Hannune ykazaHHBIX UHTEp(EHCOB oONpenensercs apXUTeKTypoH, COCTaBOM M YCJIOBUSIMH
(YHKIMOHMPOBAHUSI CHUCTEM M CEeTed, IpynnamMH INOojb30BaTeleld, MX TUIAMU JOCTylNa U YPOBHSIMHU
noHoMo4Mi. B xone aHanmu3a 1omKHBI OBITH ONpeeNeHbl KaK JIOTHIeCKue, Tak U Gpusndeckue HHTepdenco
00BEKTOB BO3ACHCTBHSI, B TOM YHCiIe TpeOyroume GU3NIECKOro JOCTYyIa K HUM.

I/IHTep(i)eﬁCBI ONPCACIAIOTCA Ha alllapaTHoOM, CUCTCMHOM U MPUKIAJJHOM YPOBHAX CHUCTEM U CG’TCﬁ, a
TaKKC i1 TCICKOMMYHUKAITUOHHOI'O O60py,[lOBaHI/I$I. Bo3MOXXHOCT, MX HCHOJIB30BaHUS Ha YKa3aHHBIX
YPOBHAX ONPCACIACTCA BO3MOKHOCTAMU AKTYaJIbHBIX HapyH.IPITeJ'Ieﬁ.



5.2.5. Ha sTane co3naHusi CUCTEM U CeTeil onpeneneHue naTepdeiicoB 00beKTOB BO3ICHCTBHUS, KOTOPHIE
MOT'YT HCHOIB30BATHCS AJISl peaju3aluy yrpo3 Oe30MacHOCTH, MPOBOAWUTCS HA OCHOBE MpeanonaracMon
APXUTEKTYPHI ¥ YCIIOBHH (PYHKIIMOHUPOBAHUS CUCTEM M CETEH, ONpeeNIeHHbIX Ha OCHOBE U3YUYCHUS U aHaI13a
WCXOMHBIX JAHHBIX O HUX.

Ha »srane OKCILTyaTallul CUCTEM H ceren AJI1 onpeaACiICHUA I/IHTepq)GI‘/'ICOB 00BLEKTOB BO3HCﬁCTBHH,
KOTOPbIC MOT'YT UCIIOJIB30BATHCA IJIA pealn3alluu YIrpo3 6C3OHaCHOCTI/I, JOMOIHUTEIIBHO K JOKYMCHTAIIUU Ha
CCTU M CHUCTEMbI HCIIOJIB3YIOTCA PE3YyIbTaTbl HWHBEHTAapHU3alluUu CHUCTEM U cereﬁ, HpOBeILCHHOI\/'I C
HCIIOJIb30BAHUEM aBTOMATHU3UPOBAHHLBIX CPCICTB.

5.2.6. Ilo pe3ynbraraM OLIEHKH BOBMOXKHBIX CIIOCOOOB pealin3aiiiy yrpo3 0e30nacHOCTH HH(OpMaLuH
JOJDKHBI OBITH OMpeeNICHbI:

a) BUJbl WU KaTCropuun HapymnTeneﬁ, KOTOPBIC HMMCIOT BO3MOKHOCTH HCIIOJIB30BaHHA aKTYyaJIbHBIX
CII0Cco00B;

0) akTyaJbHBIE CIOCOOBI peaju3alid yrpo3 Oe30MacHOCTH WHGOpMAIMM W THUIBI HHTep(dheicoB
00BEKTOB BO3JCHCTBHSL, 33 CYET KOTOPBIX OHH MOT'YT OBITh pEaJIn30BaHBI.

[Ipumepsl omnpeneneHus akTyaldbHBIX CIIOCOOOB peajih3aluu yrpo3 0e30MmacHOCTH HH(pOpMAIUU U
COOTBETCTBYIOIINE UM BUJIBI HAPYIIUTEICH U MX BO3MOKXHOCTH MPHUBENEHBI B IpHIoKeHNH 10 K HacTOsIIEH
Mertoauke.

5.3 Ouenka akTyaJbHOCTH yYIPo3 0e30nacHocTH UH(popManumn

5.3.1. B xome oreHkn yrpo3 Oe3omacHOCTH WHOOPMAIMHU OKHBI OBITH OMpENeeHbI BO3MOXKHEIS
yrpo3bl 6€30MaCHOCTH HH(OPMAIUH U OIIEHEHA WX aKTyalIbHOCTh JIJIsl CHCTEM U CEeTel - aKTyallbHbIe YIPO3bl
Oe3omacHocTH HHDOPMAIIUH.

5.3.2. VicxomHbIMU JaHHBIMU JJIS OIICHKH aKTyaJbHOCTH yTpo3 0€301macHOCTH HHGOPMAITUH SBIISIOTCS:

a) obmuit mepedeHb yrpo3 0e30MacHOCTH HWHQOPMAINH, COACpKAIIHIiCSd B OaHKE MaHHBIX yIpo3
oe3onacHoctu uHpopMaruu PCTIK Poccuu (bdu.fstec.ru), mozenu yrpo3 OezomacHOCTH HHGOpPMAIIHH,
paspabarsiBaeMbiec PCTIOK Poccuu B coorBeTcTBUH ¢ MOANyHKTOM 4 TiyHKTa 8 [Tonoxenus o DenepanrbHOM
cryx0e 1o TEXHWYECKOMY W DKCIIOPTHOMY KOHTPOIIO, YTBEpKIeHHOro Ykazom Ilpesmaenta Poccwuiickoit
®enepanuu ot 16 aBrycra 2004 . N 1085, a Takxke orpacieBbie (BeJOMCTBEHHBIE, KOPIIOPATUBHBIE) MOZIETH
yrpo3 0e3omacHOCTH HH()OPMAITUH;

0) omucaHHs BEKTOPOB KOMIIBIOTEPHBIX aTak, COAEPKAIlMXCS B 0a3ax [JaHHBIX M HHBIX
WH(OPMAITOHHBIX UCTOUYHUKaX, onyonukoBaHHBEIX B cetn "MHTepHer" (CAPEC, ATT&CK, OWASP, STIX,
WASC u np.);

B) HETaTWBHBIC IOCIEACTBHUS OT pealn3anuy (BO3HUKHOBEHHS) yrpo3 0e30macHOCTH WH(OPMAIWH,
OIIPECIIEHHBIE B COOTBETCTBUU € HACTOsIIIEeH MeToauKOM;

r) OOBEKTH BO3NEHUCTBUS yIrpo3 Oe3omacHOCTH WHGOPMANMKA ¥ BUABl BO3ACHCTBHI Ha HUX,
OIPECIIEHHBIE B COOTBETCTBUU € HACTOsIIIEed MeToauKo;

) BUABI W KAaTEropuHM AaKTYaJIbHBIX HApYIINTENeH, KOTOPhIE MOTYT pPEaln30BBIBATH YTPO3EI
0e30macHOCTH MH(POPMAIIMH, B TOM YHCIIE HEpenHAMepPEeHHbIE YTPO3bl, H UX BO3MOKHOCTH, OIpPENIEICHHEIC B
COOTBETCTBHMH C HACTOAIIEH MeToInKOM;

€) aKTyaJbHBIE CIIOCOOBI pean3anuy (BOSHUKHOBEHS ) yrpo3 0€30MacHOCTH WH(GOPMAIIHH.

5.3.3. Ha ocHOBe aHaim3a UCXOIHBIX JAHHBIX OMPENEISIOTCS BOSMOKHBIE JUISl CHCTEM U CETel yrpo3bl
Oe3zonacHoCTH WH(OpPMAIMK, K KOTOPBHIM OTHOCSATCSl OCYIIECTBIISIEMbIE HAPYIIUTENEM BO3ICHCTBHSA Ha
WH(OPMAIIMOHHBIE PECYPCHI U KOMIIOHEHTHI CUCTEM U ceTell (0OBEKTHl BO3ACHCTBHS), B PE3YJIBTATE KOTOPBIX
BO3MOXXHO HapylleHHe Oe3omacHocTH HH(opmaumu ¥ (MIM) HapylleHWe WM TpeKpalleHue
(YHKIMOHMPOBAHUS CUCTEM U CETeH.

erosa 0e30MacHOCTH I/IH(I)OpMaI_II/II/I BO3MOKXHaA, €CJIIM HMMCKOTCA HAPYHIUTCIb HIIN WHOM HCTOYHHMK
YIrpo3hl, 06’L€KT, Ha KOTOpLIﬁ OCYHICCTBIIAIOTCA BO3,Z[€I>1CTBPI$I, CITOCOOBI pcan3anunu yrpo3bl 0e30macHOCTH
I/IH(l)OpMaI_H/II/I, a peajin3anus yrpo3bl MOXCET IPHUBCCTU K HCTATUBHBIM IMOCJICACTBUSAIM:
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YBU; = [HapymuTens (MCTOYHHUK YTPO3b1); O0BEKTHI BO3AECHCTBHUS;
CIOCOOBI peanr3aluy yrpo3; HeraTUBHbBIE MOCTIEACTBUA |.

5.3.4. AKTyanbHOCTb BO3MOXHBIX Yrpo3 0€30MacHOCTH WHGOPMAIMH ONpelessieTcss HalndueM
CLIEHapHEB UX peaTu3aluu.

Cuenapuy peanu3alvu yrpo3 0€30MacHOCTH HWH(POPMAIUU JIOJDKHBI  OBITh  OMPENEICHBI  JIIS
COOTBETCTBYIOIIUX CIIOCOOOB peaiu3aluu  yrpo3 O€30MacHOCTH HMH(OPMAILMH, OINPEIACICHHBIX B
COOTBETCTBUU C HACTOsIIIeH MeTonuKoW, U MPUMEHUTEILHO K 00bEKTaM BO3JCHCTBUS M BUAaM BO3IACHCTBUS
Ha HuX. OnpeaeneHue ClieHaprueB IpeayCcMaTprUBaeT YCTaHOBICHHUE MTOCIEA0BATEIHH OCTH BO3MOKHBIX TAKTHK
U COOTBETCTBYIONIMX WM TEXHUK, NPUMEHEHHE KOTOPHIX BO3MOXKHO aKTyalbHBIM HapyIIUTEIeM C
COOTBETCTBYIOIIUM YPOBHEM BO3MOKHOCTCH, a TakkKe IOCTYIMHOCTH HHTep(EHCOB IJis HCIOIb30BAHHS
COOTBETCTBYIOIIUX CITOCOOOB peasin3aliiui yrpo3 0e301acHOCTH MH(POPMALIUH.

IlepedueHb OCHOBHBIX TAaKTHK (TaKTHYECKMX 3a71a4) U COOTBETCTBYIOUIMX WM THIIOBBIX TEXHUK,
KCIIOB3YEMBIX JIJISl TIOCTPOCHUS CIICHAPUEB peaju3allii yrpo3 0e30macHOCTH HH(OpMAIluH, MPHUBEJACH B
npuioxkenun 11 k Hacrosmelt Metonuke.

5.3.5. Ha sramne co3naHusi cuCTeM U ceTeil IoKeH OBITh ONpesiesieH XOTsl Obl OINH CIIEHApUH KaXKJI0T0
criocoba peayiM3aliMd BO3MOXKHOH yrpo3bl Oe3zomacHocTH HH(popmanuu. CreHapuil onpeiensercs s
Ka)KJIOTO aKTYaJIbHOI'O HAapYIUIMUTENS U UX YPOBHEH BO3MOKHOCTEM.

[Ipu HanmMuuK XOTS OBl OHOTO CLIEHAPHS YTPO3bl 0€3011aCHOCTH MH(OPMAIUK TaKash yrpo3a MPU3HAETCS
aKTyaJIbHOM JUIi CHCTEMbl W CETH W BKJIFOYAETCS B MOJENb yrpo3 Oe30MacHOCTH CHCTEM W CeTed s
000CHOBaHUS BBIOOpA OPraHM3AIMOHHBIX W TEXHHUYECKUX Mep 10 3amuTe HHopMmarmu (obecriedeHuio
0e30IMacCHOCTH ), a TAKXKe BBIOOpA CPEICTB 3aIUTH HHPOPMAITIH (PUCYHOK 7).

Yrpo3a HeCaHKITMOHMPOBAHHOTO JOCTyIA K 0a3e JaHHBIX,
COJIEpIKaIIeH 3anTuIaeMyro HH()OpMaIIHio






Pucynoxk 7. IIpumep cueHapus pean3alyuu yrpossl
Oe3omacHoCTH HH(DOPMALITH

Ha srane skcrmyaranuu cucteM U ceTed IJ1sl KaKJ0H BO3MOXKHON yrpo3bl Oe30macHOoCTH HH(popManuu
olpeessieTcs: MHOKECTBO BOSMOXHBIX CLEHAPHEB €€ peasin3alil B WHTepecax OUEHKH 3((PEKTUBHOCTH
MPHUHATBHIX TEXHUYECKUX Mep M0 3amuTe nHpopManru (00ecredeHnIo 6e30MacHOCTH), B TOM YHCIIE CPENCTB
3ammThl UHQopManmu. [Ipy 3TOM MHOXECTBO CIIEHAPHEB OINpPEAessieTcsl UIS KaXKIOro aKTyalbHOrO
HApYLIUTEIs ¥ YPOBHEH €ro BO3SMOKHOCTEH B COOTBETCTBHH C MONYYECHHBIMH Pe3y/IbTaTaMi HHBEHTAPU3aIIH
CHCTeM W ceTel, aHalu3a YSI3BUMOCTeH W (MJIM) TECTHMpPOBAHMA Ha MPOHUKHOBEHUE, MPOBEAECHHBIX C
HCIIOIb30BaHNEM aBTOMAaTU3MPOBAHHBIX CPEACTB (PUCYHOK 8).

5.3.6. Ha sTarme sKkcIutyaTaliuu onpeaesieHue CIICHApUeB Peain3aiii Yrpo3bl BKIIFOYACT:

a) aHajJM3 HCXOAHBIX JAaHHBIX Ha CHCTEMY MJIM CETh, NMPEIyCMaTPUBAIOIIMN B TOM YHCIE aHAJIU3
JOKyMEHTAIIMH, MOJIENN yrpo3 Oe30nacHoCTH HH(popMaluy, MPUMEHSIEMBIX CPEIICTB 3aIlUThl HHPOPMAIHH, H
orpeeNneHne MIaHUPYyeMbIX K TPUMEHEHHIO aBTOMaTHU3MPOBAHHBIX CPEICTB;

0) TpoBeleHNE WHBEHTapHU3allMK WHQPOPMAIMOHHBIX CHUCTEM M CeTed M ompefelieHHe OObEKTOB
BO3JIECTBUS 1 X UHTEP(DEICOB;

B) ONperelieHre BHEITHUX UHTep(deiicoB, KOTOPBIE MOT'YT OBITh 3aJIeHCTBOBAHBI TIPH peallu3alii yrpo3
Oe3omacHoCTH HH(OPMAITUH;

T') OmpeelicHHe BHYTPEHHHX WHTEp(]eicoB, KOTOPBIE MOTYT OBITh 3aJICHCTBOBAHBI TIPH peaTU3aIlun
yrpo3 6e3omacHocTd nH(opMaIuy;

1) BBISIBJICHUC YSI3BUMOCTEH 00BEKTOB BO3MIEHCTBHS, a TAK)KE KOMIIOHEHTOB CHCTEM M CETEeH, NMEIOIINX
BHEIIIHHE MHTEP(EHChl, ¢ KOTOPHIMHU MTOCPEACTBOM BHYTPEHHHX HMHTEP(EHCOB B3aMMOJCHCTBYIOT OOBEKTHI
BO3JICHCTBHS,

€) MPOBEJICHNE TECTUPOBAaHUSI Ha IPOHUKHOBEHUE, TIONTBEPKAAIONIETO BOSMOXKHOCTh UCITONB30BAHUS
BBISIBIICHHBIX YS3BUMOCTEH WJIM BBISBICHHWSI HOBBIX CIICHAPUEB peallu3allid  Yrpo3bl 0e30MacHOCTH
WHpOPMAITHH;

) TIOWCK IIOCIIEOBATEIbHOCTH TAKTHK W TEXHHUK, MPUMEHEHHE KOTOPBIX MOXKET IPHUBECTH K
peanmzaruu  yrpo3sl 0e30macHOCTH WHGOPMAIMH, WCXOAS W3 YPOBHS BO3MOKHOCTEH aKTyallbHBIX
HapylmmTeneil, a Takke pe3ylnbTaTOB WHBEHTApH3aIlNH, aHalli3a YI3BHUMOCTeH M TECTHPOBAHHS Ha
MIPOHUKHOBEHHE;

3) COCTaBIIGHHE CI[EHApWEB pealu3aliy YIrpo3bl 0e30MacHOCTH WH(GOpPMANWK MPUMEHUTEIHHO K
00BbeKTaM ¥ BUAaM BO3IECHCTBHS, a TAKXKE CITOCO0AM peaHn3aliy yrpo3 0e30macHOCTH HH(POPMAIINH.
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Pucynoxk 8. [Ipumep clieHapueB peanu3anuu yrpo3
Oe3omacHoCTH HH(DOPMALITH

[Ipunoxenue 1
K MeToaunke OlleHKU yrpo3
0e3omacHocTH MHQOPMALIU

TEPMUHBI U OITPEJAEJIEHUSA,
HNPUMEHSAEMBIE U151 IEJIEUM HACTOALUET'O METOAUYECKOI'O JOKYMEHTA

ApXHTEKTYpa CHCTEM M CeTedl: COBOKYHNHOCTb OCHOBHBIX CTPYKTYPHO-(YHKIIMOHAJIbHBIX
XapaKTEePUCTHK, CBOMCTB, KOMIIOHEHTOB CHCTEM M CeTel, BOIUIONICHHBIX B WH(POPMAIIMOHHBIX pecypcax H
KOMITOHEHTaX, TPaBUIaX UX B3AUMOJIEHCTBUS, peKUMax 00pa0OTKH HHPOPMAIHH.

BsaumoneiicTByromias (cMexHasi) cucTeMa: CUCTeMa MM CeTh, KOTOpas B paMKaX YCTaHOBJIEHHBIX
(YHKIMI HMeeT B3aUMOJICHCTBHE TIOCPEICTBOM CETEBBIX HHTEP(EHCOB C CUCTEMOMN U CETBIO oflepaTopa U He
BKITIOUEHA UM B I'PaHHMILy [IPOIlecca OIEHKH yrpo3 06€30MacHOCTH HHPOPMAIIHH.

Bo3MoxHOCTH HapymIuTens: Mepa YCWIMA HApyIIUTENs s peaju3allii yYrpo3bl 0Oe30MacHOCTH
nHpOpPMAINK, BhIpaKEHHAS B ITOKA3aTENIIX KOMIIETEHTHOCTH, OCHAIEHHOCTH pecypcaMHd M MOTHBAIIHH
HapyIITUTEIS.

I'panuiia oreHKH yrpo3 0e3omacHOCTH HH(OpPMAIMK: COBOKYITHOCTh MH(OPMAIMOHHBIX PECYpPCOB U
KOMITOHEHTOB CHCTEM U CETEH, B IIpeeiax KOTOpoi obecreunBaercs 3amuTa nHpopMaiuu (0e301acHOCTh) B
COOTBETCTBUU C €IUHBIMHU IMPAaBHJIAMH M IMPOIECAYPAMH, a TaKKe KOHTPOIb 33 PEaM30BAHHBIMU MepaMu
3aIUTH HHpOpMaIuu (obecredeHuss 0e30IMacHOCTH ).

HNudopmanmoHHblie pecypcehl: HHPOpMAIHs, TaHHbIE, IPENCTaBlIeHHbIC B GopMe, MpeHa3HAYCHHON st
XpaHEeHH ¥ 00pabOTKH B CHCTEMAaX U CETAX.

KoMMoOHEeHT (CHUCTEMBI, CEeTH): MPOrpaMMHOE, MPOrPaMMHO-aNAapaTHOE MM TEXHUYECKOE CPEICTBO,
BXOJISIIIIEE B COCTAB CHCTEM U CETEH.

ObecneunBaroie CUCTEMbI: WH)XEHEPHBIE CHCTEMBbl, BKIIOYAOLINE CHCTEMbI AJICKTPOCHAOXKEHUS,
BEHTWJIILIMY, OXJIXICHHS, KOHAWIMOHUPOBAHMS, OXpaHbl M IpPYI'He HH)KEHEPHBIE CHCTEMbI, a TaKXKe
CpEICTBA, KaHAJIbl U CUCTEMBI, NIPEAHA3HAYCHHbIE ISl OKA3aHUS YCIYI CBSI3U, OPYTMX YCIYI M CEPBHCOB,
MIPENOCTABISAEMbIX CTOPOHHUMH OPraHU3aLUsIMH, OT KOTOPHIX 3aBUCHT ()YHKIIMOHUPOBAHHE CHCTEM U CETEH.

Ob6namarens WHGOPMANIMHU: JIUIIO, CAMOCTOATENBHO CO3/aBliee WH(GOPMAINIO MO0 TONydHBIIee Ha
OCHOBaHMHM 3aKOHAa WM JIOTOBOpa IMPaBO pas3pelarh WIA OrpaHHYMBaTh JOCTYN K WH(POPMAIUH,
onpenensieMon o KaKuM-THOO0 ITpH3HaKaM.

Ormeparop: IHI0, OCYIIECTBISIONIEE ASITEIBHOCTD 110 SKCILTyaTallui CUCTEM U CEeTel, B TOM YHCIIE 110
00paboTKe coeprKalieics B HUX HH()OPMAIHH.

OcHoBHbBIE (KpUTHYECKHE) Npolecchl (OM3HEC-NPOLECCHl): YIpPaBIeHYECKHE, OpPTaHU3allOHHEIE,
TEXHOJIOTHYECKUE, TPOM3BOACTBEHHBIE, (PMHAHCOBO-3KOHOMUYECKHE U MHBIE OCHOBHBIE MpoLecchl (Ou3Hec-
MIPOLIeCChl), BBINONHAEMBbIE oOONajzaTeneM HH(GOPMALMK, OIEPaTOPOM B paMKax peanu3auuu (QyHKIUHA
(OTHOMOUMIT) WM OCYIIECTBICHUS OCHOBHBIX BHUIOB AEITEIbHOCTH, HapylleHHWEe W (WJIM) MpeKpallieHue
KOTOPBIX MOXKET IPUBECTH K BOSHUKHOBEHHUIO PUCKOB (y11epOy).

Ilons30Barens: JIMIO0, KOTOPOMY pPa3pCliCHO BbIINOJIHATE HCEKOTOPBIC ,I[eflCTBHSI (onepaulm) 10
06pa60rr1<e I/IH(l)OpMaI_[I/II/I B CUCTCMC UJIU CCTU U UCHOJIB3YIOLICC PEIYIbTAThI €€ (I)YHKI_[I/IOHI/IPOBaHI/IH.

HOCTaBH_II/IK yciayr: J1nno, NpeaoCTaBIIAOMICC OIICPaTOPy U (I/IJ'II/I) 06J'Ia,£[aTeJ'IIO Ha OCHOBaHHUHU JOr0OBOpa
WJINW HWHOM 3aKOHHOM OCHOBAaHHMU YCIYId II0 HUCHOJb30BAHHWIO CBOUX BBIUYMCIUTCIBHBIX PECYpPCOB,
nporpaMMHOIo O660H€‘16HI/IH, CPCACTB XpaHCHUS WK IICpeaaIn I/IHq)OpMaI_II/II/I.



[IporpaMMHoO-anmapaTHOE CpEICTBO: YCTPOMCTBO, COCTOALIEE M3 allapaTHOrO OOecredeHus: u
(YHKIMOHHMPYIOIIEro Ha HEM NPOrpaMMHOTO OOecIieueHHs, ydacTByioliee B (opMHpOBaHHH, 00paboTKe,
nepenaye UK npuemMe HHPopMaIuu.

VYrpoza 6e30nacHOCTH HHPOPMAIMU: COBOKYITHOCTD YCIOBHH 1 (PaKTOPOB, CO3AAIOMINX TTOTEHIINATBHYIO
WJIM PEaIbHO CYIIECTBYIONIYIO OMTACHOCTh HAPYIICHUS 0€30IaCHOCTH WH(POPMAIIUH.

Va3BuMocTh: HEmOCTaToK (cnabocTh) MPOrpaMMHOIO (MPOrPaMMHO-TEXHHUYECKOT0) CpENCTBa WM
CHCTEMBI U CETH B IIEIOM, KOTOPBII(asl) MOXKET ObITh MCIOIb30BaH(a) IS pealn3aluy yrpo3 0e30macHOCTU
WH(pOPMAITHH.

[Tpunoxenue 2
K MeToaunke OllEHKU yrpo3
Oe3omacHocTH HHQOPMALIUU

PEKOMEHJALIUU
MO0 ®OPMHPOBAHHUIO DKCIMEPTHOI I'PYNIBI U TPOBEJEHUIO
SKCHEPTHOI OLIEHKH ITPU OLIEHKE YT'PO3 BE3OITACHOCTH NH®OPMALIMH

KauectBenHOEe (OpPMUpOBaHWE OKCIEPTHOM TPYIIBI CIIOCOOCTBYET CHIDKEHHIO CyOBhEKTHBHBIX
(hakTOpOB TIpH OIIEHKE yrpo3 Oe3ormacHoCTH HH(popMaImy. 3aHKeHne (0CcIallieHre) IKCIIePTaMu POTHO30B
W TIPEIONIOKEHUH TIPU OILIEHKE YIrpo3 MOXKET TIOBJIeYh HACTYIJICHUE HENPOTHO3UPYEMOro (HEOXKHJIaHHOTO)
yiepba B pe3yibTare WX peasid3allii. 3aBbIIICHHE SKCIIEPTaMU IMPOTHO30B U MPEANOIOKEHHN TpH
MOJIETUPOBAHUN YTPO3 0€30MacHOCTH MH(OPMAIMU MOKET TTOBJIEYb 3a cO0OI HeompaBIaHHBIE PACXOIbI HA
HeHTpanu3aIuio (OJIOKUPOBAHUE) YIPO3, SIBIISIOMNXCS HEaKTyaTbHBIMH.

HeszaBucumo ot pesynasrata (GOpMUpPOBaHHWSI DKCIEPTHOW TIPYINIBI MPU OLEHKE yrpo3 0e30MacHOCTH
WHGPOPMAITMH CYIIECTBYIOT CYOBEKTHBHBIC (AKTOPHI, CBSI3AHHBIC C TICUXOJIOTHEH MPUHATHS pelieHud. 310
TaKXe MOKET MPUBOIUTH KaK K 3aHIKEHUIO (OCIIa0ICHUIO), TaK M K 3aBBIMICHUIO (YCHIJICHHIO) DKCIIEPTaMH
MPOTHO30B H MPEANOIOKEHUN TIPU OIICHKE yrpo3 0e30MacHOCTH WH(POPMAIIMH, YTO B CBOIO OYepeab MOXKET
MPHUBECTH K MPOMYCKY OTAEIbHBIX yrpo3 0e30macHOCTH MH(OPMAIMN WM K HEONpPAaBJAaHHBIM 3aTparaM Ha
HEHTpaTN3aIfI0 HEAKTyalbHBIX YIPO3.

JIroboe pemienne, MPUHAMAEMOE SKCIIEPTAMU TIPH OI[eHKEe yrpo3 0e30macHOCTH HHPOPMAIIUH, JOIKHO
WCXOIUTh U3 TMPABHJI, IPU KOTOPHIX HAPYIIUTETHh HAXOAUTCS B HAMITYYIINX YCIOBUSX JUUTSl peai3aiiui yrpo3bl
Oe30rmacHOCTH (TPUHIIMTIA "TapaHTHPOBAHHOCTH ).

a) popmMupoBaHMe IKCIEPTHOI I'PYIIIbI

B cocraB skcmepTHOH Tpymmbl Ui OLEHKH Yrpo3 O0e30macHOCTH HMH(OPMAlMH PEKOMEHIyeTCs
BKJTFOYATh SKCIEPTOB (HE3aBUCUMO OT TOTO, PeaTu3yroTcs U (hyHKIHMA oOranaTerns HHPOpPMaInH, 3aKa3unKa
1 oTleparopa B paMKaxX OJHOM MIIM HECKOIBKUX OPTaHU3aIlNi) OT:

Topa3IeeH s 1o 3ammTe nHpopManuu (odecredeHuss THPOPMAIIMOHHON OE30ITaCHOCTH);
TIOZIpa3/IeieH s, OTBETCTBEHHOTO 3a I poByto Tpanchopmanmto (UT-cnenuanucTos);
TIOZIpa3/IeIeH s, OTBETCTBEHHOT'O 3a DKCILTyaTaIHIO CETeH CBS3H;

MIOZIpa3/IeIIeHHs], OTBETCTBEHHOT'O 32 SKCIUTYaTaIMI0 aBTOMaTU3UPOBAHHBIX CHCTEM YIIPaBIICHMUS;

nozipaszaeeHuii oonanaresnst HHPOPMaLUK WK OIepaTopa, OTBETCTBEHHOTO 32 BBHINIOJIHEHNE OCHOBHBIX
(KpUTHUYECKHX) MTPOLIECCOB (OU3HEC-TPOLIECCOB).

CocraB 3KCIIEpTOB 10 PEeLICHUI0 00JanaTens nHPOPMAIMH WIK OllepaTopa MOXKET ObITh JOIOJIHEH HIIH
YTOYHEH C y4eToM O0COOEHHOCTEH 00nacTH AeITelIbHOCTH, B KOTOPOH (DYHKIMOHUPYIOT CUCTEMBI U ceTu. B
YaCTHOCTH, JUISI OLIGHKM Yrpo3 0e30macHOCTH WH(OpMAalWHu, pean3alus KOTOPBIX MOXET IMPHBECTH K
(MHAHCOBBIM pHCKaM, PEKOMEHAYETCS IPUBJIEKaTh JOMOIHHUTENBFHO CIENUATMCTOB HSKOHOMHUYECKHX
(punaHCOBBIX) IOApa3neNeHnid obnanaTens nHPOPMALMH WK OIepaTopa.



Jlnst opraHu3auy paboThl SKCIIEPTHOM TPYIITBI PEKOMEHIYETCS ONMPEACIIATh CIICHAKICTA 110 3aIIUTe
nHpopmaru (odecredeHno HHPOPMAMOHHOH 0€30ITaCHOCTH), IMEIOIIEro CTaX paboT He MEHee Tpex JIeT U
NPAaKTHYCCKUI OMBIT OICHKM HWH()OPMAIMOHHBIX PHUCKOB. B 3KCHEpTHYIO Tpynmy Ui OLCHKH Yrpo3
Oe3onacHOCTH MH(MOPMAIUU PEKOMEHIYEeTCsl BKIIFOYATh CHEIUAIMCTOB, MMCIOLIMX OMBIT pabOThl HE MEHee
OJIHOTO TOa IO COOTBETCTBYIOLIEMY HAIPABICHHUIO JIEATEIFHOCTH, B KOTOPOM IIPOBOAUTCS OLCHKA YIrpo3
Oe3omacHOCTH HH(OPMALIUH.

OKcrepThl ODKHBI 007IafiaTh HE3aBHCHMOCTBIO, OCHOBaHHOW Ha OTCYTCTBHH KOMMEPUECKOrO H
(hMHAHCOBOTO MHTEPECA UIIH IPYTOro IABICHHsI, KOTOPOE MOMKET OKa3aTh BIUSHHUE HA IPUHUMAEMbIC PELICHUSI.
He pexomennyercs ¢opMupoBaTh SKCIEPTHYIO TPYIIITY U3 YUACTHUKOB, HAXOASIINXCS B IPSIMOM MOAYNHEHHUH,
TaK KaK 3TO MOXKET HEraTUBHBIM 00pa3oM TOBIHUSATH Ha pe3yabTaT ONpenelieHHsl yrpo3 Oe30MacHOCTH
WH(pOPMAITHH.

B cocraB 3kcriepTHON I'pyIIbl JOKHBI BXOAUTH HE MEHEE TPEX HKCIEPTOB.
0) npoBeieHUEe IKCTIEPTHON OLEHKH

[Ipu mpoBeneHNM SKCHEPTHOM OLIEHKM MPUHUMAIOTCS MEpbI, HalpaBieHHbIE HAa CHIDKEHHE YPOBHS
CyOBbEKTUBHOCTH M HEOTPEENICHHOCTH TIPY OIPEICIEHUH Kax 101 U3 yrpo3 6e30macHoCTH HH(OopMaIu.

OKCIIEPTHYIO OIEHKY PEKOMEHIYETCsl IPOBOIUTE B OTHOIIICHUH CIICAYIOMINX TTapaMeTPOB:
a) HETaTUBHOTO MOCIENCTBHSI OT peau3aiuu yrpo3 0e30macHOCTH HH(POPMAITIH;

0) 1enelt HapyIIMTENIeH M0 peaiu3alyy yrpo3 0e30nacHoCTH HHGOPMAIIHH;

B) CIICHApHs ISHCTBUI HAPYIIUTENIEH MPU peaau3aliy yrpo3 0e301acHOCTH HHPOPMALIUH.

OreHKy TIapaMeTpoB PEKOMEHIYETCSl MPOBOJUTH OMPOCHBIM METOJOM C COCTABJICHUEM AaHKETHI, B
KOTOpPOM YyKa3bIBalOTCS BOIPOCHI U BO3MOXKHBIE BapUAHTHl OTBETA B €IWHON MPHUHSITON IIKaje U3MEpPEHUM
("am3kui", "cpemauit”, "Boicokmit" nam "ma", "Her" wnM wHBIC MKaIbl). [IpU 3TOM BOMPOCH! TOMKHEI OBITH
YETKUMH M OJIHO3HAYHO TPAKTYEeMBIMH, IPEIIONAaraTh OMHO3HAYHBIC OTBETHI.

Omnpoc dKCIIepPTOB BKITIOYACT CISTYIONIHE ITAITbI:

KaXIbIi SKCIEPT MPOBOMT OIIEHKY OIICHUBAEMOT0 MapaMeTpa (PEeKOMEHYeTCs He MEHee IBYX PayHJIOB
OLIEHKH), Pe3yNIBTaThl KOTOPOil 3aHOCATCS B TaOIHILY;

II0CJIE€ OLCHKH KaXXIIbIM M3 3KCIICPTOB OT6paCBIBaIOTC${ MHUHHUMAaJIBbHBIC U MaKCUMaJIbHBIC 3HAYCHHU A,
ONpeACIACTCA CPEAHEC 3HAYCHUE OLICHUBACMOI'0 ITapaMETpa B KaXKIAOM PaAyHIC,;

OHpEACIIACTCA HTOIOBOC CPEAHEE 3HAYCHUEC OLICHNBACMOI'0 IapaMeTpa.

IIpumep TadIMUbI Pe3yIbTATOB OLIEHKH I1apaMeTPOB

OKCnepThl 3HaueHue OLEHUBAEMOI0 3HaueHue OLEHUBAEMOTO
mapamerpa (payHn 1) napamerpa (payHg 2)
Okcnepr 1
Okcnept 2
OkcnepT n

HTrorosoe 3HaueHne

[Ipunoxenne 3
K MeToauke OLlEeHKH YyIpo3



Oe3omacHocTH HH(OOPMALIUU

PEKOMEHIAYEMASA CTPYKTYPA
MOJIEJIM YT'PO3 BE3OITACHOCTHU UHOOPMAIINHN

YTBEPXKJIAIO

PyxoBonurens oprana
roCyJlapCTBEHHOU BIACTU
(opraHuzanuu) WM HHOE

YIIOJIHOMOYEHHOE JIULIO

" " 20_ T.

Mopnenb yrpo3 6e30MacHOCTH HHPOPMAIH

HAaWMEHOBAHUE CUCTEMBI U (W) CETH

1. O0mue moJioKeHus
Pazgen "OOmue monokeHust" COMEPIKUT:
Ha3Ha4YeHUE U 00JIacTh JACHCTBHUS JTOKYMEHTA;

HOPMAaTUBHBIC IIPABOBLIC AKTbl, METOANYCCKHUE JOKYMCHTBI, HAIWMOHAJIbHBIC CTaHaPThl, NCII0JIb3yEMBIC
JUTSI OIIEHKH yTpo3 6e30macHoCcT! nHpopMamu 1 pa3padoTKH MOIEITH yTPO3;

HaMEHOBaHKe o0anaTenst nH(GOpPMAITIH, 3aKa34rKa, OllepaTopa CHCTEM U CETel;

MoZIpa3/ieNicHus], JIOJDKHOCTHBIE JIMIlA, OTBETCTBEHHBIE 3a oOOecredeHue 3ailuThl HH(OpMAIUH
(6€30ITacHOCTH) CHCTEM H CETEH;

HAaMMCHOBaHHWE OpraHW3allM{, TPHUBICKAEMON JUIsI pa3pa0OTKU MOJAENH Yyrpo3 0e30MacHOCTH
nHpOpMaIiy (MIPH HATAYIHH ).

2. OnucaHue CHCTEM M ceTell M UX XapaKTePUCTHKA KAK 00beKTOB 3allUThI
Paznen "Omnmcanue cucTeM U ceTel M MX XapaKTepPUCTHKA KaK 0OBEKTOB 3alTUTHI" COMEPKUT:
HAaNMEHOBAHKE CHCTEM U CETeH, JJIsl KOTOPBIX pa3paboTaHa Mozielb yrpo3 6e30macHoCcTH HHopManuy;

KjlacC 3allMIIEHHOCTH, KaT€ropusa 3HAYMMOCTH CHUCTEM H cereﬁ, YPOBE€Hb 3alllMIICHHOCTHU
NEPCOHAJIBHBIX TAaHHBIX;

HOpMaTUBHbIE MpaBoBble akThl Poccuiickoii @denepanuy, B COOTBETCTBUM C KOTOPBIMH CO3JAIOTCS U
(nnn) pYHKIIMOHUPYIOT CUCTEMEI U CETH;

Ha3HaveHue, 3a1a49u ((PyHKIINN) CHCTEM U CeTel, cocTaB 0bpabaTsiBaeMoit HH(OpMAITIH U €€ TPaBOBOH
pexUM;

OCHOBHBIE TIporiecchl (OM3HEc-Tpoliecchl) obnmaaarens WHGOpPMaIHuU, oreparopa, Uil 00ecTIedeHHUs
KOTOPBIX CO3/1at0TCs ((PYHKIIMOHUPYIOT) CUCTEMBI U CETH;

COCTaB W apXUTEKTYPY CUCTEM U CETeH, B TOM YHCIie HHTeP(EHChl 1 B3aNMOCBSI3U KOMITOHEHTOB CHCTEM
M CeTei;

OIMUCAHUEC I'PYIIII BHCITHUX U BHYTPCHHUX IOJIb30BaTEICH CUCTEM U CGTCfI, ypOBHCfI HX IIOJTHOMOYMI U
TUIIOB AOCTYIIa (B COCTaB TI'pyIIl IOJIb30BaTeICH BKIIOYAIOTCS BCE IMMOJIB30BATCIIN, A KOTOPBIX Tp€6y€TCH
aBTOpU3alusa Npu JOCTYIIC K I/IH(i)OpMaLII/IOHHBIM pecypcaM, U MOJIb30BATCIIN, AJId KOTOPLIX HC Tpe6yeTcsI
aBTOpU3anuAa (HaanMep, MpeaoCTaBJICH JOCTYII K cafny 0e3 MMPOXOXKACHUA aBTOpI/I3aI_II/II/I);

OINMCaHMEC BHCIIHUX I/IHTCP(i)CfICOB n B3aHMOZLCI>’ICTBHﬁ CHCTEM U CETeH C MOIb30BaTEIIMHU (B TOM 4HCJIC
nmoCpeACTBOM MAIIWHHBIX HOCHUTEJICH I/IH(bOpMaLII/II/I, CpCACTB BBOJa-BbIBOJAQA, BC6-HpHJ’IO)¥(CHHﬁ), HWHBIMH



CHUCTEMaMH U CETSIMH, 00ECIIEUNBAIOIINMHE CHUCTEMaMHU, B TOM YHCIie ¢ ceThio "MHTepHeT";

uHpopManuio O  (GYHKIMOHMPOBAHMM CHUCTEM W cereil Ha 0Oaze  wuH(poOpManmoHHO-
TEIEKOMMYHHKAaLlMOHHON MH(PACTPYKTYpHI LEHTpa 0OpabOTKH JaHHBIX MM 00JIauHOW MH(PPACTPYKTYpPHI, O
MOJEMN TPEAOCTABIEHNUSA BBIYUCIUTENBHBIX YCIYL, O pACHOpENeIeHUH OTBETCTBEHHOCTH 3a 3allUTy
nHpOpMaIK MEeXIy obnagareneM HH(OPMAIUH, ONEPaTOPOM M MOCTABIIMKOM BBIYUCIUTENBHBIX YCIYT, 00
YCIIOBHUSIX HCHONB30BaHUsI MH()OPMALMOHHO-TEIEKOMMYHUKAIIMOHHON HHPPACTPYKTYpHI LIEHTpa 00paboTKu
JAHHBIX WK 00JIaYHON MHQPACTPYKTYPHI MOCTABIIMKA YCIYT (TIPH HATHYHH).

K monenu yrpos 6e3omacHocT HHGOPMALIUK MOTYT MIPHUIIATaThCsl CXeMbI U PUCYHKH, WILTIOCTPHPYIOIINE
COCTaB U apXHUTEKTYpy CUCTEM U ceTell, nHTep( eiichkl B3aUMOICHCTBUSI KOMITIOHEHTOB CUCTEMBI U CETH, TPYTIITHI
I0JIB30BATENEN, a TAKIKE APYTUE NOACHSIOINE MATEPUAIIBI.

3. Bo3MoskHbIe HeraTHBHBIE NMOCIEICTBHA OT peaau3anuy (BO3HUKHOBEHUS) YIPO3 0€30I1aCHOCTH
uHGopmanun

Paznen "Bo3MoXHBIE HEraTHBHBIE TIOCIIEACTBUS OT peain3auy (BOSHUKHOBEHHS) YyTpo3 0e30MacHOCTH
nHpOpMaIH" COACPIKUT:

OIKMCaHNE BUJIOB PUCKOB (YIIEpOOR), aKTyaJbHBIX Ui 00JaaaTess nH(opMaIiuy, ornepaTopa, KOTopbie
MOTr'yT HACTYIIUTH OT HAPYIICHUS WJIN ITPEKPAICHHUA OCHOBHBIX ITPOIIECCOB;

ONMCaHWE HETaTUBHBIX TOCIEICTBHI, HACTYIUIGHHE KOTOPbIX B pe3yiabraTe pealn3aluu
(BO3HMKHOBEHHSI) yrpo3 0e30MmacHOCTH WH(OPMAIH MOKET TIPUBECTH K BOSHUKHOBEHHUIO PUCKOB (ymiepoa).

4. Bo3amoxHbIe 00beKTHI BO31€eiicTBUS Yrpo3 0e30MacHOCTH HHpOpMAIUH
Paznen "Bo3MoxHBIE 00BEKTHI BO3JEHCTBUS Yrpo3 6e30macHOoCTH HHpOopMauu'" CoNepIKUT:

HAMMEHOBaHU ¥ Ha3HAYCHHE KOMIIOHEHTOB CHCTEM U CETeH, KOTOphIe HEIOCPEICTBEHHO YIACTBYIOT B
00paboTKe W XpaHEHUH 3alIUIIaeMOi HHPOPMAIIUH, T 00eCIIEYMBAIOT PEaTM3AINI0 OCHOBHBIX IPOIECCOB
oOnamarenss HHPOPMAITIH, OIlepaTopa;

ONMCaHHUE BUJIOB BO3ACUCTBHS Ha KOMIIOHEHTHI CHCTEM U ceTeﬁ, pCam3anusa KOTOPBIX HAPYIIUTEIEM
MOXET IMMPUBECTU K HCTATUBHBIM ITOCJICACTBUAM.

K momenu yrpo3 Ge3omacHOCTH HH(POPMAITUK MOXKET HPUJIaraTbCcs cxeMa ¢ 0TOOpakeHHeM O0BEKTOB
BO3JICHCTBUS ¥ X HA3HAYCHUS B COCTABE apXUTEKTYPhI CUCTEM H CETEH.

5. AcTounuku yrpo3 6e3onacHoctu nHgpopMauuu
Paznmen "Ucrounnku yrpo3 6e3omacHocTH HH(DOpMAIH'" CONEPIKHUT:

XapaKTepUCTUKy HApYyIIUTENeH, KOTOphIe MOTYT SIBIATHCS HMCTOYHHKAMH YTpo3 Oe30IacHOCTH
rH(OpMAIIH, ¥ BO3MOXKHBIC TIeTTH peaTn3alliil UMU YyIpo3 0e30MacHOCTH HHPOPMAITUH;

KaTeropuu aKTyaJbHBIX HapyIIUTeNell, KOTOPbIe MOTYT SIBISTHCS HCTOYHUKAMH yrpo3 Oe30macHOCTH
nHpopMaImm;

ONHCaHUE BO3MOXKHOCTEH HapyH.IPITeJ'IefI 10 pcajin3dalliu UMH YIrpo3 Oe30macHOCTH MNPUMCEHHUTCIIBHO K
Ha3HA4YCHUIO, COCTABY U apXUTCKTYPC CUCTCM U CeTeH.

K momenn yrpo3 Oe3omacHOocTH HMH(OpMAMU MOTYT IPHIIAratbCsi PUCYHKH, WILIIOCTPHUPYIOIINE
BO3MOXXHOCTH HapyLIUTENEH, U APYTrHe MOSACHSIOMNE MaTepHalbl.

6. Crioco0b1 peasimzanuy (BOSHHKHOBEHHsI) Yrpo3 0e30nacHOCTH HHpopManuu
Paznen "CnocoOsl peanu3zanny (BOSHUKHOBEHUS) yrpo3 6€301acHOCTH WH(POpPMAIH'" BKIIIOUAET:

onucaHue crnoco0oB peaan3aluy (BOSHUKHOBEHHS) yrpo3 0e30nacHOCTH HH(OpMaLnu, KOTOPhIE MOTYT
OBITH NCTIONB30BaHbI HAPYIIUTENSIMH Pa3HBIX BUAOB U KaTErOpHii;

orvcaHne WHTepPEicOoB OOBEKTOB BO3JEHCTBHS, JOCTYIHBIX MJIsi WCIOIB30BAHUS HAPYIIUTEISIMU
CHoCO0O0B pean3auu yrpo3 0e30macHOCTH HH(pOpMaIuu.



K mopemn yrpos 0e30IMacHOCTH I/IH(I)OpMaLII/II/I MOXCT IpujiaratbCd Cxema C 0T06pa)K€HI/IGM THUIIOB
JJIOTUYCCKUX, ¢)H3I/I‘JGCKI/IX I/IHTCp(bCI\/'ICOB 00BEKTOB BOBHeﬁCTBHﬂ, B TOM 4YHUCIIC Tpe6y}01111/1x (1)I/I3I/I‘IGCKOF0
AO0CTyIla K HUM, a TaKKE€ COOTBCTCTBYIOIIIUEC UM CITIOCOOBI pcair3anu yrpo3 0e30macHOCTH I/IH(bOpMaHI/II/I.

7. AKTyaJIbHBIE YTPO3bl Oe30macHOCTH HHGOPManNU
Paznen "AxkryanbHble yrpo3sl 6€30MacHOCTH WH(GOPMAIMH'" BKIIOUAET:

MepEeUYCHbh BO3MOXHBIX (BEPOSTHBIX) Yrpo3 0€30MacHOCTH HWHGOPMAIMHU YIS COOTBETCTBYHOLIUX
CIOCO0OOB MX pealu3allii U YPOBHEH BO3MOXHOCTEH HapyIIUTENCH;

OIMCaHUE BO3MOXKHBIX CLICHAPHEB peaIU3alliy Yrpo3 6e30macHocTH nH(opMarmy;
BBIBO/IBI 00 aKTyaTbHOCTH Yrpo3 0e30MacHOCTH HHPOPMAIIHH.

K mMozenu yrpo3 0e3onacHOCTH HH(OpMAIMK MOXKET MPHJIAraThCs cXeMa ¢ OTOOpakeHHEM CIICHApHUEB
peanu3aiyu yrpo3 6e30nacHoCTH HH(OpMAaIHy.

[Ipunoxenne 4
K MeTroauke OLleHKH Yyrpo3
Oe3omacHocTH HHQOpPMALIUU

BUJIBI
PHCKOB (YILIEPBA) 1 TUTIOBBIE HETATUBHBIE MTOCJIEJACTBUS
OT PEAJIM3ALINA YT'PO3 BE3OITACHOCTU UH®OPMALINN

Ta6nmura 4.1

Bunp! pucka (ymep6a) Bo3MokHBIE THTIOBBIE HETAaTUBHBIE TTOCIEACTBHUS

vi VYiep6 drzuueckomy JHILy Yrpo3a KU3HHU WITH 370POBBIO.

YHIKEHHE TOCTONHCTBA JTUYHOCTH.

Hapymenne cBo00abI, THYHON HEMPUKOCHOBEHHOCTH.

Hapymenue HenpUKOCHOBEHHOCTH YaCTHOM JKHU3HU.

Hapymenue nuyHO#, ceMelHOM TailHBI, yTpaTa 4ecTd U
JI0OpOro UMEHH.

Hapymenue TallHbI MepEenucKH, Tened OHHBIX
IIEPEroBOPOB, UHBIX COOOILEHUH.

Hapymenune wuHBIX 1paB u cBOOON TIpakJaHMHA,
3akpemieHHbIXx B Koncrutyuuu Poccuiickoit @enepauuu u
(hemepabHBIX 3aKOHAX.

DUHAHCOBBIN, MHOW MaTepUATBHBIN yIepd GU3nIecKoMy
JILLY.

Hapymenue KOH(pHIEHITHATEHOCTH (yTeuxa)
NEPCOHANIBHBIX JAHHBIX.

"Tpasns" rpaxaanuna B cetu "MHTepHeT".

Pasrnamenune nepcoHanbHbBIX JaHHBIX TPaKAaH

y2 Pucku ropunndeckoMy JHILY, Hapymenue 3akonogarensctBa Poccuiickoit @enepanuu.
HWHAWBUAYaJIbHOMY [loreps (xuiIeHne) JeHEKHBIX CPEICTB.
NPEANPUHUMATENIO, CBA3aHHBIE C Henonony4enne OXKHIaeMOon (Iporuo3upyemoit)

XO3SIMCTBEHHOM JEATEIbHOCTHIO | TPUOBLIH.
Heo0xonquMocTh AOMONMHUTENBHBIX (HE3arIaHUPOBAaHHBIX)
3aTpaT Ha BBIIUIATHI ITPa(OB (HEYCTOCK) MJIM KOMIICHCALIUH.
Heo0xoquMocTh 7ONOIHUTENBHBIX (HE3arIaHUPOBAaHHbIX )
3aTpaT Ha 3aKyIKy TOBapoOB, padOT WM yCIyr (B TOM YHCIIE
3aKyIKa IpOorpaMMHOro 00ecreyeHus, TEeXHUUECKUX CPECTB,
BBIIIEAIINX U3 CTPOsI, 3aMEHa, HACTPOHKA, PEMOHT YKa3aHHBIX
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CpENCTB).

Hapymienne 1mTatHOro pexuMa  (QyHKITHOHHPOBAHHUS
ABTOMATH3UPOBAHHON CHCTEMBI YIIPABICHHUS U YIIPABIAEMOTO
00BbEKTa W/WH Mporiecca.

CpBIB 3aIJIAaHUPOBAHHON CICITKH C TAPTHEPOM.

Heo6xoauMoCTh AOMONMHUTEIBHBIX (HE3arIaHUPOBAHHBIX )
3aTpaT Ha BOCCTAHOBJICHUE IEITEIbHOCTH.

[ponomxenune Tadmuus! 4.1

Bunp! pucka (ymep6a) Bo3MoXHBIE TUIIOBBIE HEMAaTUBHBIE MTOCIIEACTBUS

HOTCpH KIIMCHTOB, ITOCTaBIIMKOB.

[Norepst KOHKYPEHTHOTO MPEUMYIIIECTRA.

HeB0o3MOKHOCTB 3aKIIIO4EHUS JOTOBOPOB, COITIAILIEHU.

Hapymenue nenoBoi penyranuu.

CHIXEHUE TIPEeCTIKA.

Juckpenuranus paOOTHUKOB.

Yr1para noBepusi.

[IprarHeHne MyIIECTBEHHOTO yiepoa.

HecrocoOGHOCTE BBITOMTHEHNS TOTOBOPHBIX 00513aTEIHCTB.

HeB0o3MOXHOCTD peleHns 3a1a4 (peaan3andi QyHKINN)
WK CHIKeHUE 3(h(PeKTHBHOCTH penieHus 3a1ad (peaau3aun
(dhyHKIHI).

HeoOxoaumocTs n3MeHeHns (epecTpoeHms) BHYTPEHHUX
mpomenyp JUid JIOCTHXKEHHA Ieled, pemeHus 3ajad
(peanmuzaruy GyHKITH ).

IIpunsiTHE HEMPABUWIBHBIX PEIICHUH.

IIpocToii nHOOPMAITMOHHON CHCTEMBI HIIA CETH.

[lyOnukanus HEAOCTOBEpHONW HH(POpPMAlMd Ha BeO-
pecypcax opraHd3alnu.

Hcnonp3oBanne BeO-pecypcoB Ui PaclpoOCTpaHEHUs M
yIIpaBJeHUs BPEJOHOCHBIM TPOTPaMMHBIM 00€CIIEdeHUEM.

Paccrimka nH()OPMATTMOHHBIX COOOIICHMIA c
HCIIOIH30BAaHUEM BBIYUCIIHATEBHBIX MOIITHOCTEN ormeparopa u
(wm) oT ero MMeHM.

Yr1euka KOH(HUICHITHATHHOM nH(OpMaIn
(xoMMepUecKoil TalHBI, CEKPETOB MPOU3BOICTBA (HOY-Xay) U
Ap.)

VYepo rOCYIapCTBY B [IpuanHenue ymep0a XU3HU U 30POBBIO JTFOIEH.
obnmactu obecriedeHusi 00OPOHBI [Ipekpamenne win HapylieHHE (DyHKIIHOHUPOBAHHS

CTpaHHI, 0e30I1aCHOCTH | 00BEKTOB 00€CIIeYEeHMS KU3HENEATEIbHOCTH HACEIEHMS.

TOCyJapCcTBa M MPaBOIOPSIKA, a [Ipekpamenne WM HapynieHue (YHKIIHOHHUPOBAHUSI

TaKKe B COIMAITLHOM, | 00BEKTOB TPAHCIOPTHON HHPACTPYKTYPHI.

DKOHOMMYECKOM, ITOTUTHYECKOM, [Ipekpamienne wWiM HapynieHue (YHKIIMOHUPOBAHUS

DKOJIOTHYECKOI chepax | TOCYIapCTBEHHOTO  OpraHa B YacTH  HEBBITIOJHCHHUS

IEeATENbHOCTH BO3JIOKCHHOHN HA HETO PYHKIMHU (TIOTHOMOYHS).
[pekpatenre uin HapyiieHne QyHKIMOHUPOBAHUS CETU

CBSI3U.

OTtcyTCcTBHE TOCTYIA K TOCYIapCTBEHHON YCIIyTE.

Hapymenue  ycnoBuii — MeXIyHapOIHOIO  JIOrOBOpa
Poccuiickoli ~ @epepauuu, CpbIB  [EPErOBOPOB  HIIU
MOANMCAHNS IJIAHUPYEMOT'O K 3aKITFOUEHHUIO MEKIYHAPOIHOTO
norosopa Poccutickoit ®enepanuu.

[Tponomxenue Tadmums! 4. 1

Bunp! pucka (ymep6a) Bo3MokHBIE TUTIOBBIE HETATUBHBIE TOCIEICTBUSA




CHMXeHHe ypOoBHS J0X0/a TOCYJapCTBEHHOM KOpITOpaIuy,
TOCYIapCTBEHHOM  OpTraHM3allid WM  OpraHu3alud ¢
TOCYapCTBEHHBIM YYaCTHEM.

BosnukHoBenue  ymepba  Oromxkeram  Poccuiickoit
Denepanuu.

[Ipexpaiienre UaM HapylIeHHE MPOBEAEHUS KIMEHTaMH
ornepanuii Mo OaHKOBCKMM cueraM M (MJM) 0e3 OTKPBITHS
0aHKOBCKOTO CU€Ta WJIM Olepaluii B CUCTEMHO 3HAaYUMON
KpPeIUTHON OpraHU3allii, OIEpPaToOpoOM YCIYr IUIaTeXHOU
UHPPACTPYKTYPHl CUCTEMHO W (WJIM) COLMAJBbHO 3HAYUMBIX
TUTATEXHBIX CUCTEM, CHCTEMHO 3HAUMMOH HH(PPacTPyKTypHOH
opranuszanueii ruHaAHCOBOTO PHIHKA.

BpenHbie BO3IENCTBUA Ha OKPYKAIOLLYIO CpEAY.

[Ipekpamienne wnM HapynieHue (QYHKIHOHHUPOBAHHUS
MyHKTa yIpaBieHus (CUTyallnOHHOTO [IEHTPa).

CHmKeHre ToKas3aTeneil ToCyIapCTBEHHOI0 O0OpPOHHOIO
3aKasa.

[Ipekpamienne wnu HapynieHue (QYHKIHOHHUPOBAHHUS
WHPOPMAIIMOHHOW CHUCTEMBI B OONacTH  oOecredeHus
O0OpOHBI  CTpaHbI,  OE30MaCHOCTH  TOCYJapCTBA |
MIPaBONOPSIIKA.

Hapymenue 3akonoparensctBa Poccuiickoit @enepanuu.

IIyOnukanust HETOCTOBEPHOM  COIMANBHO — 3HAYNMOM
uHpOpMaIMK Ha BeO-pecypcax, KOTopas MOXKET MPUBECTH K
COHHaHBHOﬁ HaIpsXKEHHOCTH, ITAHUKE CPEIU HACCIICHUA U AP.

Hapymenue 1ratrHoro pexuMa (QyHKIMOHUPOBAHUS
aBTOMaTHSHpOBaHHOﬁ CHUCTEMBI YIIPaBJICHUA U YIIPABJIAEMOI'O
00BeKTa W/MJM TpoIiecca, eCIIU 3TO BEJET K BBIBOAY U3 CTPOS
TEXHOJIOTHYECKUX 00bEKTOB, UX KOMIIOHEHTOB.

Hapymenue 00111€CTBEHHOT'O [IPaBONOPSIKA,
BO3MOXHOCTb TIOTEPU MJIM CHUXKEHMsI YPOBHS KOHTpPOJS 3a
00ILIECTBEHHBIM IIPABOIIOPSIIKOM.

Hapymienue Bei6opHOro nporecca.

OtcyTcTBHE BO3MOKHOCTH OIIEPATHBHOIO OIOBELICHUS
HACEJICHUS O YPE3BbIYAHON CUTYyallUH.

Opranu3zanusi TIKeTOB, 3a0aCTOBOK, MAUTHHTOB M APYTHX

AKIIUH.

MaccoBble YBOJIBHEHUS.

YBenuueHue KOJIMYeCTBa XKajoo B OpTaHsbl
TrOCYJapCTBEHHOM  BJACTM  WIM  OpraHbl  MECTHOTO
CaMOyIIpaBJICHUS.

[losiBneHNe HEraTUBHBIX MTyOIMKALUH B OOIIEIOCTYIHBIX
HCTOYHMKAX.

[Tponomxenne Tadmums! 4. 1
Bunp! pucka (ymep0a) Bo3Mo)xHBIE TUITOBBIE HEraTUBHBIE TIOCIIEACTBUS

Co3manye NpennochIOK K BHYTPHIIOIUTHYECKOMY
KPH3HCY.

Oxonuanue Tadmmsl 4.1

Bunp! pucka (ymep6a) Bo3MokHBIE TUTIOBBIE HErATUBHBIE TOCIEICTBUSA

JocTyn K epCoHaIbHBIM JaHHBIM COTPYAHHKOB OPraHOB
TOCYJIapCTBEHHOH BJIACTH, YIONHOMOYEHHBIX B O0JNacTH
oOecrieueHnst 0OOpPOHBI, OE30HAaCHOCTH M IPAaBOMNOPSIKA,
BBICIIMX JODKHOCTHBIX JIMI[ TOCYAapCTBEHHBIX OPraHOB M




JIPYTUX JIUI] TOCYNapCTBEHHBIX OPTaHOB.
Hoctynm k cucremMaM U CeTAM C LEIbI0 HE3aKOHHOTO
MCIIOJIb30BAaHUS BBIUMCIIUTENBHBIX MOLTHOCTEH.
Hcnons3zoBanne BeO-pecypcoB rocyJapCTBEHHBIX OPraHOB
JUIS  pacHpoCTpaHEHHs M  YIpaBIEHUS BPEAOHOCHBIM
IPOrpaMMHBIM 00eCTICUEHUEM.
YTeuka nHGOPMALMH OTPAHUYEHHOTO TOCTYIIA.
Henpenocrapnenue rocyiapcTBEHHBIX YCIYT

VKka3aHHBIC THUIIOBbIE HETaTHBHBIC MOCIEACTBUSA OT peajM3allld yrpo3 0e30MacHOCTH HH(OPMAITUH
MOoAIC)KAT KOHKPETU3allu U MOT'YT OOIMOIHATHCA APYTMMHU HETaTUBHBIMU IMOCICACTBUAMU B 3aBUCUMOCTH OT
0COOCHHOCTEH 00JIACTH CATEILHOCTH, B KOTOPOU (DYHKIIMOHHPYET CHUCTEMA U CETh.

IIpunoxenue 5
K MeToaunke OllEHKU yrpo3
6e3omacHocTH MHQOpMALIUU

ITPUMEPBI
OIIPEJEJIEHHS OFBEKTOB BO3JIEVMCTBHS U BUJTOB BO3JIEHCTBHS HA HUX

Tabmuma 5.1
Herarusheie OOBeKTsl BO3NEHCTBHS Bupns! Bo3aelicTBus
TIOCIIEACTBUS
Pasrnamienue baza panHBIX wWHpOPMAIMOHHOM | Y Teuka UIACHTU(UKAITMOHHOM
MIEPCOHABHBIX TAHHBIX | CHCTEMBI, conepxaras | FHpopManuy rpaxaad u3 0a3sl JTaHHBIX
rpaxman (Y1) AIECHTU(GUKAITMOHHYTO
HHQOPMAITHIO TPaXKIaH
VYnajneHHOE aBTOMATU3WPOBAHHOE | Y TeuKa HUICHTH(UKAITTOHHOM
pabouce MECTO (APM) |uadopmarun = rpaxkgan ¢ APM

TI0JIB30BATCIIA ITOJIB30BATCIIA

Jluaus cBs3m Mexmy cepBepoM |llepexBar wmHpOpManuu, comepxarieit
OCHOBHOTO TIIeHTpa 00paboTku | MAEHTH(PUKAIWOHHYI0O  WH(OpPMAITIIO
MAHHBIX W CEPBEPOM PE3EPBHOTO | TPAXK/JaH, IepenaBaeMod IO JIHHUAM

eHTpa 00paboTKK JaHHBIX CBSI3U
Be6-npunoxxenue HecankunoHupoBaHHBI ~ AOCTYyNl K
rH(}OpMaIMOHHON CUCTEMBI, | HIeHTH(PUKATIMOHHOMN nH(pOpMaIn
oOpabarpIBatorei TpaXIaH, coaepkamielics B  BeO-
UACHTH(PHUKANOHHYIO PUIIOKEHU U nHGOPMALIMOHHON
HUH(OPMALHIO IPaXIaH CHCTEMBI
XullleHne JIeHEeKHbIX | baHK-KIueHT HecanknuonupoBannas MOAMEHA
CpencTB  co  cyera JaHHBIX, COHEPKAIIMXCS B PEKBU3UTAX
opranuzanuu (Y2) TUIATEXHOTO NOPYYEHUS
APM ¢unancoBoro aupexropa HecanknuonupoBannas Monugukanus
nHpOpMaIn B TUTATEXHBIX
pacropsHKEeHHAX U OTIpaBKa

HEAOCTOBCPHLIX pacnomeeHI/Iﬁ oT
HUMCHHA (I)I/IHaHCOBOFO AUPCKTOpa

OJNEeKTPOHHBIM TOYTOBBIA  AMMK | MoanduKkams nHpOpMaLH B
(hMHAHCOBOTO AUPEKTOPA TJIATEKHBIX PACIOPSKEHUSIX M OTIIPaBKa




HEJOCTOBEPHBIX  PACIOPSDKEHHM  OT
UMEHH (PMHAHCOBOT'O JTUPEKTOpa
APM rnaBHOrO OyXrayirepa ITommena JIAHHEIX, cofiep KaImx

PEKBU3UTHI IIATEKHBIX TMOPYYEHUH H
Jpyroil TUIaTeXHOH WHQOpManmuu Ha
APM rnaBHoro Oyxranrepa

OxoHuanue TadmMIel 5.1

Heratusnabie OOBEKTHI BO3IENCTBUA Bunsl Bo3geicTBUs
MOCJIEICTBUSA
CpriB APM pykoBoauTess opranusaiuu | Monudukanus uH(pOpMaLIUN u
3arIaHUPOBAHHOMN OTIIpaBKa  3JIEKTPOHHBIX IHCEM C
CHCJIKUA C MapTHEPOM HEJIOCTOBEPHOW  WHGpoOpManued  Or

Y2) VMEHU PYKOBOAMTENS OpraHU3alHuu
OJIEKTPOHHBIN MOYTOBBIA  SIIKK | Momudukaius uHpopMaIuu u
PYKOBOIUTEISI OpTaHU3aIlnN OTIIPaBKa  DJIGKTPOHHBIX IHCEM C
HEJAOCTOBEpHON  wmHboOpMaIeir  or

MMEHU PYKOBOIMTENS OpraHU3aINH
3arps3HeHus Kommyranmonueii  koHTpoiwiep | HecankumonupoBanHass Momudukarms
OKpYXKaloIle Cpeibl U | yIpaBICHUS aBapUUHBIMHK | (MA3MEHEHHME) JIOTUKA  PadOoThl WM
BOIOEMOB B pe3y/IbTaTe | 3a/IBUKKaMH B He(hTEIPOBO/IE YCTaBOK KOMMYTAIIHOHHOTO
paznuBa HepTH W3 KOHTpOJUIepa, KOTOpas NPHUBOAMT K
Hedrenporona (Y3) OTKpBITHI0O (WM HE  3aKpPBITHIO)

aBapuitHOM 3aJIBMXKKW TPU HApYUIEHUH
TepPMETUYHOCTH He(TerpoBoIa

IIporpammupyeMbiii  JIOTHYECKUI

HecankumonupoBanHass Monmu(ukarus

KOHTPOJLIIEP (TJIK) JUIs | (M3MEHEHHME) JIOTMKM  padoThl  MJIH
YIPABJICHUS HacocHbeIMH | ycTaBok IIJIK, xoropas mnpuBOomuT K
CTaHITASMH BKJIFOUCHUIO (WM HE OTKITIOUEHUIO)
HACOCHOM CTaHUMM TIPH  3aKpbITOU
aBapUIHON 3aJBIKKE B HEPTEIIPOBOIES
APM omneparopa HecanknuonupoBaHHast OTIIpaBKa
KOMaH/I, TIPUBOAIIAS K
HecpaOaThIBAaHUIO CPEACTB aBapUiHON
3aIUTHl U (MIH) K U3MEHEHHUIO JIOTHKH
TJIK
Henpenocraenenne Be6-npunoxxenue moptana | OTkas B OOCIy)XUBaHWUM  BeO-
TOCYIapCTBEHHBIX TOCYNapCTBEHHBIX yCIyT TIPHIIOKEHUS
yeayr (Y3)
Cucrema ynpasienus | [loqmena wHpOpManuu Ha CTpaHUIAX
COMIEP)KVIMBIM  BEO-TIPHIIOKEHHUS | TIOpTajia Ha HEOCTOBEPHYTO
(catiTa) ropTasna

rOCYJapCTBEHHBIX YCIyT

CepBep OamancupoBku Harpy3kd |OTkaz3 B~ oOCIyxWBaHWHM  BeO-
Ha  BeO-mpmwiokeHWe  (CaifT) | MPHIIOXKEHUS

MopTaja rocyJapCcTBEHHBIX YCIYT

CepBep BeO-npuiiokeHus (caiita) | OTkas B 00CITy’)KUBAaHUHU BeO-
[opTaja rocyJapCTBEHHBIX YCIYT | IPUIIOKEHUS

CepBep ©0a3 panHbix mnoprana|OTka3 B OOCIYXHBAaHHUM CepBepa

TOCYapCTBEHHBIX yCIyT

YIIpaBJICHU A bazamu JaHHBIX




[Nonmena uadopMmaruu B 6a3ax JaHHBIX
Ha HEZJOCTOBEPHYIO

Vreuka MEePCOHAIBHBIX JaHHBIX
TpaKJIaH
[Ipunoxenue 6
K MeToaunke OlleHKU yrpo3
0e3omacHocTH HHQOPMALIUU
BO3MOJKHBIE HEJHN
PEAJIMZALUU YT'PO3 BESOITACHOCTHU HH®OPMALMU HAPYIIUTEJISAMUA
Tabmumna 6.1
N Bune! HapymmTens Kareropuu Bo3moxHBIe Lenu peanu3anuu yrpo3
BHJIA HapyLIUTENs 6e3onmacHOCTH WHPOPMALIUN
1 |Cneuuanbubie  ciayxObl | Bremnuii |HaHecenue yiep0a rocymapcTBy B 00jiacTu

WHOCTPAHHBIX TOCYIapCTB oOecrieueHrst  OOOpPOHBI,  0OE30MACHOCTH U
MpaBOMNOPS/IKA, a TaKXKe B HHBIX OTAEIHHBIX
0o0NacTsIX ero JesITeIbHOCTH WM CEeKTOpax
9KOHOMMKH, B TOM YHCJIE JUCKpEIUTALUs HIH
Jecrabuiau3alus — JeATeNbHOCTH  OTHENbHBIX
OpraHoOB IrOCYJJapCTBEHHON BIACTH, OpraHU3aIii,
NOJy4Y€HHE KOHKYPEHTHBIX IIPEeMMYIIECTB Ha
YPOBHE  TIOCYHAapCcTBa, CpPbIB  3aK/IIOYEHUS
MEXAYHAPOAHBIX JIOTOBOPOB, co3aHue
BHYTPUIIOIUTUYIECKOTO KpU3UCa

2 | Teppopucruueckue, Buemmmit | CoBepiieHne TEppPOPUCTUIECKHX aKTOB, yrpo3a

IKCTPEMUCTCKHE JKU3HU IPakJaH.

TPYTIITAPOBKH Hanecenme ymepba  ormenpHBIM  cdepam
JOEATEIPHOCTH WM CEKTOpaM  SKOHOMMKH
roCcyapcTBa.

JlecTrabuaunzarus oOIIecTra.
Hecrabunuzanys JeATENbHOCTH OpraHoB
rOCyJapCTBEHHOM BJIACTH, OpraHU3aLHi

3 |IlpectynHsie rpynnel |  Buemnuit | Ilonyuenue (hrHAHCOBOI 5017t WHOHI

(KpUMHHAJIBHBIE MaTepuanbHON BBITOIBI.

CTPYKTYPBbI) Kenanue camopeanuzauuu  (TIOOTBEPKACHHUE
cTaryca)

4 |OtnenbHble ¢usnyeckue| Buemnuit | Ilomydyenue (hrHAHCOBOI W UHOUI
nna (xakepbl) MaTepuanbHON BBITOIBI.
JIroOOMBITCTBO MM YKETaHHE CaMOpeaIn3aluu
(monTBepKAEHUE CTaTyCa)
5 | Koukypupytomue Buemmnwuii | [lonmyuyeHne KOHKYpEHTHBIX TPEUMYIIECTB.

OpraHu3anuu [lomyuenne (uHaHCOBOM WU WHOU

MaTepuanbHON BBITOIBI
6 | Pazpaborunku Buyrpennunii | BHenpenue gonoNMHUTENBHBIX (QYHKIHMOHAIBHBIX

MPOrpaMMHBIX, BO3MOXHOCTEH B MIpOrpaMMHBbIE WIn

MPOrpaMMHO- nporpaMMHO-aIlliapaTHble CpeicTBa Ha JTale

anmapaTHBIX CPEICTB pa3paloTKH.




HOJ'Iy‘-ICHI/IC KOHKYPCHTHBIX MPEUMYIICCTB.

ITonyuenue (buHaHCOBOM 1581051 MHOHU
MaTEpUAILHON BBITOJIBI.
HemnpennamepenHsie, HEOCTOPOXKHBIE WU

HCKBaJ’II/I(bI/IHI/IpOBaHHI)Ie JICUCTBUS

OxoHuanue Tadmmuel 6.1

N Bune! Hapymmrens Kareropun Bo3MoxxHBIE 1IENN peanu3annuy yrpo3
BHJIA HapyIIUTEN] 0e3omacHocTy HHOOPMALIUH
7 |JIuma, obecneunmBatomme| Buemnunii | [lomydenue (uHaHCOBOM WU MHOHU
IIOCTaBKy MPOrPaMMHBIX, MaTepHabHOUN BBITO/IBI.
IPOrpaMMHO- Henpennamepennsie, HEOCTOPOXHBIE WM
anmapaTHBIX CpPEZICTB, HEKBaJTM(PUIIUPOBAHHBIC ICHCTBUSI.
00ecIeunBaIOIIUX CHCTEM [TomyuyeHre KOHKYPEHTHBIX TPEUMYIIIECTB
8 |IlocraBuimku Buyrpennuit | Ilonydyenue (uHaHCOBOM 1581051 MHOHN
BBIYMCIUTEIBHBIX  YCIYT, MaTepHaIbHOKN BBITO/IBI.
YCIIYT CBSI3U Henpennamepennsie, HEOCTOPOXHBIE WM
HEKBaITU(UIIMPOBAHHBIC JICHCTBUSI.
[Tomy4yenre KOHKYPEHTHBIX TPEUMYIIIECTB
9  |JIuma, npusnekaembie st | Buyrpennwuii |llomydenue (duHaHCOBOM 1581051 WHOHI
YCTAHOBKH, HACTpPOMKH, MaTepuaibHON BBITOJIBI.
HUCTBITAaHUH, Henpennamepennsie, HEOCTOPOXKHBIC 158)071
ITyCKOHAJIAJJOYHBIX 51 HEKBaJIN(UIMPOBAHHBIE ACHCTBHS.
MHBIX BUJOB paboT ITomyuenre KOHKYpPEHTHBIX IIPEUMYIIECTB
10 |Jluma, obOecmeumBaromue| Bryrpennuii |llomyuenue (hHHAHCOBOI WITH WHOM
(YHKIIMOHMPOBaHUE MaTEepPUAIBHOU BBITOJBI.
CUCTEeM M ceTed wiIu Henpennamepenssie, HEOCTOPOXKHBIE WIn
o0eclieunBaroIye HEKBaJIN(UINPOBAHHbIE ICHCTBUS
CHCTEMBI oreparopa
(agMuHECTpAnHSI, OXpaHa,
yOOPITNKH U T.1I.)
11 | ABTOpr30BaHHBIC Buyrpennuit | Ilonyuyenue (huHAHCOBOI W HWHOU
MIONIB30BATENNA CHUCTEM M MaTEepPHAIBHONU BBITO/BI.
ceren JIr000MBITCTBO WM JKENIAaHWE CaMOpeaTHu3aIlim
(monTBepKIEHHE CTATyCA).
MecTb 3a paHee COBEpIICHHbBIE NCHCTBUSL.
Henpennamepennsie, HEOCTOPOXHBIE WU
HEeKBaJIU(HUIMPOBaHHbIEC ACHCTBUS
12 | CucrtemHble Buytpennuit | Ilonyuenue (hrHAHCOBOI W WHOH
aJMUHHACTPATOPBI u MaTepPUAIBLHOM BBITO/IBI.
aJMUHHACTPATOPBI JIroOOMBITCTBO MM YKETaHHE CaMOpeaIn3aluu
0€e30MMacHOCTH (monTBepKIEHHE CTATyCA).
MecTb 3a paHee COBEPIIEHHBIE JEHCTBUS.
Henpennamepennsie, HEOCTOPOXHBIE WU
HEKBaJIU(UIMPOBAHHbIE ACHCTBUS
13 | boiBHINE paborauku | Bremmnuit | [lomyuenue (hrHAHCOBOI W WHOUI
(monb30BaTENH) MaTepPUaIbHOM BBITOJIBI.
MecTb 3a paHee COBEpIIEHHBIE NEHCTBUA
VkazaHHbIE BO3MOXKHBIE LIENM peaju3aldud yYrpo3 0Oe3omacHOCTH HMH(OpManuu  MOIIeKAT

KOHKPETH3allMl W MOTYT JIONOJHATHCS JAPYTMMH ILENSIMH B 3aBUCHMOCTH OT OCOOEHHOCTEeH oOnactu
JeATEeIbHOCTH, B KOTOPOU (PyHKIIMOHUPYIOT CUCTEMBI U CETH.



[Ipu onieHKe BO3MOXKHOCTEH HapyIIUTENeld HEOOXOIUMO HCXOAUTH U3 TOTO, UTO JUIS TOBBILIEHHS YPOBHS
CBOMX BO3MOXKHOCTEH HapymuTenu 1 Buaa MOryT BCTyIaTh B CTOBOP ¢ HapymmrTensmu 5, 6, 7, 8, 9, 10, 11, 12
BHUJI0B. HapymuTenu 2 Buga Moryt BeTymnaTh B croBop ¢ Hapymmtensmu 10, 11, 12 Bunos. Hapymmurenu 3
BHJIa MOTYT BCTYIaTh B croBop ¢ HapymuTensmu 10, 11, 12 Bugos. B cnyyae npuHATHS TaKuX NpeanoaoKeHUH
LEeTU ¥ YPOBHU BO3MOKHOCTEH HapyIIUTENEH OIekKaT 00beqHHEHHIO.

[Ipunoxenue 7
K MeToaunke OlleHKU yrpo3
0e3omacHocTy MHpOpMauu

ITPUMEP
OIIEHKHU LEJIEN PEAJIN3AIIMA HAPYIIUTEJISIMHA YT'PO3 BE3OITACHOCTH
NHO®OPMALMHU B 3ABUCUMOCTHU OT BO3MOKHbBIX HETATUBHbBIX
MOCJIEJICTBUA U BUJOB YIIEPEA OT UX PEAJIN3AIIUN
(IJISI TOCYIAPCTBEHHOM MH®OPMAIIMOHHOM CUCTEMBI)

Tabmauma 7.1



Bune! Hapymmrenei

Bo3moxHBIE IIeNH peann3anuy yrpo3 6e30macHOCTH HHPOPMAIUH

Hanecenue ymep0a
(uU3HIECKOMY JIHILY

Hanecenue ymep0a
FOPHUTTUECKOMY
JIU1LY,
WHIUBUAYAIIBHOMY
MPEANPUHUMATENIO

Hanecenue ymiep0a rocyapctsy B
obnactu obecredeHrst 00OPOHBI CTPaHBI,
0e30MmacHOCTH TOCYNapcTBa U
NPaBOMOPS/IKA, & TAKXKE B COL[HATIBHOM,
3KOHOMHYECKON, MOTUTUYECKOM,
9KOJIOTHYECKOHN cepax AesTeNbHOCTH

CoOTBETCTBHE IIeTICH BUaM PUCKa
(ymep0a) 1 BO3MOXHBIM
HETaTUBHBIM TTOCIIEACTBUSIM

CrenuanbHble - - + V3 <kE>
CITY>KOBI (muckpenuTaIus Wid JIeCTaOuInu3aIus (HapymieHue (pyHKIIMOHUPOBAHUS
HWHOCTPAHHBIX JIEATENIbHOCTH OpraHa rocy/lapCTBEHHOU rOCyJapCTBEHHOI'O OpPraHa,
rocyaapcTB BJIaCTHU <*>) JUCKpeauTanus AeITeIbHOCTU
opraHa roCylapCTBEHHOU BJIACTH)
Teppopuctuaeckue, - - + V3
J3KCTPEMHUCTCKHE (mecrabumuzarys AeITEIFHOCTH OPTaHOB | (OTCYTCTBHE JOCTYIIA K COITUATIBHO
TPYIIHPOBKU TOCYIapCTBEHHOMN BJIACTH, OPTaHU3AIIHI ) 3HAYMMBIM TOCYJIApPCTBEHHBIM

yCIIyram)

[Iponomkenne Tabmumsl 7.1

Buasl HapymmTeneit

Bo3moxHbIe 11enH peanu3anuy yrpo3 6e30macHocTH HHPOpMaIuK

Hanecenme ymep0a

Hanecenue ymep0a

Hanecenne ymep6a rocynapcTsy B

CooTtBeTcTBHE TIeNIEeH BHIaM PHCKa
(ymep6a) 1 BO3SMOXHBIM
HETaTUBHBIM TTOCIIEICTBUSIM

HH(pOPMaLIOHHOM

(hmzrUecKoMy JHILY OPUANIECKOMY obmactu obecriedeHus 000POHBI CTPaHEI,
JIHLLY, 0€30MacHOCTH rocyIapcTBa u
WHAWBUAYaJbHOMY | IIPaBONOPSIKA, & TAKXKE B COLMAIIBHOIM,
MpEeANPUHUMATEITIO 9KOHOMUYECKOU, TOTUTUUECKOH,
IKOJIOTMUYECKOH chepax nearensHOCTH
[IpecTynHble rpynmnsl + + + Vi
(KpUMUHATBHBIE (momyaenue (momydenue (>xemaHme caMopearTn30BaThCs) (HapymeHne KOHQUICHITHATHPHOCTH
CTPYKTYPHI) (hrHAHCOBOI (hMHAHCOBOI BBITOIIBI MEPCOHANBFHBIX JAHHBIX TPAKIAH)
BBITO/IBI 32 CUET 3a CHeT y2
KpaXky ¥ IIPOJaKU UCIIONIb30BAHUS (Hapy1IeHHE J1eJI0BOH peryTannn)
MEPCOHAIBHBIX BBIYUCITUTENbHBIX v3
JAHHBIX TPaXK/IaH) MOIIHOCTEH (opraHu3anusi MUTHHIOB,
CEpBEPOB 3a0aCTOBOK M3-3a ITyOIMKALIUI
rocyJapCTBEHHOMN HEJIOCTOBEPHOW WH(OPMALIHH)




CUCTCEMBI JJId

MalHUHTa
KPUIITOBAJTFOTHI )
OTtnenbHBIE + + - Y1
(uznueckue auna (>kenmanue (momyuenue (HapyIlIeHue JINYHOMN, CeMEHHOM
(xakepsr) caMopealin30BaThCs) | PUHAHCOBOMW BBITOIBI TalHBI, yTpaTa 4eCTyu U 100poro

3a cHeT KpaXu U
KOMMEPYECKOU
TalHBI)

uMeHn) Y2
(yTeuka KOMMEPUYECKOM TaliHbI,
1oTeps KJIMEHTOB)

Konkypupytome
OpTaHHU3alHU

[Iponomxenne Tabmwms! 7.1

Bunp! Hapymmreneit

Bo3MOXHBIE [Ie/TH pean3aluy yrpo3 0e301macHoCTH nHdopMaIim

Hanecenwue yiep0a

Hanecenue yep0a

Hawnecenue ymiep0a rocyaapcTsy B

CooTBeTCTBHE LIENel BUIaM pUCKa
(ymep6a) 1 BO3SMOKHBIM
HCEraTUBHBIM ITOCICACTBUAM

(hu3mIecKOMY JTUITY FOPUTTICCKOMY obactu obecrieaeHus 000POHBI CTPAHFI,
T, 0e30macHOCTH TOCyJapcTBa 1
WHINBHUIYyaJbHOMY | IPaBOIMOPSAKA, a TAKXKE B COIMAIHHOM,
MpEANnPUHUMATENIO 9KOHOMUYECKOU, TOTUTUYECKOH,
JKOJIOrHYecKor chepax AesTeNbHOCTH

Pazpaborunkm - + + v2
MIPOrPaMMHBIX, (mepenada (BHEOpPEHNE TOTOTHUTENBHBIX (HemoTomy4eHne 0XKUAaeMOM
MIPOrpamMMHO- AHPOPMAITHH O (hyHKIIMOHATBHBIX BO3MOXKHOCTEH B TIPHUOBIIIH )
anmapaTHBIX CPEICTB FOPUANYECKOM JIUTIE MIpOrpaMMHBIE WK TIPOTPAMMHO- y3

TPETHUM JIHIIaM)

anmaparHble CpeJICTBa Ha dTare

pa3pabOoTKH NPH BCTYIUIEHHH B CTOBOP CO

CIICIHATBHBIME CITY)KOaMU HHOCTPaHHBIX
TOCY/IapCTB)

(HapymieHne QyHKIIMOHUPOBAHUS
TOCYIapCTBEHHOT'O OpTraHa,
JMCKPENUTALHUS NS TEIbHOCTH
OpraHa rocyJIapCTBEHHOH BIaCTH)

JInta,
o0ecreunBaroIre
MOCTaBKy
MPOrPaMMHBIX,
MPOrpaMMHO-
anmapaTHbIX CpPEICTB,
00ecIIeunBaOIIUX




CUCTEM

IlocraBmuku
BBEIYHCIIUTEIBHBIX

YCIIYT, YCIYT CBSA3U

JIuua, npusnekaemplie
JUIst YCTaHOBKH,
HAaCTPOUKHY,
WUCTIBITAHUH,
IMyCKOHAJIAJIOYHBIX U
HHBIX BUJIOB paboT

[Iponomxenune Tabmuus! 7.1

Bunp! Hapymmreneit

Bo3MmoxHBIE 111 peau3amnuy yrpo3 0e3011acHOCTH HH(OpMaInu

Hanecenwue yiep0a
(hmzruecKkoMy JHILY

Hanecenue yiep0a
IOPUIUIECKOMY
JIHILY,
WHIUBUYaIbHOMY
HpeANPUHAMATEIIO

Hanecenue ymep0a rocymapcTsy B
obnactu obecriedeHrst 00OPOHBI CTPAHBI,
0e30MacHOCTH rocyapcTBa u
IIPaBOIIOPSI/IKA, a TAKXKE B COLIUAIBHOM,
SKOHOMHUYECKOM, OTMTHICCKOM,
JKOJIOTHYECKOH cepax AesTeNnbHOCTU

CooTBeTCTBHE LIENel BUIaM pUCKa
(ymep6a) 1 BO3SMOKHBIM
HEraTUBHBIM ITOCIICACTBUAM

Jlnta,
o0ecreunBaromye
(hyHKIIMOHMPOBAaHHE
CHCTEM M CeTed WiIHn
o0ecreunBarommye
CHCTEMBI  olleparopa
(amMuHUCTpAITHS,
oXpaHa, yOOpIINKH U
T.01.)

ABTOpH30BaHHEIE
MOJIB30BATENIN CUCTEM
U ceTeit

+
(HenpenHaMepeHHBI
€, HEOCTOPOXKHBIE
)5 8105
HEKBATUUIIMPOBAH
HEBIC JICHCTBUSA)

Vi
(puHAHCOBBIN, MHOM
MaTepuabHbIN yiepo
(PU3UYECKUM JTUTIAM )




CucreMHsrle + + + Vi

aJMHMHUCTpAaTOpbl M| (MecTh 3a paHee (JTr000MIBITCTBO HIH (mony4yeHne GUHAHCOBOW WIJIM MHOU (¢unancoBbIl, HHON

aJMHHHCTPATOPHI COBEpILIEHHBIE KenaHue MaTepHaJIbHOM BBITO/bI IIPY BCTYIUIEHUH B MaTepuanbHBIN yepo

0e30macHOCTH JefCTBUS) camopeann3alnm) CTOBOp C MPECTYITHOH IrpyIoi) (U3NIECKUM JIHIIAM)
y2

(HEBO3MOXHOCTh 3aKJTIOUCHUS
JIOTOBOPOB, COIJIAIIIEHNH)
v3
(yredka nHpopMayu
OTPAaHUYEHHOTO JOCTYIIA)

Oxonuanne Tabmuis 7.1

Buner Hapymmeneit BosMoykHBIE TIENTH peanu3aui yrpo3 0e30macHoCTd HH(OpMaIiH CooTBeTCTBHE LIENel BUIaM pUCKa
(ymep6a) 1 BO3SMOKHBIM
Hanecenwue yimepba | Hanecenue ymiepoa Hanecenwue ymep6a rocynapcTy B HEraTHBHBIM TTOCIIEICTBHSM
(hu3mIeCKOMY JTUITY FOPUTTIECKOMY obnactu obecrieueHnst 00OPOHBI CTPaHBbI,
JUITY, 0€30MacHOCTH roCyIapCTBa U
WHIUBUAYaJIbHOMY IIPaBOIOPSIKA, & TAKXKE B COLIMAIBHOM,
MpEANPUHUMATENIO 9KOHOMUYECKOU, TOTUTUYECKOH,

JKOJIOrHYecKor chepax AesTeNbHOCTH

briBmve (yBONCHHBIC) - - - -
pabOTHUKH
(omp30BaTENN)

<*> [IpuMepsl BO3MOXKHBIX IIEJIel peann3aliu yrpo3 0e30macHoCTH HHPOPMAIIUU C YIETOM 00IacTH NeSTeNbHOCTH, B KOTOPOH (PYHKITMOHUPYIOT CHCTEMBI
CETH, OIPENEICHHbIE B COOTBETCTBUM C NPUJIOKEHUEM 6 K HacTosell Meronuke.

<**> [IpuMepbl COMOCTABIEHH BO3MOKHBIX IIeJiell peann3anuy yrpo3 6e30macHoCTH HHGOPMAaNUK ¢ BUAaMu yiiepOa (pUCKa) U BOSMOXHBIMH HEra THBHBIMHU
TIOCJICICTBUSIMH O PEATU3aliHU YTPOo3, ONpeIeTIeHHbIE B COOTBETCTBHY C IIPIUIIOKEHHEM 5 K HacTosmel Metoauke.

[Tpunoxenne 8
K MeToauke OLleHKH Yyrpo3
6e3omacHocTy MH(DOPMALIUU



YPOBHHU

BO3MOXHOCTEN HAPYIIUTEJIEM IO PEAJIM3ALIUU YIT'PO3
BE3OINACHOCTHU HH®OPMALIUA

N YpoBeHb Bo3moxkHOCTH HapylIUTeIel Mo peatu3anny yrpo3 6e30macHOCTH Bunbl Hapymumrenen
BO3MOXKHOCTEH uHpOpMaIHN
HapyLuTesnei
H1 | HapymmuTens, HNmMeer BO3MOXHOCTH MPH peau3alld yrpo3 0e30MacHOCTH ®dusnyueckoe JIUIo (Xakep)
obnamarommi WH(POpPMAIMM  WCIONB30BaTh TOJIBKO HM3BECTHBIE  YS3BHMOCTH,
0a30BBIMH CKPUIITBI U UHCTPYMEHTHI. JInia, obecreqnBaroNIie MOCTaBKy
BO3MOYKHOCTSIMH MMeer BOBMOXXHOCTh MCIONB30BaTh CPEACTBA PeAIN3aLUU yIPO3 HPOrpaMMHBIX, IIPOrpaMMHO-
(MHCTPYMEHTHI), CBOOOIHO pacipocTpaHsieMsle B cetu "MHTepHET" 1 almapaTHbIX CpeACTB,
pa3paboTaHHbIE OPYTUMH JIMIIAMH, WMEET MUHUMAIbHBIE 3HAHUS 00eCIIeunBAIOIINX CHCTEM
MEXaHH3MOB HX (YHKIIMOHUPOBAHUS, JIOCTABKH W BBITOIHEHHS
BPEOHOCHOTO IMPOrPAaMMHOTO 00€CTIeUEHHSI, SKCIIIIONTOB. Jlema, obecnemBatonme .
Ob6nagaer 0a30BBIMY KOMIIBIOTEPHBIMU 3HAHUSMU U HaBBIKAMH Ha (byHKUHOHHpOBAHKE CHCTEM U CeTel
yPOBHE OTH30BATEIIS. WK 00€CIeUNBAIOLINX CUCTEM
Vimeer BO3MOXHOCTH peaqu3alld YIrpo3 3a c4eT (PU3NYIEeCKHX (amMuHECTPaLNA, OXPaHa, YOOPLIUKH 1
BO3ICHCTBUI Ha TEXHUYECKHE CpENCcTBa OOpabOTKM M XpaHCHHS T.1.)
I/IH(b(ijaI_II/II/I, JIMHUH CBA3U U 00ECHEYMBAOLINE CUCTEMbI CUCTEM U ABTODH3OBAHHBIE TIOTH30BATEH
cerell mpu HaMMUMK (HU3NUECKOTO AOCTYIA K HUM. CHCTEM 1 CeTeil
Takum o00pazoM, HapymUTENd C 0a30BBIMH BO3MOXKHOCTSMH
MMEIOT BO3MOXHOCTb PEaIM30BBIBATE TONBKO M3BECTHBIC YIPO3BL, |  Bpipime paGoTHHKH (IIONB30BATENH)
HaIpaB/IeHHbIC HA U3BECTHBIE (JOKyMEHTUPOBAHHbIE) yI3BUMOCTH, C
HCIOIb30BaHUEM OOIIEAOCTYIIHBIX HHCTPYMEHTOB
H2 | Hapymwrens, OO6namaer BceMH BO3MOXKHOCTSAMH HapyIIATeNed ¢ 0a30BBIMH [IpectymHble rpynmsl (1Ba TATA T
o0nagaroImui BO3MOKHOCTSIMH. Ooree, TEHCTBYIOMIHE IO SAMHOMY
0a30BBIMHU Hmeer BO3MOXHOCTD HCIOJIB30BATh CPEICTBA PEATU3alMU yrpo3 IUIaHY)
MOBBIIIIEHHBIMHA | (MHCTPYMEHTHI), CBOOOTHO pacrpocTpaHsieMbie B cetu "MHTepHET" 1
BO3MO)KHOCTSIMH | pa3paboTaHHBIE APYTHMH JTUIIAMH, OJHAKO XOPOIIIO BIIAJIEET 3TUMHU Komkypupyroniie opraHisaiuu
ITocTaBIMIMKY BBIYMCIUTEIBHBIX YCIIYT,
N YpoBeHb Bo3moxxHOCTH HapylUTeNIel o peanu3auuy yrpo3 0e30macHOCTH Buael HapymmTenei

Tabauma 8.1

[Tponomxenne Tadmums! 8.1



BO3MOYKHOCTEN
HapyLuTenen

uHpOpMaIN

CpenCTBaMU W MHCTPYMEHTaMH, IIOHUMAET, KaK OHU paboTaloT H
MOXET BHOCUTb H3MCEHCHUSA B HUX q)yHKHI/IOHI/IpOBaHI/Ie JJIsL
MOBBIICHUS 3((HEKTUBHOCTH Peaau3aliuu yrpos.

OcHamieH u Brajgeer (¢peMBOpKaMH W HaboOpaMu CpEICTB,
WHCTPYMEHTOB JJISl peaiu3aliy yrpo3 0e30MacHOCTH HHPOPMAIUU 1
HCIIOJIb30BaHU A yﬂ3BHMOCT€I7[.

MeeT HAaBBIKM CaAaMOCTOSATEIHHOIO IJIaHUPOBAHUA U pCalin3aliun
CIIeHapueB yrpo3 0e30macHOCTH HH()OPMAIIUH.

OO6majgaer MPAaKTUYECKUMH 3HAHUSIMHA O (YHKIIMOHHUPOBAHUH
CHCTEM M ceTel, OINepalMOHHBIX CHCTEM, a TaKKe MMeeT 3HAHHS
3alIUTHBIX MEXaHU3MOB, MIPUMCHACMBIX B ImporpaMMHOM
o0ecIieueHrnH, POrPaMMHO-aIIapaTHBIX CPEICTBAX.

Takum o00pa3oM, HapymUTeNd C 0a30BBIMU IOBBIIICHHBIMU
BO3MOXXHOCTAMH UMCIOT BOSMOXXHOCTBE P€aJIN30BbIBATH YI'PO3bI, B TOM
YHclie HalpaBJieHHbIE HAa HEU3BECTHBIE (HETOKYMEHTHPOBAHHBIE)
YS3BHMOCTH, C MCIIOJIb30BAHUEM CIENHATBHO CO3JAHHBIX JJISI 3TOTO
WHCTPYMEHTOB, CBOOOIHO pacmpocTpaHseMbix B cetn "HMHTepHer".
He wmeroT BO3MOXKHOCTEH peanu3amuy yrpo3 Ha  (HU3HYECKH
M30IIMPOBAaHHBIE CETMEHTHI CHCTEM M CETeH

YCIIYT CBSI3U

Jluia, npuBIiieKaemMble IJi1 YCTaHOBKH,
HACTPOWKH, UCIIBITAHUU,
MyCKOHAJIAJIOYHBIX ¥ MHBIX BUIOB PaboT

CucremMHbBIE aIMUHUCTPATOPHI U
aIMUHUCTPATOPHI 6€30MTaCHOCTH

H3

Hapymmrens,
o0Jamarormui
CpEeIHUMH
BO3MO)KHOCTSIMHU

OO6nmamaer BCEMH BO3MOXXKHOCTSIMH HapyIIUTENICH ¢ 0a30BBIMH
MOBBIIICHHBIMUA BO3MOXKHOCTSMHU.

HNmMeer  BOBMOXKHOCTH  mpuoOperaTh  HHGOpMAIHIO 00
VSI3BUMOCTAX, pa3MelaeMyr0 Ha CICIHATN3UPOBAHHBIX IIJIaTHBIX
pecypcax (bupkax ysI3BUMOCTEH).

Hmeer BO3MOXHOCTh TPUOOPETATH JOPOTOCTOSIINE CPEICTBA U
WHCTPYMEHTBl  JJIsl  pealu3alii  yrpo3, pasMmemaceMbie  Ha
CHeNHaTN3NPOBAHHBIX IJIATHBIX pecypcax (OUpkax ysI3BUMOCTEH ).

TeppopucTuuecKue, SKCTPEMUCTCKHE
TPYIITHPOBKU

Pa3zpaboTunku nmporpaMMHBIX,
MPOrpaMMHO-ANIIaPaTHEIX CPENCTB

YpoBeHb
BO3MOXKHOCTEH
HapyLmTenei

Bo3MokHOCTH HapyIIUTENei 1Mo peayn3any yrpo3 6e30macHOCTH
uH(popMaun

Bunpl Hapymurenei

Vimeer BO3MOXXHOCTh CaMOCTOATENBHO pa3padaThiBaTh CPEACTBA
(MHCTpYMEHTHI), HeoOXOAWMBIE JJsl peaju3alud yrpo3 (arak),
peanu30BbIBATE YIPO3bI C UCTIOIb30BAHUEM JAHHBIX CPENCTB.

[Iponomxenne Tabmums! 8.1



HNmeer BO3MOXKHOCTH TONYYEHHUS JOCTYNa K BCTPanBaeMOMY
MPOrpaMMHOMY OOECIICUEHUIO alapaTHbIX IIATPOPM, CUCTEMHOMY
u MIPHUKJIATHOMY MPOrpaMMHOMY o0ecIeueHunIo,
TEJICKOMMYHHKAIIMOHHOMY OOOpPYIOBaHHUIO M JIPYTUM IIPOrPaMMHO-
anmapaTHBIM CPEICTBAM IS IPOBEACHUS UX aHAJIN3A.

OO6nagaer 3HAHUAMHU M MPAKTUUYECKUMH HABBIKAMH TIPOBEICHUS
aHaM3a MPOrpaMMHOrO Kofa i TMOojlydeHus wuH(opManuu o0
YA3BUMOCTAX.

O6J'IallaeT BBICOKMMU 3HAHHUAMHU U NPAKTUYCCKMMU HaBbBIKaMH O
(YHKIIMOHMPOBAaHUHM CHCTEM M CeTed, OMEepalMOHHBIX CHCTEM, a
TaK)XXE€ HMECT I‘J'IY60KOG IIOHUMAaHHUEC 3allUTHBIX MCXaHW3MOB,
MNPUMEHACMBIX B IMporpaMMHOM O6eCHe‘-IeHI/II/I, nporpaMMHO-
arrmapaTHbIX CPEeaACTBax.

Hmeer BO3MOXHOCTH pEaM30BBIBATH YIpO3bl 0€30MacHOCTH
rH(OpMAaIK B COCTaBe TPYIIIHI JIUII.

Takum 00pa3oM, HAPYIIUTETH CO CPETHUMHU BO3MOXKHOCTSIMHU
HUMCIOT BO3MOXHOCTH pPE€aIM30BbIBATHL YI'pO3bl, B TOM YHCJIIC Ha
BBIABJICHHBIE MMHW HCEU3BCCTHBLIC YA3BUMOCTH, C HMCIIOJIB30BaAHUEM
CaMOCTOSTEIILHO Pa3pa0dOTaHHBIX JUIsi 3TOrO WHCTPyMEHTOB. He
AMEIOT  BO3MOXKHOCTEH  peanu3alid  yrpo3 Ha  (QU3MYECKH
M30JIMPOBAHHBIE CETMEHTHI CUCTEM H CeTel

H4 | Hapymmtens, Ob6nmamaer BCeMH BO3MOXHOCTSIMH HapymmmTened co cpemaumu | CrienuaibHBIE CITY>KOBI HHOCTPAHHBIX
obnanaromuit BO3MOXKHOCTSIMH. roCyJapCTB
BBICOKMMH Hmeer BO3MOKHOCTH MONYyYEHHsI AOCTYNa K HCXOOHOMY KOAy
BO3MOXKHOCTSIMH | BCTPalBaeMOro IPOrpaMMHOIo 00ecIieueHts alnapaTHbIX IIaThopM,

CHUCTEMHOT0 M  INPHKJIAJHOTO  I[POrpaMMHOIO  oOecIieueHus,
TEJIEKOMMYHHUKAIIMOHHOTO OOOPYAOBaHMUS M APYT'HX IPOTrPaMMHO-
anmapaTHbIX CPENCTB A IOMY4YEeHHUS CBEOCHUH 00 yA3BUMOCTSIX
"HyneBoro nH4".
N YpoBeHb Bo3moxxHOCTH HapyluTeaeH o peanu3auuy yrpo3 0e30macHOCTH Bunp! Hapymurenei
BO3MOXXHOCTEH uHpOpMan
HapyLmTenei

Hmeer BO3MOXHOCTH BHCAPCHUA IIPOrpaMMHBIX (HpOFpaMMHO—
aHHapaTHBIX) 3aKJIadOK HJIM y5{3BI/IMOCT6ﬁ Ha pa3JIMYHbIX 3STalax
IIOCTaBKH nporpaMMHOro obecrieueHus UIn nporpaMMHO-
afrmapaTHbIX CPCACTB.

[Iponomxenne Tabmums! 8.1



YpoBeHb
BO3MOXHOCTEN
HapyLuTenen

Bo3MoxxHOCTH HapylmuTenei no peain3aluy yrpo3 6e30macHOCTH
uHpOpMAIHN

Bunel Hapymurenen

HmeeT BO3MOXKHOCTH CO3/1aHHS METOAOB M CPEACTB peanu3aliuu
yrpo3 ¢ TpHUBIEYEHHEM  CIEHUAIM3UPOBAHHBIX  HAYYHBIX
OpTraHM3allMi M peaju3alii yrpo3 C IMPUMEHEHHEM CIEelHaTIbHO
pa3paboTaHHBIX CPEACTB, B TOM YHCIIEe 00ECIEYMBAIONINX CKPBITHOE
IIPOHUKHOBEHHE.

HmeeT BO3MOXHOCTH pPEaTM30BBIBATH YIPO3Bl C TNPHBICYECHHEM
CHELHUAJTUCTOB, HMEIOMKX O0a30BbI€ TOBBIINIEHHBIE, CpEIHUE U
BBICOKHE BO3MO)KHOCTH.

Nmeer BO3MOXXHOCTD CO3MaHMSI W TPUMEHEHHS CIelHaIbHbBIX
TEXHUUYECKUX CPEACTB YIS OOBIBAaHHS HH(POPMAIUK (BO3/ICHCTBUS Ha
WHQPOPMAITIIO WIH TEXHUYECKHUE CPEACTBA), PACIIPOCTPAHSIIONICHCS B
BHJIEe PU3UIECKUX TTOJIEH WIIN SBJICHUH.

HNmeer BO3MOXHOCTH [IOITOBPEMEHHO W HE3aMETHO JUIf
OIIEpaTOpPOB CHICTEM M CETEeH peajn30BHIBATH YIPO3bl OE30MACHOCTH
nH(pOpPMAITHH.

OO6namaer WCKITIOUMTENBHBIME 3HAHUSAMH W TPAKTHYECKUMHU
HaBbIKAaMHU O (PYHKIIMIOHUPOBAHHH CHUCTEM M CeTel, OmeparmoHHBIX
CHCTEM, alllapaTHOM OOECIIeYeHHH, a TaKKe OCBEIOMJIEH O
KOHKPETHBIX 3aIlIUTHBIX MEXaHU3MaX, IPUMEHSIEMBIX B IPOTPAMMHOM
o0ecriedeHnH, TPOrPaMMHO-AMIAPATHBIX CPEICTBaX AaTaKyeMbIX
CUCTEM U CETEH.

Takum o00pa3oM, HApPYIIUTENH C BHICOKUMH BO3MOXKHOCTSMU
AMEIOT MIPaKTHIECKH HEOrpaHWYCHHBIE BO3MO)XKHOCTH
peanu30BBIBAaTH YIPO3bl, B TOM YHCIE€ C HCIOIb30BaHUEM
HEIEKIIaPUPOBAHHBIX BO3MOXKHOCTEH,

YpoBeHb
BO3MOXKHOCTEH
HapyLmTenei

Bo3MokHOCTH HapyIIUTeNnei 1Mo peayn3ainy yrpo3 6e30macHOCTH
nH(popMaun

Bunpl Hapymurenei

OpOorpaMMHBIX, MMPOrpaMMHO-AIIIAPATHBIX 3aKJIaJI0OK, BCTPOCHHBIX B
KOMIIOHEHTEI CHCTEM M CETEH

Oxonuanue Tadmuiel 8.1

Oxkonyanue Tadmuisl 8.1



[Ipunoxenue 9
K MeToaunke OlleHKU yrpo3
0e3omacHocTH HHQOPMALIUU

MMPUMEPBI

PE3VJILTATA ONPEJEJEHUS AKTYAJIbHBIX HAPYIIUTEJER

MPU PEAJTU3ALIMM YTPO3 BE3OIACHOCTHU UHO®OPMALIMU

U COOTBETCTBYIOIIUE UM BO3MOKHOCTH (/151 TOCYIAPCTBEHHOI
WH®OPMALIMOHHOI CUCTEMBI)

Tabmuma 9.1
N Bunp! pucka (ymep6a) u Buns! akryansHOro Kareropus YposeHb
n/m BO3MO)KHbIE HETaTHBHBIE HapymmTens <**> HapyIIUTENA BO3MO)KHOCTEH
MOCTEACTBUS <*> HapyIIUTENSA
1 Vi: IIpecTymnHble rpymnms Brewmnnii H3
HapylIeHue (KpUMUHAITBHEIE
KOH(pHIeHIIMATbHOCTH CTPYKTYPHI) Buyrpennuii
MEPCOHABHBIX JaHHBIX >
rpaxJaH; _
HApyIIeHHe JTHYHOI, OtnenbHbIE QU3NYECKHE Bremnnii H2
ceMeitHO#l TaitHbI, yTpara THIIA (XaKepsI)
qeg;ﬁg:;i?;;ﬁ)?ﬂ’ Paspaborunku BuyTpennuit H3
MaTepHaJIbHEIN yIepo TPOrpPaMMHEIX,
(pHU3UYECKHX JIHIY TPOrpPaMMHO-
annapaTHbIX CPEICTB
Cucremnbie BryTrpennnit H2
aJMUHHUCTPATOPHI U
aJMUHHUCTPATOPEI
Oe3omacHOCTH
ABTOpHU30BaHHBIE Bnyrpennuit H2
10JIb30BATENN CUCTEM U
cere
V2. IIpecTynHble rpynmnbl Buewmnnii H3
HEBO3MO)KHOCTb 3aKJIIOUCHUS (KpUMHUHAJIBHBIE
JIOTOBOPOB, COIVIALLICHU; CTPYKTYpBbI)
YTEUKa KOMMEPUYECKOU
TaiHBL OtnenbHBIE QU3NIECKHE Buyrpennuit H2
IOTEPS KJIMEHTOB; ML (XaKepsr)
HapylLIeHue J1eT0BOH -
peryTammm; Pazpaborunku Buyrpennuit H3
HEJIONONYYEHHE OKHIAEMOM MpOrpaMMHBIX,
npHObLIH [pOrpaMMHO-
annapaTHBIX CPEICTB
Cucremuble Buyrpennnit H2
aJMUHHUCTPATOPHI U
aJMUHHUCTPATOPBI
Ge3omacHOCTH
3 v3: CriennasnbHbIE CITYXKObI Breurnuit H4
HapylLIeHue HMHOCTPaHHBIX
Buyrpennnit




(OYHKIMOHHPOBAHUS roCyJapcTB A
rOCYIapCTBEHHOT'0 OpPraHa,
JUCKPEIUTAISA Teppopuctuueckue, Buemnuii H4
JIeATEIbHOCTH OpraHa OKCTPEMUCTCKHC
OpraHu3alyu
Oxonuanue Tadmmuel 9.1
N Bunei pucka (ymiep6a) u Bujpl aktyanbHOro Kareropust YpoBeHb
n/m BO3MO)KHbIE HETaTHBHBIE HapymmTens <**> HapyIIUTENA BO3MOXKHOCTEH
MOCHEeACTBUS <*> HapyIIUTENsA
roCcyJapCTBEHHOM BIACTH; IIpecTtynHsle rpymnmsl BuemHni H3
JOCTYI K CUCTEMaM U CEeTsIM (KpUMUHATBHBIE
C LEJIBIO HE3AKOHHOT'O CTPYKTYPHI) Buyrpennuii
HCIIOb30BAHUS >
BBIYUCITUTEIbHBIX _
MOIITHOCTEHH; Paszpaborunku Bryrpennuit H4
yTedka nHpopMauu TpOrpaMMHBIX,
OrPaHUYEHHOIO J0CTYIA; pOrpaMMHO-
OpraHu3anys MUTHHIOB, almnaparHbIX CpECTB
3a0aCTOBOK HM3-32 .
. . Cucremubie Bnyrpennuit H3
MyONMuKauii HeOCTOBEPHOU
aJIMUHUCTPATOPHI U
nHpopmanmm;
aJIMAHHCTPATOPHI
OTCYTCTBHE JIOCTyNa K
6e3omacHoCTH
COIMAIIFHO 3HAYMMBIM
TOCYAAPCTBCHHEIM yCIyraM ABTOpHU30BaHHBIE Buyrpennuii H1
HI0JIB30BATENIN CUCTEM U
ceren
briBmme (yBoNeHHEIE) Bayrpennnit H1
pabOTHUKH
(Tmomnp30BaTENH)

<*> [IprMepbl BOBMOXHBIX IIeJIeld peau3alny yrpo3 0e30MmacHOCTH WH(GOPMAIMH C YIETOM OONacTH

JeSITeTFHOCTH, B KOTOPOH (DYHKIIMOHHPYIOT CUCTEMBI M CETH, ONPENETICHHBIE C yUETOM MPHIOKEHNH 4 1 5 K
Hacrodleld Meronuke.

Hacrosmeld MeToguke.

<**> [Ipumepsl BUIOB aKTyaJIbHBIX HAPYIIUTENECH, ONMpPENIeTeHHBIE C YIeTOM MPIIOKEHUH 6 U 7 K

<***> [lpm croBope MNPECTYMHOH TPYNIUPOBKH (KPUMUHAIBHOA CTPYKTYPhI) C CHCTEMHBIMH

aJMHHUACTPATOPAMHA W aJMHHUCTPATOPaMH OE30MacHOCTH, OMPEIENEHHOM B MPHUIIOKEHUH 7 K HACTOSIIEH
Mertonuke.

ITPUMEPBI

[punoxenue 10
K MeTorKe OLIeHKU yrpo3
Oe3omacHocTH MH()OPMALIUU

OIIPEJAEJIEHUSA AKTYAJIBHBIX CIIOCOBOB PEAJIM3ALIUUA YI'PO3
BE30ITACHOCTHU UTHO®OPMALIMN U COOTBETCTBYIOIIUE UM BU/IbI
HAPYIIUTEJIEA 1 UX BO3MOXHOCTH (VIS TOCYIAPCTBEHHOM

UH®OPMAIIMOHHOM CUCTEMBI)



Ta6muma 10.1



[Iponomxenne Tadmune 10.1

N | Bun napymurens | Kareropus OOBeKT BO3IEHCTBUS Hocrynusie naTepderics CriocoOb1 peanuzanuu
n/m HapyIuTens
1 | CnenunanbHele Buemnuit |basa  maHHBIX  MH(OpPMaMOHHOH Beb6-untepdetic Hcnons3oBanue
CITYXKOBI CHCTEMBI, cozieprkalias | ynaJeHHOTo HeZIeKJIapUpPOBaHHBIX
HMHOCTPAHHBIX UACHTU(OUKAMOHHYIO HWH(POPMAIHIO | aIMUHUCTPUPOBAaHUST  0a3bl | BOBMOKHOCTEH MPOrpaMMHOrO
rocynapcts (H4) rpaXJaH:  HECAHKIMOHWPOBAHHBIN | JaHHBIX MH(OpPMAIIMOHHOM | 00eCTICUCHU S
JIOCTYTl K KOMIIOHEHTaM CHCTEM MWJIU | CHCTEMBI TEJIEKOMMYHHUKAIIHOHHOTO
cereil, 3ammmaemMor uH(opmanuy, 00opyaoBaHMS
CHCTEMHBIM,  KOH(HTYpalMOHHBIM,
MHBIM CIIy’K€OHBIM JJAHHBIM; [Monb3oBarensckuii  BeO- | Micronb3oBanue — ysa3BUMOCTEH
yTeuka (napymenue | FHTEpdEiic noctyna K 0Gase | KOHUTypanun CUCTEMBI
KOH(HICHIIHATPHOCTH) 3aIHIIAeMOif | AHHBIX MH(pOPMALMOHHON | yIpaBieHus 0a3amMu JTaHHbIX
uH(pOpMAIIHH, CUCTEMHBIX, | CHCTCMBI
KOH(pHUTypaIrMOHHBIX, WHBIX
CITyeOHBIX TAHHBIX
Jlunna cBa3m  Mexny cepBepoM | KaHan mnepemaun  J1aHHBIX | YCTaHOBKA IIPOrPaMMHBIX
OCHOBHOTO  IIeHTpa  00paboTKH | MEXIY CEpBEPOM OCHOBHOTO | 3aKJIaI0K B
JaHHBIX W CEPBEPOM PE3EPBHOIO | IEHTpa OO0paOOTKM JAaHHBIX | TEIEKOMMYHUKAIIMOHHOE
IeHTpa 00pabOTKM JAaHHBIX: IIEPEXBAT | CEPBEPOM  PE3EPBHOTO | 000pyIOBAHIE
(mapymieHne KOH(HUIACHITMATHHOCTH) | IICHTPa 00PaOOTKH JaHHBIX
3aIMInaeMoi HHGOPMAITUH,
N | Bungnapymmurens | Kareropus OOBEKT BO3IEHCTBUS Hocrymabie nHTEpdENCH Croco0bI peanm3aiuu
/I HapyIIATENs

CHUCTEMHBIX,  KOH(HUIypalMOHHBIX,
HHBIX CITY’KEOHBIX JaHHBIX

KoMMmyTallMOHHBIM KOHTpOJUIEp AJIs

YIIpaBJICHHS aBapHHHBIMU
3aJIBIKKaMH B He(TEPOBOJIE:

HapylIeHne (YHKIMOHHPOBAHUS
(paboTocrmoco6HOCTH) CpencTB
00paboTKU U XpaHeHHs HH(POpMaITIH;
MOITUUKAIAS (mogmeHa)
3alUIaeMon nH(pOpPMaLIH,
CUCTEMHBIX,  KOH(HUTypalMOHHBIX,

YnaneHHbli KaHal | Mcnonp3oBaHue  ysI3BUMOCTEH
yIIpaBJIeHUS Koma KOMMYTaIIHOHHOTO
KOMMYTaIlHOHHBIM KOHTpOJIepa
KOHTPOILJIEPOM

CopemMHBIC MalllnHHEBIE | I3BIIeUueHne
HOCHTEIHN nH(pOopMaInH, | ayTeHTHPUKAITMOHHON
coJiepKalue uHpOpMAlMM W3 TOCTOSHHON
ayTeHTU()UKAIIMOHHYIO MaMITH HOCUTENS (MHBa3UBHBIN




Oxonuanne Tabmmisr 10.1

WHBIX CITy’KEOHBIX JaHHBIX uH(OpMAIIIIO METO/T)

2 | OtnenbHbIE Buemnuii | Yaanennoe aBTOMAaTU3UPOBAHHOE Hoctyn yepe3 | Buenpenue BPEIOHOCHOIO
¢dusnveckue auna pabouee mecto (APM) nonps3oBaTens: | TOKaIbHYIO MPOTrPaMMHOr0 00eCTIedeHHSI
(xaxepsr) (H2) HECAaHKLMOHMPOBAHHBIM JIOCTYIl K | BBIYUCIUTEIBHYIO CETh

OIEPaLIMOHHOU cuctreMe  APM | opranuzanuun

MOJTH30BaTENS;

HapylleHHe  KOH(pMIEHIUAILHOCTH ChemMHbIe MalnHHbIe | Ucrionb30BaHue  yA3BUMOCTEN

uH(pOpMAIMK,  colepiKalieiics Ha | HOCHTEIH uH(popMaIvH, | KOHPUTYypaIuu CHCTEMBI

APM monb30BaTes nonkimodaemple Kk APM | ynpasnenus goctynom Kk APM
MIOJIH30BATENS MOJIH30BATENA

Beb-caiiT moprana rocygapcTBeHHBIX Beb-unrepdetic Hcnone3oBanue  ya3BUMOCTEHR

yCIIyT (CepBUCOB): TTOJTE30BATEIIS BeO-caiiTa | Koma MIPOrPaMMHOTO

OTKa3 B OOCIy)KMBaHUHU BeO-caliTa | TOCyIapCTBEHHBIX YCIyT obecnieueHus BeO-cepBepa

ropTana rocyJapCTBEeHHBIX YCIYT

N | Bunnapymmrens | Kareropus OOBEKT BO3IEHCTBUS Hoctymabie nHTEph EHCH Croco0b!I peanm3aiiuu

/1 HapYIIUTENSA

Brenpenue BpenoHOCHOro Kona
B BEO-TIPHUIIOKEHHUE
CereBbie  mHTEpdeiich | Mcronp3oBanme — ysI3BUMOCTEH
KOMMYTaTopa CETH, TIJe|KOHQHUTyparuu CUCTEMBI
pacIonoXxeH Bed-cepBep ympasieHus jaoctynom Kk APM
TTOJTH30BATEIS

3 | ABropuzoBanHble | BryTtpennuit | APM [JIABHOTO Oyxranrepa JlokanbHast OmmobovHbIe JEHCTBHS B XO/E
MOJIb30BaTENHN OpraHu3alnu: BBIYUCIIATENbHAS cethb | HacTporiku APM  maBHoro
CHCTEM U ceTeit MOIUUKAIAS TJIATEXKHBIX | OpraHU3aIiH Oyxranrepa
(H1) opy4yeHui, xpaHsmuxcs Ha APM

raBHOTO Oyxraiarepa

CepBep 0a3pl JaHHBIX BeO-caiiTa Beb6-unrepdetic Hapymenue nemouku yciayr mo
ropTaia TOCYyIapCTBEHHBIX YCIYT | CHCTEMBI aJIMIHACTPUPOBAHUIO TIOpTAla
(cepBucoB): aJIMHHHACTPUPOBAHUSA  BeO- | TOCYAapCTBEHHBIX YCIYT

OTKa3 B OOCTYXHBaHUH OTIEIBHBIX | caiiTa noprasna

KOMIIOHEHTOB HJIM CHUCTEM U CeTed B

TOCYIapCTBEHHBIX YCIYT




OCIIOM




[Ipunoxenue 11
K MeToaunke OlleHKU yrpo3
0e3omacHocTH HHQOPMALIUU

IHEPEYEHD

OCHOBHBIX TAKTUK 1 COOTBETCTBYIOIIIUX UM TUIIOBbIX TEXHHUK,
HUCITOJIB3YEMBIX JIA ITIOCTPOEHUSA CIHEHAPUEB PEAJIM3ALIUUA YI'PO3

BE30OITACHOCTH HH®OPMALIUN

Tabmuua 11.1

TakTuka

OCHOBHBIE TEXHUKH

Coop uHpopmanyu o
CHCTEMax M CEeTAX

TakTuueckasa 3aaaya:
HapYILINUTEIb
CTPEMUTCA TMOIYYHUTH
JMOOYI0 TEXHUYECKYIO
nHpopmarmio,
KOTOpas MOXET
OKa3aThCs MOJIE3HON B
xome peanu3aum
yrpo3 0e30macHOCTH
HHpOPMAITIH

T1.1. Coop uHpopManmMu U3 MyOJUYHBIX MCTOUHUKOB: O(DHUIIHATIBHBIN
cait (cadtel) oprammsanuu, CMU, comnuanbHbie ceTH, (OTOOAHKH,
CalThI TOCTABIIMKOB U BEHIOPOB, MaTepHaIIbl KOH(pEPEHITHIA

T1.2. Coop uH(OpMAIUK O MOAKITFOYSHHBIX K MYOJIMYHBIM CUCTEMAaM M
CEeTSIM YCTPOWCTBAaX M WX CIYKOaxX IMPH MOMOIIM TOHCKOBBIX CHCTEM,
BKITIOUasi cOOp KOHPHTYpallMOHHONH WHPOPMAIIMA KOMIIOHEHTOB CHCTEM
U CeTel, MPOrpaMMHOr0 00ecreueHus! CEpPBUCOB U MPIIIOKEHUH.
[pumep: ucrons3zoBaHue MOMCKOBOW cucteMbl Shodan Juist momydeHust
nHpopMary 00 ormpeneeHHbIX Moaersix [P-kamep BuneoHaOmoneHus ¢
BO3MOYKHO YSI3BUMBIMU BEPCUSAMU IPOLIMBOK

T1.3. TIlaccuBHblii cOop  (mpociyliMBaHue) HHPOPMAIUH O
MOJKITIOYEHHBIX K CETH YCTPOMCTBAX C IENbI0 UICHTU(HKAIINN CETEBBIX
cryx0, tTamoB u Bepcuit 110 3THX CIIy’kO W B HEKOTOPBIX CIydasx -
HACHTH()UKALIMOHHOM MH(OpPMAIIUH MOJIb30BaTeNeh

T1.4. Hamnpagnennoe CKaHUpOBaHUE npu TOMOIIHN
CHENHATN3MPOBAHHOTO MTPOrPaMMHOTO O0ECTIEUSHHSI TTOAKITIOYEHHBIX K
CeTH yCTPONCTB C HENbI0 WACHTU(UKAIINU CETEBBIX CEPBUCOB, THIIOB H
BEpCHii MTPOrPaMMHOTO OOECIIEYEHUsI ITHX CEPBUCOB, a TAKXKE C IIEITHI0
Tony4YeHus] KOH(pHUTyparmoHHOH WH(pOpMannyi KOMIIOHEHTOB CHCTEM H
CeTel, MPOrpaMMHOT0 O0ECTICUCHHUS CEPBUCOB M TIPHIIOKCHHM.

[Ipumep: ckarMpoOBaHHE TIPY TIOMOIIN CKaHEpa nmap

T1.5. Coop nr(pOpMAITHH O TOTB30BATEIAX, YCTPOHCTBAX, IPHIIOKEHUSX,
a Taoke cOop KOHPUTYPalMOHHON WH(GOPMAIINHA KOMIIOHEHTOB CHCTEM U
cereil, mMporpaMMHOr0 OOECHEYEeHUs! CEPBHUCOB M NPHIOKEHUH IyTeM
[OMCKA W DJKCIUIyaTallMd YSI3BUMOCTEH TIIOOKIIOYEHHBIX K CETH
YCTPOMCTB.

[Ipumep: sxcrmyaranus ysa3BuUMocTH THmna directory traversal myOnu4HO
JOCTYITHOTO BeO-cepBepa

[Tponomxenune Tabmwmb! 11.1
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T1.6. Coop nrpopMaLuK O MOJIB30BATENSX, yCTPOHCTBAX, MPUIOKEHUSX,
aBTOPU3YEMBIX CEPBUCAMH BBIUMCIMTEILHON CETH, ITyTeM Mepedopa.
[Ipumep: cOop wuHpOpPMAIMM O IMOYTOBBIX ajapecax MPH ITOMOIIH
directoryharvestattack Ha mouToBbIe cepBepa

T1.7. Coop undopmanuu, npegocrapisemoii DNS cepBrcaMu, BKIrOYast




DNS Hijacking

T1.8. C6op umHbOpManuu O MOIB30BaTele MPU IMOCEIIEHUH MM BeO-
caiiTa, B TOM 4YHCJEC C HCIOIB30BaHUEM YSI3BUMOCTEH MpPOTrpaMMBbl
Opay3epa 1 HaJCTpauBaeMbIX MOIy/ell Opaysepa

T1.9. Coop unhopMaLum 0 NOIB30BATENSIX, YCTPOUCTBAX, MPUIOKEHUSIX
nyTeM Ioucka WH(popManuu B mamsaTH, Qaiinax, Karamorax, 0azax
JaHHBIX, MPOIIMBKAX YCTPOWCTB, PEMO3UTOPUSIX UCXOAHBIX komoB I10,
BKJIIOYasl TIOMCK Tapoieli B HMCXOAHOM U XJIIMPOBAHHOM BHJIE,
KPHUNTOrpapUuecKuX KITIOUeH.

[Mpumep: momydeHune xsuiel maposnedd u3 /etc/passwd WM momydeHue
naposied Mo yMOJTYaHHUIO ITyTeM OOpaTHOTO WH)KWHHUPHHTA MPOLINBKH
YCTpOMCTBa

T1.10. Kpaxa nudpoBbIX cepTu(UKATOB, BKIIOYAS KPaxy (UIMUSCKHX
TOKEHOB, 100 HEaBTOPU30BAHHOE BHINMCHIBAHNE HOBBIX CEPTU(HUKATOB
(BOBMOXXKHO TIOCJIE KOMITpOMETAaIlMi HMH(PACTPyKTyphl JTOMEHHOI'O
perucrparopa MM akkayHTa aJIMHHICTPATOpa 30HbI HA CTOPOHE JKEPTBHI)

T1.11. CoOop wuHpoOpManmMu O TIONB30BATENSAX, YCTPOMCTBAX,
MPHIIOKEHUSX, BHYTpEHHEH HMH(OpPMAIMHM O KOMIIOHEHTAaX CHCTEM H
cerell myTeM NPUMEHEHHS COIMaIbHOW WHXXEHEPUH, B TOM 4YHCIC

¢ummnra

TI1.12. Cbop  nUYHOM UACHTHQUKAIIMOHHOW  WH(pOpPMaIWH
(uneHTH(UKATOPBI  IMOJIL30BATEICH, YCTpOWCTB, uHpOpMaIHsS 00
naeHTU(UKAIMKM  TOIbh30BaTeNiell  cepBHCAMM,  MPHIIOKEHUSIMH,

CpeACTBaMH YAAJIEHHOTO JOCTyINa), B TOM 4YHCIIe cOOp YKpaJeHHBIX
JUYHBIX JAHHBIX COTPYAHWKOB W TIONPSIMYMKOB HA CIydail, eciu
COTPYIHUKHU/TIOAPSITYNKHA HCIIONB3YIOT OHU U TE K€ Mapoi Ha pabore
1 3a ee mpeaenaMu

T1.13. Co6op wumHbpOpMaAIMU dYepe3 MOMyUeHHE OCTylla K CHCTeMaM
(hu3mdecKoit 6e30IMaCHOCTH W BUICOHAOTIONCHIS

T1.14. C6op mHpOpManMK Yepe3 MOITyIeHHE KOHTPOIS Hal JWIHBIMHU
yCTpOWCTBAMHU COTPYAHHUKOB (cmaprdhonammy, TJIAHIIIETaMH,
HOYTOYKaMH) JIJIs1 CKPBITOH MPOCITYIIKH ¥ BHICOMUKCAINN

T1.15. Tllomck w mokynmka ©0a3 [OaHHBIX HISHTH(DHUKAIMOHHON
vH(poOpMaIK, CKOMIIPOMETHPOBAHBIX TMapolell W  KiIodeld Ha
CHELUAIN3UPOBAHHBIX HEJIEralbHbIX IUIOMIAIKaX
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T1.16. Coop mrdopMannu yepe3 MoaydeHue JocTyna K 0a3zaM JAaHHBIX
pe3yaBTaTOB MIPOBEICHHBIX WHBEHTapU3ALHH, peectpam
ycTaHoBiIeHHOro odopynosanus u 110, naHHBIM IPOBEICHHBIX ayJUTOB
0€30MacHOCTH, B TOM YHCIIC Yepe3 MOyYeHNE 1OCTYIA K TAKUM JIaHHBIM
Yyepe3 KOMIIPOMETALMIO MTOAPSAYMKOB U HAPTHEPOB

T1.17. [laccuBHBIN cOOp M aHAIU3 JAHHBIX TEIEMETPUU IJISl OITyYESHUS
nHGOPMAMM O TEXHOJOTMYECKOM MPOLECCE, TEXHOIOTHYECKUX
ycTaHOBKax, cucrteMax u [1O Ha npennpuaTruax B aBTOMaTU3HPOBAHHBIX
CHUCTEMax YOPAaBJICHMsI MPOU3BOICTBEHHBIMH M TEXHOJIOTMYECKHMH
MpoLeccaMy, B TOM YHCIIE HA KPUTHYECKH BaXKHBIX 00bEKTax

T1.18. COop u aHAJIN3 JaHHBIX O MPOIIUBKAX YCTPOMCTB, KOJIMYECTBE U
MOAKIIOYEHUH 3TUX YCTPOMCTB, MCIONB3YEMBIX IPOMBIIUIEHHBIX




OpoOTOKOIaxX 4 TONYy4YCHUA I/IH(bOpMaHI/II/I O TCEXHOIOI'MYCCKOM
nmponecce, TEXHOIOIMYCCKUX YCTAHOBKAX, CHUCTEMaX U IIO0 Ha
OpeAnpusaATUuLaX B ABTOMAaTU3HPOBAHHBIX CUCTEMAx YIIpaBJICHUA
MOPOU3BOACTBCHHBIMH U TEXHOJIOTMYCCKHMMU IIpOoHECCaMH, B TOM YUCIIC
Ha KPUTUYCCKH BaKHBIX o0BeKTax

T1.19. C6op u aHamu3 cneunUYEecKUX Uil OTpacid WIH THUIA
OPENNpPUATHS  XapaKTEPUCTUK  TEXHOJIOTMYECKOro  Ipolecca s
noNy4eHHst HHPOPMAIMK O TEXHOJMOTHYECKHX YCTaHOBKaX, CUCTEMax M
[1O Ha mpennpuATHAX B aBTOMAaTU3WPOBAHHBIX CHUCTEMaXxX YIPABICHHUS
IPOHU3BOACTBEHHBIMU M TEXHOJIOTMYECKHMH IPOIIECCAMH, B TOM YHCIIE
Ha KPUTHYECKH BAXKHBIX 00BEKTaX

T1.20. TexHUKHM KOHKYPEHTHOH pa3BeIKy U MPOMBIIIIEHHOIO IIMTHOHAXa
st cObopa  uwHbOpMAIMM O TEXHOIOTHYECKOM  IIPOIEcCe,
TEXHOJIOTHYECKUX YyCTaHOBKaX, cucrtemax u [1O Ha mpenmpusaTusx B
AaBTOMATH3WPOBAHHBIX CHUCTEMax YIpPaBIIEHUS MPOU3BOIACTBEHHBIMH H
TEXHOJIOTMYECKUMH MPOIIECCAMH, B TOM YUCII€ HA KPUTUYECKH BaYKHBIX
o0beKTax

[pumeyanne 1: COop wuWHPOPMAIMH MOXKET BBIIONHATHCS C
WCTIONb30BAaHMEM OAHOW WM OOJiee M3 MEPEUUCIICHHBIX BBIIIEC TEXHUK,
[OKa HAPYIIUTEIh HE MOJAYYHT JOCTATOYHO HH(OpMAIUK  JIJIs
peanu3aiym APyrod TAaKTHKH B MPOIXOJIKSHUN aTaKu

T2 | ITonmyuenne T2.1. Hcnonp3oBaHWE BHEIIHNX CEPBHCOB OpPTaHU3AIMH B CETAX
IepBOHAYaILHOTO myonmraHoro nocryma (MaTepHeT)
JoCTyTa k| Ilpumepsr: 1) goctym K BeO-cepBepy, pACHOIOKEHHOMY B CETH
KOMIIOHEHTaM CHCTEM | OpraHuzanuy; 2) JocTym K uHTepdeiicy 3IeKTpOHHOH MOYTHI
U cerei OutlookWebAccess (OWA) modToBoro cepepa opraHu3aliu
Taktudeckass 3amaya: | T2.2. Vcmonb3oBaHNEe yCTPOMCTB, MATYMKOB, CHCTEM, PACITONIOKEHHBIX
HapyIINTENb, Ha TIEpUMETPE MM BHE TepuMeTpa (HU3UYECKOM 3aIMUThl 00bEKTa, JUTS
HaxoJIsICh BHE | TONTy4EHHS TIEPBUYHOTO JOCTYNa K CUCTEMaM U KOMIIOHEHTaM BHYTPHU
HH(PACTPYKTYPHI 3TOTO MEPUMETpa.
CeTH WM CHCTEMHI,
CTPEMUTCS TIONYYUTH
JOCTYTI K
[Iponomxenne Tabmumet 11.1
N TakTuka OCHOBHBIE TEXHUKHU
mobomy  y3my  B|Ilpumepsr 1) moctym K = gardymkaM  aBTOHOMHOW — CHCTEMEI

nH(ppacTpyktype U
HCIIOJIB30BaTh €ro Kak
Ianaapm JIL|
NAJILHEUIIINX
NEUCTBUI

JUCTAHIIMOHHOTO KOHTPONS HAaBJICHUS Ta3za ydacTKa Ia3ompoBona; 2)
JOCTYH K YMHOMY CUETUHKY, PACIIOJIOKEHHOMY Ha YaCTHOM OOBEKTE, KaK
K 4acTH MH(PAaCTPyKTyphl MMOCTABLIMKA 3JIEKTPO3HEPTUH; 3) JOCTYH K
uHTepdeicy ympaBieHHs KaMepbl BHICOHAONIONEHHUS Yepe3 CeTu
Om>kHero neiicTBrs

T2.3. Dkcrutyatauus ysS3BUMOCTEH CETEBOro 0OOpYIOBaHHS U CPEACTB
3alUThl  BBIYMCIMTENBHBIX CETed sl MOJIydeHUs JocTyna K
KOMIIOHEHTaM CHCTEM M CeTel IPU yJaJIeHHOW aTake.

[Tpumep: 00x0x MEXCETEBOro SKpaHa MyTeM SKCILTyaTalluy ysI3BUMOCTEN
peanu3anyy npaBuil GUIBTPaLuU

T2.4. Ucnonp3oBanne omuOOK KOHPUTypaluu CETEBOr0 000pYAOBaHHS
U CPEACTB 3allUThl, B TOM YHMCIIe CIA0bIX Mapoied U mapoied mo
YMOJTYaHUIO, JUISl MOTYYEHHsI TOCTYNa K KOMIIOHEHTAaM CHCTEM M CeTeH
IIpH yAAJIEHHOHN aTake




T2.5. Dkcrutyaramusi ysi3BUMOCTEH KOMIIOHEHTOB CHUCTEM M CeTell mpu
YAAJIEHHOM WJIY JOKAJIbHOM aTake.

[Mpumepsr: 1) skcruTyaTanus ysI3BUMOCTEH BeO-cepBepa C  IIEJIbIO
BBITIOJTHEHUST TIPOU3BOJILHOTO KOJIla B KOHTEKCTE 3TOrO cepBepa; 2)
JKCIUTyaTalusl YA3BUMOCTEH OIEPAallMOHHOW CHCTEMBI YCTPOWCTBA
YEIIOBEKO-MAIIMHHOTO UWHTepdeiica aBTOMAaTU3MPOBAHHOW CHUCTEMBI
YIPaBJIEHUS C LEJIbIO0 BHEAPEHUS CPEJCTB NMONYUEHUSI BBOAUMBIX HA 3TOM
YCTpOICTBE Tapoiieii JocTymna; 3) aKCILTyaTalus ysI3BUMOCTelH Opay3epa
BPEJOHOCHBIMM  CKpUNITaMH TpPU  TOCEUIEHUU  IOJIb30BaTENEM
BPEIOHOCHOIO MJIM CKOMIIPOMETHPOBAaHHOTO BeO-caliTa

T2.6. Hcnonb3oBaHHWE  HENOKYMEHTHPOBAHHBIX  BO3MOXKHOCTEH
POTrPaMMHOT0 OOECIIEUCHHUsI CEPBHUCOB, MPHIOKEHHUN, 00OpPYAOBaHHMS,
BKJIIOYasl WCIOJb30BAaHUE OTIAJIOYHBIX WHTEpP(EHCOB, MPOrpaMMHBIX,
IPOrpaMMHO-AITAPATHBIX 3aKJIaI0K

T2.7. Wcnonb3oBaHue B CHCTeME BHEIIHHX HOCUTeNel nH(opmanuy,
KOTOpPbIE MOIJIH TOJKITIOYATHCS K JPYIHMM CUCTEMaM U OBITh 3apaKeHBbI
BPEIOHOCHBIM TMPOTPaMMHBIM oOecrieueHreM. B ToMm uuciie papeHmue,
No/IMEHa WJIM TIOIUIOT HOCHTENeH MH(OpMaluy U BHEIIHUX YCTPOMCTB,
COIep)KAIlMX  BPENOHOCHOE  IPOrpaMMHOE  oOecredeHHe  WIiH
MpeHA3HAYSHHBIX JUTS Peai3aiii BPEJOHOCHBIX (YHKIIH.

[Mpumepsr: 1) mepenada ¢uiem-HOCUTENSI B KOMIDIEKTE MAaTepHalioB
BBIE3AHOTO Meponpuarus; 2) mogmena USB-amanrtepa GecripoBomHOI
KIIAaBUATYPbl CXO)KMM BHEIIHE, HO pealu3ylomuM QyHKIuA cbopa u
Mepeiauy IJAHHBIX YCTPOHCTBOM
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T2.8. Ucmons30BaHHE METOMOB COITHATLHOM WMH)KCHEPHHU, B TOM YHCIIC
(dummHra, JUI TOMyYeHUs TPaB JIOCTYyIa K KOMIIOHEHTaM CHCTEMBI

T2.9. HecaHKIIMOHNPOBaHHOE MOAKITIOYEHNE BHEIIHUX YCTPOICTB.
[Ipumep: HECAaHKITMOHWPOBAHHOE TOAKIIOYEHNE TOUKH JocTyma Wi-Fi

T2.10. HecaHKIIMOHUPOBaHHBIM IOCTYNl IyTeM MoAOOpa Y4YETHBIX
JAHHBIX COTPYOHMKAa WM JIETUTUMHOIO IIOJb30BaTesl (METOoNaMU
IpSIMOTO TIepedopa, CIOBApHBIX aTak, Hapojiell NPOU3BOAUTENEH IO
YMOJTYAHHUIO, HCIIONb30BAHUA OIWHAKOBBIX Hapoied Uil pas3HBIX
YVUETHBIX 3amucel, MpuMeHeHus "paayKHbIX" TaOIuI] WU APYTHMH)

T2.11. HecaHKUMOHUPOBAaHHBI JOCTYH IIyT€M KOMIPOMETAIUU
YUYETHBIX JAHHBIX COTPYAHHMKa OpraHU3alMH, B TOM YHCIE Yepes
KOMIIPOMETALMI0 MHOTOKPATHO HCHOJIB3YEMOI0 B Pa3IMYHBIX CHCTEMax
maposs (A7 IMYHBIX WK CITY>KEOHBIX HYXT)

T2.12. Ucnonp3oBanne  goctyma K = CUCTEMaM M CETAM,
MIPEOCTABICHHOTO CTOPOHHIM OPTaHU3aIMsIM, B TOM YHCIIE YePE3 B3JIOM
WHDPACTPYKTYpBl JTUX OpPraHM3alWN, KOMIPOMETAIUI0 JINYHOTO
000pyIOBaHUS COTPYIHUKOB CTOPOHHUX OPTraHU3alli, UCIIOIB3YEMOTo
VTS TOCTYTIA.

[Ipumep: wucmone30BaHME JOCTyIa TPEThel JIOBEPEHHOW CTOPOHEI
(mocraBuwiku UT-ycayr, mocTaBIUKH yCIyT O€30MacHOCTH)

T2.13. Peanuzaumss araku TuUna "4eNOBEK ImocepenuHe" I
ocymecTBieHus gocryna, Hanpumep, NTLM/SMB Relaying ataku

T2.14. JocTtyn TmyTeM OKCIUIyaTallUd  HENOCTAaTKOB  CHCTEM
OHOMeTpUYECKOr ayTeHTU(UKAIINH.




[Ipumep: nemonctpanus ¢ororpadun s ayTeHTU(UKALMK depe3
(YHKIHUIO pacrio3HaBaHHsI JIUIL

[Ipumeuanue 2: [omyueHune AOCTyNa MOXKET BBINOIHATHCS B HECKOIBKO
LIaroB C MCIOJB30BAHUEM OTHON MM Ooliee M3 MEepEeurCICHHBIX BBIIIC
TEXHHK, TI0Ka HAPYILIUTENb He JOCTUTHET [[eJIEBOM CUCTEMBI WK He Oyer
BBIHY)KACH NPUOETHYTh K IPYyrod TAKTUKE ISl TPOAOIKEHHSI aTaKH

T3 | Buenpenue u|T3.1. ABTOMaTHUYeCKHI 3aIlyCK CKPWUITOB M HUCIONHIEMBIX (ailioB B
HCIIOJIHCHUE CHCTEME C HCIIOJIb30BAHUEM II0JIb30BATEIbCKUX MM CHUCTEMHBIX
BPEIOHOCHOTO YYETHBIX JaHHBIX, B TOM YHCIIE C HCITOb30BAHIEM METOOB COIIMATBHON
MIPOTPaMMHOTO UHXXCHEPUU
obecrieueHust B
CHCTEMaX M CETAX
Taktuueckass 3amaya: | T3.2. AKTHBaIMs M BBIIOJHEHHWE BPEIOHOCHOTO KOZA, BHEIPEHHOTO B
MONYYMB JIOCTYI K|BHJE 3aKJaJ0K B JIETUTUMHOE TMPOTPAaMMHOE U MPOrpamMMHOE-
y3Iy ceTH WJIM | arrmapaTHoe 00eCeyeHUE CUCTEM U CeTel
CHUCTEMBI,

HapyIINTENb T3.3. ABromaruueckasi 3arpy3ka BPEIOHOCHOTO KoJa C YIaJeHHOTO
CTPEMUTCS BHEIPUTH cauTa WM pecypca C MocCaeaAyrourM 3alTyCKOM Ha BBITIOJIHCHUC
B €ro
[Iponomxenue Tabmumet 11.1
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MIPOTPaAaMMHYIO CpeIy
HHCTPYMEHTAJILHEIE
CpenCTBa,
HEOOXOMUMEIE €My
U1 NaJILHEUIIINX
JIeHUCTBHI

T3.4. KonupoBaHne  3aIyCK CKPUIITOB M UCIIONHIEMBIX (DalJIOB depe3
CpencTBa YyNAJEHHOIO VYIPaBJIEHUA OINEpPallMOHHOM CHUCTEMON U
cepBHCaMH

T3.5. Dkcrumyatamus yA3BUMOCTEH THIA YIAJICHHOE HCITOMHEHUE
nporpammuoro koaa (RCE, Remotecodeexecution)

T3.6. ABTOMaTH9IeCKO€ CO3MaHNe BPEAOHOCHBIX CKPHIITOB IIPH TTOMOIITH
JOCTYITHOTO HWHCTPYMEHTapHs OT MMEHH IOJh30BaTeNsl B CHCTEME C
HCTONIb30BAHUEM €0 YUCTHBIX JIAHHBIX

T3.7. Tlogmena ¢aiaoB JETHTHMHBIX IpOrpaMM U OHOIHOTEK
HEToCpencTBeHHO B cucreMe. Ilpumeuanne 3: B Tom umcie MoxkeT
COYETaThCS C TEXHUKOH KOMIIPOMETAIINU CepTH(]HKATa, UCIIOIb3yEeMOro
It g poBoii moanucu oopasa 110

T3.8. IlomMeHa INErHTUMHBIX TPOTpaMM W OHOIHOTEK, a TakKkKe
JETUTUMHBIX OOHOBJIEHUH TPOrPaMMHOTO O0ECTIEUeHNUS, TTIOCTABIIIEMBIX
MIPOM3BOUTENIEM YIAIEHHO 4Yepe3 CeTH CBA3W, B PEMO3HTOPHUSIX
MTOCTABIIMKA WM TIPH TIepeiade 4epe3 CeTH CBS3H.

I[Ipumeuanne 4: B ToM 4YuClIe MOXET COYETAThCA C TEXHUKOU
KOMITPOMETAINH CepTU(UKATA, HCIIOIH3YyEMOT0 JUIs UGPOBOW TTOIITUCH
o0pasa mporpaMMHOTO 00ECTIEYeHUS

T3.9. IlonMeHa CCBUIOK Ha JISTUTUMHBIC MTPOrPaMMBI U OMONHOTEKH, a
TAaKXEe Ha JIECUTUMHBIE OOHOBJIEHHS IPOrPaAaMMHOIO OOecredeHus,
MOCTaBJIsIEMbIE TPOM3BOANTENIEM YAAJICHHO Yepe3 CeTH CBSI3H, OAMEHa
uHpOpMaMM O TakuX OOHOBJIEHHUSX, BKIOYAas aTaku Ha
HHQPACTPYKTYpHbIE CepBUCHI mocTaBiuka (Takue kak DNS hijacking),
aTaku Ha TPETHECTOPOHHME PECYPCHI, aTaKW Ha JJIEKTPOHHYIO MOUTYy H
JpyTHe CpencTBa 00MEeHa COOOIEHUAMHU.

[Ipumeuanne 5: B TOM uncie MOXET codyeTarbcss C TEXHUKOH
KOMIIPOMETALUU cepTU(HUKaTa, HCIOIb3YeMOro sl TH(POBOM HOANUCH
o0paza nporpaMMHOro o0ecredeHHs




T3.10. TIlommena nucTpuOyTHBOB (YCTAHOBOYHBIX  KOMILJICKTOB)
MpOrpaMM Ha HOCUTENSIX HHPOpMAIMK MK OOIIMX CETEBBIX pecypcax
[Mpumeyanne 6: B ToM umcie MOXET co4eTaTbcs C TEXHUKOH
KOMIIPOMETALUHU cepTU(HUKATa, HCIONB3YeMOro s U(POBOM HOAMUCH
o0pa3a mporpaMMHOI0 00ecIedeHus

T3.11. Komnpomerauus cepTudukarta, UCIOIB3YyeMOro st HU(pOBOit
noanucu  obpaza [1O, Bkmroyass Kkpaxy dtoro ceprudukara y
npomsBoauTenst 10 wmM TOKYnmKy KpaJeHoro cepTudukara Ha
HeJIeTABHBIX TUIOMAIKaX B CeTsAX CBs3M (T.H. "mapkeed") M MOAJENKY
ceprudukaTa ¢ MOMOWIBIO  OKcIulyaTanmuu  yszBumocterd  I10,
peanu3yromiero pyHKINK TeHepUPOBaHUS KpUNTOrpahUIecKuX KIIto4eH,
XpaHEeHUs U yIpasiieHus: UQPOBLIMU cepTUdUKATAMU
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T3.12. Kommpomeranust CpeacTB CO3JaHHUS IPOrpaMMHOIO  Kofa
NPUIOKEHUH B HHQPACTPYKType pa3paboTUMKa STUX MPHIOKEHUH
(KOMITHJISITOPOB, JTMHKOBIIUKOB, CPEACTB YIPABICHUS pa3paOOTKOM) s
MOCIENYIOLIEr0 aBTOMaTU3UPOBAHHOIO BHECEHUSI UBMEHEHUH B 3TOT KOJI,
YCTaHABIMBAEMbI aBTOPU30BAHHBIM IIOJIb30BATENIEM Ha LENEBBIE IS
HapyLIATENs CUCTEMBI

T3.13. Komnpomeranust cpencts cOOpKH, KOHOUTYPHPOBAHUS W
pa3BOpavyMBaHMs TPOTPAMMHOTO KOJla, & TaKKe CPEICTB CO3JIaHMUS
Y3KOCTIEMATM3UPOBAHHOTO Kojia (K MpHMeEpy, Koja MPOMBIILICHHBIX
KOHTPOIIZIEPOB) B HH(PACTPYKType  IIEJIECBOM  CHCTEMBI IS
ABTOMATH3UPOBAHHOTO  BHECEHHWS  W3MCHEHMH B  OTOT  KOJ,
YCTaHABIMBACMBIN aBTOPU30BaHHBIM MMONB30BATENIEM HA IIENEBBIC JUIS
HAPYIIUTEIS CHCTEMBI

T3.14. IlnanupoBaHre 3amycka BpPEIOHOCHBIX IPOTrpamMM IIPH CTapTe
ONEpAIMOHHON  CHCTEMbl  IyTeM  OKCIUTyaTalldk  CTaHJAPTHBIX
MEXaHH3MOB, B TOM YHCJIE ITyTEM MPABKU KITFOUEH peecTpa, OTBEUAIOIINX
3a aBTOMAaTUYECKU I 3aITyCK MPOrpaMM, 3aIrycka BPEIOHOCHBIX MPOrpamMM
KaK CEpBUCOB M T.II.

T3.15. IlmanupoBaHme 3amycka BPEIOHOCHBIX MPOTpaMM dYepes
[JIAHWPOBIIMKOB  33/1a4 B ONEPAlMOHHON CHCTeMe, a Takke C
HCIIOIh30BaHUEM MEXaHWU3MOB IIJIAHUPOBAHUS BBHITIONHEHUS B yIAJICHHON
CHCTeMe 4Yepe3 yIaJIeHHBII BBI30B MPOIEAYp. BhITOTHEHNE B KOHTEKCTE
IJIAHWPOBIIMKA B PAE CIydaeB MO3BOISIET aBTOPU30BATh BPEIOHOCHOE
porpaMMHoOe 00ecTiedeHre U TTOBBICUTH TOCTYITHBIE €My PUBUIICTHH

T3.16. 3amyck BpEAOHOCHBIX MPOrpaMM IpU MOMOIIM JETUTUMHBIX,
MOANYCAHHBIX HU(PPOBOH HOANUCHIO YTHIUT YCTAHOBKH IPHIIOKEHUH U
CPEICTB 3alycka CKpUOTOB (T.H. TEXHUKAa IIPOKCUPOBAHMS 3aIyCKa), a
TaKXe 4Yepe3 CPEelICTBa 3allycka KoJa 3JIEMEHTOB ympasieHus ActiveX,
KOMITOHEHTOB (pHIIBTPOB (KOZEKOB) M KOMIIOHEHTOB OnOmmorek DLL.
IIpumepsr: 1) 3anyck MSI-daiinoB B onepanuonHoii cucreme Windows
TIPY TIOMOIIH YTHJIUTHI Msiexec; 2) ucnonb3oBanue yTiuT Regsvr32.exe
(Microsoft Windows Register Server) wu odbcconfiexe mis
MIPOKCUPOBAHMUS HWCIONHEHUs1 koma Oubmuorek dll B omepanuoHHOM
cucreMe Windows TMOCpEICTBOM BHECEHHMS H3MEHEHHMH B peecTp
OIlEPALIMOHHBIX CHCTEM

[Ipumeuanne 7: BHenpeHMe W UCHONHEHHE  BPELOHOCHOIO
MIPOrpaMMHOI0 00ecriedeH s B CHCTEMAaX U CETSIX MOXKET BBIOIHSATHCS B
HECKOJIbKO IIaroB C HCIOAb30BaHMEM OJHOW Wi Oomee W3




MIEPEUYHCICHHBIX BBIIE TEXHUK, MOKAa HapylIUTEIb HE JOCTUTHET
LEeBOM CHUCTEMBbl WM HE OyleT BBIHYXAEH NpPUOErHyTh K APYroi
TaKTUKE 715 IPOJOJIKEHUSI aTaKu
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T4 | 3akpennienue T4.1. HecaHKIIMOHNPOBAaHHOE CO3/IaHME YYETHBIX 3alucell MU Kpaka
(coxpaHenue CYLLECTBYIOIIUX YYETHBIX JTaHHBIX
JIOCTyIla) B CHCTEME
NN CCTU
Taktuueckass 3amaya: | T4.2. Hcmonb3oBaHWE INTaTHBIX CPENCTB YAAJICHHOTO JOCTyIa U
MOJYYUB JIOCTYHN K| YIPaBJICHUS ONEPAIIMOHHOW CUCTEMBI
Y31y CETH C IIOMOIIbIO
HEKOTOpOi T4.3. CxpsiTass yCTaHOBKAa M 3allyCK CPENCTB YIAJEHHOTO JOCTYIa W
TMOCJIEAOBAaTEIbHOCTH YIIpaBJICHUA OIICPALIMOHHON CUCTEMBI.
HeﬁCTBHﬁ, Boecenne u3MeHeHUM B KOH(i)I/IpraHI/IIO u COoCTaB MpPOrpaMMHBIX H
HapyILIUTENb ImporpaMMHO-aImnapaTHbiX CpEACTB aTaKyeMOu CHUCTEMBI HJIM CCTH,
CTPEMUTCS YIIPOCTUTH BCJICACTBHUE UYEro CTAHOBUTCA BO3MOXCH MHOI'OKpATHBIM 3allyCK
cebe MMOBTOPHOE | BPEAAOHOCHOr0 KOJa
MONTy4eHHe JTOCTyMa K -
STOMy Y31y, €clH OH T4.4. MackupoBaHre TOAKITIOUEHHBIX YCTPOMCTB TIOA JICTUTHUMHBIC
emy BIIOCIICACTBHH (HaHpI/IMep, HaHECCHUE KOPIOPAaTUBHOI'O JIOroTUIIa, WHBCHTAPHOIO
TOHAIOGHTCS HOMepa, TeneoHa CIyKObI MTOIIEPIKKH )
(manpumep, N
yCTAHABTMEALT T4.5. Buecenne COOTBETCTBYIOIMX 3allACEH B PECCTP, aBTO3ATPY3KY,
CDENCTB YIAJICHHOTO [JIAHUPOBIIUKY 3aJaHWH, OOECIEYMBAIOMINX 3aIlyCK BPEIOHOCHOTO
JIPABICHAS  ySIIOM, MIPOrPaMMHOTO 00eCTIeYeHU TIPH Mepe3arpy3Ke CUCTEMBI HITH CETH
VISMCHACT  HACTPOMKI | 74 6 Kommpomeramusi MpOLMIMBOK yCTPONHCTB C HCIONB30BAHHEM
CPEACTB  SAMWTBL M| yoapynvocTeif MM MPOrPaMMHO-ANTIAPATHBIX 3aKIAI0K, K TPHMEpY,
Apyrue AeHCTBH) BHeApenue HoBbIX GyHKINH B BIOS (UEFI), koMmpomeTarius mpommBoK
YKECTKHX JFCKOB
T4.7. Pe3epBHOE KOMMPOBAHHE BPEIOHOCHOTO KOIa B OONACTAX, PEIKO
MTOJIBEPTaeMbIX MPOBEPKE, B TOM HYHCIE 3apa)KeHHE Pe3epPBHBIX KOMHil
JMAHHBIX, COXpaHEHWE O0pa3oB B HEPa3MEUEHHBIX OOJACTIX >KECTKUX
JICKOB 1 CMEHHBIX HOCHTENEH
[Ipumeuanne 8: 3akperuieHne (COXpaHEHHE JTOCTyIa B CUCTEME) MOXKET
IIPOM3BOANTHCS C HCIIOIB30BAHMEM OTHOM WK OOJIee U3 IepeIrCcIeHHBIX
BBIIIIE TEXHHUK
TS | Yopaenenue T5.1. VpaneHnHoe ympaBieHHE Yepe3 CTAaHAAPTHBIE MPOTOKONIbI
BpPEIOHOCHBIM (mampumep, RDP, SSH), a Ttakke ucnomp3oBaHne HHPPACTPYKTYPHI
MIPOrPaMMHBIM MPOBANJIEPOB CPENCTB YNAISHHOTO aJMHHHCTpUpoBaHus. [Ipumep:
obecriedeHrEM 1 | HCTIONIb30BaHKE CPEJICTB YAIeHHOTo ynpasineHns RMS/teamviewer mis

(WIM) KOMITOHEHTaMH,
K KOTOPBIM paHee ObLI
MONY4eH JOCTYII

TakTuyeckass 3aaaya:
BHEIPUB
BPEIOHOCHOE
MPOrpaMMHOE
obecrieueHne
obecrieunB

nin

CO3JaHUA KaHaJIa CBA3U U YIIPABJICHUA CKOMHpOMeTHpOBaHHOfI CHCTEMOK
CO CTOPOHBI 3JIOYMBIIIJICHHUKOB

T5.2. Hcnonbs3oBaHuE IITATHBIX CPEICTB YHAJIEHHOIO JAOCTyla u
YIPAaBICHUS ONEPALMOHHON CHUCTEMBI

T5.3. KomMMmyHuKanusi ¢ BHENIHMMM CEpBEPAMH YIIPABIECHUS Yepe3
XOpOILIO M3BECTHBIE MOPTBI Ha OTHX CEpBEpax, pa3pellcHHbIE Ha
MexcereBoM skpane (SMTP/25, HTTP/80, HTTPS/443 u np.)

[Mponomxenue Tadmumb! 11.1




TakTuka OCHOBHBIC TEXHUKH
MMOCTOSHHOE T5.4. KomMmyHuKaIusi C BHEUIHUMHU CEpBEpaMU YIPABICHUS Uepe3
NPUCYTCTBUE HAa Y3JI€ | HECTAHAAPTHBIC MOPTHI HA ATHUX CEPBEpPax, YTO B HEKOTOPBIX CIIydasix
CeTH, HapPYIIUTEIb | TO3BOJISET SKCILTYaTUPOBATh YA3BUMOCTH CPEICTB CETEBOM (PHIIBTpaIiu
CTPEMHUTCS JUTst 00X0/1a ATUX CPEICTB
ABTOMAaTU3HUPOBATH
yIIpaBieHue TS5.5. YnpapneHue yepe3 CbeMHbIE HOCHUTENH, B YaCTHOCTH, NEpeaadya
BHE/IPEHHBIMU KOMaH/]I YIPaBJICHUS MEXKIYy CKOMIIPOMETUPOBAHHBIMH H30JIMPOBAHHON
HUHCTPYMEHTAIbLHBIMU CHUCTEMOM M TMOAKIIOUEHHOW K MHTEpHET cHUCTEMOW uepe3 HOCHUTEIH
CpeICTBaMH, uH(pOpMaIINHY, UCIIONb3yeMbIe Ha 00EHX CHCTeMax
OpraHU30BaB
B3AMMOJICHCTBHS T5.6. IlpokcupoBanue Tpaduka yIOpaBICHUS [UIi MACKHPOBKH
CKOMITPOMETHPOBAHH MOJIO3PUTEILHON CETeBOM aKTUBHOCTH, 00X0/a MPaBHJI Ha MEKCETEBOM

BIM Y3JIOM U CEPBEPOM
yIpaBieHUs, KOTOPbIi
MOXET OBITh
pasMelieH B CETH
WNHtepuer wm B

nH(ppacTpykType
OpTaHHU3AINN

9KpaHEe U COKpBITHUS aJIpecoB HMH(PACTPYKTYphl HapyLIUTENEH,
JIyOMpOBaHUE KaHAJIOB CBs3M, OO(ycKamms W paszzuelieHue Tpaduka
yIIpaBIiieHUsl BO N30ekaHne oOHApYyKEHUSI.

[Ipumepst: 1) ucnonb3oBaHUE CKOMIIPOMETHPOBAHHBIX CHCTEM B TOU ke
CeTH, JJI KOTOpBIX mpaBuiamMu MO paszpemien goctyn B MHTepHeT, B
KauecTBE MPOKCH CEPBEPOB; 2) HCIONB30BAHHE WHPPACTPYKTYPHI CETH
TOR nns TIpOKCHPOBAaHHS 3alpPOCOB K CEpBEpaM YIpaBICHUS; 3)
WCTONIb30BaHUE OJJHOTO KOMMYHHKAITMOHHOTO IPOTOKOJIA JIJIsl 3aIpoca, ’
JPYTOro - Ui OTBETA Ha 3arpoc

T5.7. TynnenupoBanue Tpaduka yrnpasienus yepe3 VPN

T5.8. TyHHenupoBaHue Tpa(uKa YIpPaBACHUS B IOJS 3alOJIHECHHUS U
JAHHBIX CITY)KEOHBIX TIPOTOKOIOB, K TPUMEPY, TYHHETHPOBAHHUE TpaduKa
VIIPaBJICHUS B TIOJIS TAHHBIX W 3amOHEHMS poTtokoioB DNS, ICMP nnun

pyrue

T5.9. Ynpapnenue depe3 MOAKIIOUCHHBIE YCTPOWCTBA, PEATH3YIONINE
JOTIOTHUTEIBHBIA KaHall CBS3M C BHEIIHWMH CHCTEMaMH WM MEXIY
CKOMITIPOMETHPOBAHHBIMU CUCTEMAMH B CETH

T5.10. Hcmomp3oBaHme  cpeacTB  00¢ycKanuy,
cTeraHorpaduu Ui COKPBHITHS TpaduKa yrpaBiIeHUs

¢ pOBaHMUS,

T5.11. Ilepemaua KomaHI yHOpaBJIeHHWA UYepe3 HECTaHAAPTHO
HHTEPIPETUPYEMbIE TUIIOBBIE OIIEPALIUH, K IPUMEPY, ITyTEM BBIIIOJIH CHUS
KxorpoBaHus (aima 1o paspemeHHoMy nporokony (FTP  wm
0A0OHOMY), TIyTEM YIPABICHUS Pa3lesieMbIMU CETEBBIMU pECypCamMu
no nporokony SMB u T.o.

T5.12. Ilepenaga koMaHA yIpaBIICHUS Yepe3 MyOIHKAINIO HA BHEITHEM
JIETUTUMHOM CEPBHCE, TAKOM Kak BeO-caiiT, 00nauHbIil pecypc, pecype B
COLMAIbHOM CETH U T.IIL

T5.13. JluHaMuyeckoe HW3MEHEHHE AaJPECOB CEPBEPOB YIPABICHUA,
HWACHTHU()HUKATOPOB BHEIIHUX CEPBUCOB, HAa KOTOPBIX ITyOJIMKYIOTCS
KOMAaH/Ibl YIPAaBJIECHHS, U T.I. TI0 U3BECTHOMY QJITOPUTMY BO M30€KaHHE
OoOHapyKEeHUS

[Mponomxenune Tadmumb! 11.1

TakTuka

OCHOBHBIE TEXHUKHA

[Mpumeuanne 9:  VYopaBieHWe  BpPEIOHOCHBIM  IPOTPaMMHBIM
obecrieueHreM U (WJIM) KOMIIOHEHTaMH, K KOTOPBIM paHee ObLI OIy4YeH
JIOCTYTI, MOKET IIPOU3BOAUTHCS HAPYIIUTEIEM C HCIIOb30BAHHEM OJTHOM
un  Oollee W3 TIEPEUMCIICHHBIX BBINIC TEXHUK YIS YIPaBICHUS




TPYAHOOOCTYIIHBIMHU KOMIIOHCHTAMU HJIM Jid pe€ajin3aliui pPC3CPBHBIX
KaHaJIOB YIIpaBJICHUA

T6 | IloBeiienue T6.1. IlomyyeHue AaHHBIX IUIA ayTEHTH(QHUKALUK M aBTOPU3ALUH OT
MPUBUJICTHIA 10 | MMEHH MPHUBUJIETUPOBAHHOW YYETHOM 3amMcH IyTeM IIOMCKa 3TUX
JOCTYITy K | JaHHBIX B Mankax u Qaiiiaax, MoucKa B IaMATH WK TIepexBaTa B CETEBOM
KOMIIOHEHTaM cucteM | Tpaduke. JlaHHbIe 171 aBTOpU3AalUM BKIIOYAIOT MAPOIH, XAII-CYyMMBI
U ceTer naposied, TOKEHbI, HICHTU(PHUKATOPBI CEeCcCUH, KpunTtorpaduyeckue

KJIIOUH, HO HE OTpaHUYUBAIOTCS MU
TakTnyeckass 3apaya:
TIOJy4YUB
nepBOHaYaIbHbIH T6.2. [TogOop maposnst win Ipyroit HHPOpMAIMKU JJisl ayTeHTH(QUKAITUH OT
JIOCTYIl K Y3y ¢ |MMEHHU IIPUBMJIETUPOBAHHON y4ETHOH 3aIMCH
MIPUBUJICTHSMH,
HenocTarounpivu s | 10-3 OKeiutyararus ysssumoctei 110 K MOBBIIICHUIO IPUBUJICTHIl.
COBEPIICHHS HY)KHBIX IIpumep: SKCILTyaTallis  YA3BHMOCTH JpaiiBepa cny>1<6b\1' [edaTH,
emMy neficTauii, | TO3BOUIONIEH BBINONHUTE KOX C NPUBUJIETMAMH CHCTEMHOH Y4ETHOH
HAPYIIHTEb 3aIucH, Yepe3 JOCTYI K 3TOMY ApaiBepy U3 MPUIOKEHHUS, 3aTyIIEHHOT 0
CTPEMHUTCS TIOBBICUTS | OT HMEHH HEIPMBUJICTHPOBAHHOTO TONb30BATENI
MIOJTy4YeHHBIE .
NPHBHJIETHH - T6.4. 3KSHHyaTaHI/I$I YASBHMOCTEH MEXaHW3Ma HMIIEpCOHALAN (3amycka
TONyuHTs  KOHTpONS | OTIEPALIMI B CHCTEME OT HMEHM J